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Abstract 

Security and data confidentiality has become a critical issue for companies and 
individuals. In a classical client-server network, the access control management is 
performed on the server, relying on the assumption that the server is a trusted party. In 
this paper, we focus on how to strengthen the data confidentiality in client-server 
networks. We address the improving data confidentiality protocol by using symmetric 
encryption based on different secret keys for each session derived from timestamp. This 
key is generated in a local machine and without needing to exchange it between the client 
and the server for encryption decryption process. We have to use symmetric encryption 
without exchanging the secret key to ensure the security of information from attacks for 
eavesdropping or modification. 
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  الخلاصة
خدمة العملاء المعتادة، یتم إدارة  اتفي شبك. مسألة حاسمة بالنسبة للشركات والأفراد تأصبح أمن وسریة البیانات

ھو طرف   (Server)، والاعتماد على افتراض أن الخادم  (Server) الخادم للبیانات الموجودة لدى التحكم في الوصول
   .موثوق

نعالج سریة حیث س. )client-server( سوف نركز على كیفیة تعزیز سریة البیانات في شبكات البحث ھذا  في
التي تعتمد على المفاتیح  )symmetric encryption(البیانات باستخدام التشفیر المعتمد على خوارزمیات التشفیر المتناظر

حیث تشفیر  (Client)كل جلسة اتصال التي ترسل إلى  یتغیر فيھذا المفتاح . )Timestamp(السریة المختلفة التي تتولد من 
 (Client)لدى كلً من الطرفین فلن یكون ھنالك سبب لنقلھ بین ) تكوینھ(أن المفتاح یتم خلقھ ساسیة بان الفكرة الا .البیانات

) secret key(ري تبادل المفتاح الس الحاجة الى ، دون )symmetric encryption( التشفیر المتناظرأستخدام .(Server)و
 .علیھا خلال ارسالھا عبر الانترنت أو التعدیل اوالتغیرمن الھجمات  البیاناتضمان تأمین سیؤدي الى 
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1. Introduction  

     Data passes between a client and a web 
server, sometimes through one or more 
intermediaries. Messages may also be kept 
in repositories. Some of the data within the 
messages is considered to be sensitive and 
may be attacked by adversaries. There is a 
risk that an attacker can gain access to 
sensitive data by eavesdropping on the 
network, and modify or use it in malicious 
activities [1, 2]. 
     A confidentiality service provides 
protection to the sensitive data against 
unauthorized access or disclosure [3]. In 
this paper, we propose an improved data 
confidentiality protocol for exchanging the 
sensitive data between client and server 
using encryption based on timestamp to 
generate a secret key on local machines that 
will exchange only some information which 
is useful to generate the secret key. 
 
 

2. Data Confidentiality 
    Data confidentiality is the protection of 
transmitted data from passive attacks, such 
as eavesdropping [4]. Threats to 
confidentiality include the direct release of 
sensitive data values, approximate 
disclosures, and leaks resulting from 
inferences and outside knowledge. One way 
to provide confidentiality is through 
cryptography [5]. 
 

3. Symmetric Cryptography  
    In modern security models, cryptography 
plays a fundamental role in protecting data 
integrity and confidentiality in information 
systems. There are two basic techniques in 
cryptography; symmetric and asymmetric 
cryptography [6, 7]. 
    Symmetric key systems require both the 
sender and the recipient to have the same 
key. This key is used by the sender to 
encrypt the data, and again by the recipient 
to decrypt the data. Symmetric 
cryptography algorithms are typically fast 

and are suitable for processing large 
streams of data [8].  
    Cryptography using the same encrypting 
decrypting keys is called symmetric 
cryptography. This is illustrated in Figure 1.  
 
4. Hash Function Cryptography 
    A hash function is a function that takes 
some message of any length as input and 
transforms it into a fixed-length output 
called a hash value, a message digest, a 
checksum, or a digital fingerprint [9]. 
 

4.1 MD5 Hash Algorithm 
    MD5 is one of the most widely used 
cryptographic hash functions nowadays. It 
takes an arbitrary message as input and 
generates a 128-bit output digest [10]. 
 

4.2 MD5 Hash Properties 
    The MD5 hash consists of a small 
amount of binary data, typically no more 
than 128 bits. The length of the hash value 
is determined by the type of the used 
algorithm, and its length does not depend 
on the size of the file. Every pair of non-
identical files will translate into a 
completely different hash value. Each time 
a particular file is hashed using the same 
algorithm; the exact same hash value will 
be produced [11].  

All hashing algorithms are one-
way. Given a checksum value, it is 
infeasible to discover the password. In fact, 
none of the properties of the original 
message can be determined given the 
checksum value alone. 
 
5. Related Works 
    Wenjing Lou, et.al. [4]: proposed a new 
idea to transform a secret message into 
multiple shares by secret sharing schemes 
and then deliver the shares via multiple 
independent paths to the destination so that 
even if a small number of nodes that are 
used to relay the message shares are 
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compromised, the secret message as a 
whole is not compromised. 
 
Dahui Hu and  Zhiguo Du [7]: proposed the 
idea of applying fast RSA algorithm to 
improve Kerberos so as to meet the basic 
requirements, and then analyze the security 
and efficiency of the improved Kerberos. 
 
6. The Proposed Protocol 

We propose a new approach to 
improve of data confidentiality protocol 
using encrypted secret data with secret key 
derived from timestamp, this key is used to 
encrypt and decrypt the secret data. 
Because the symmetric cryptography 
presumes that two parties have agreed on a 
key and been able to exchange that key in a 
secure manner prior to communication. 
This is a significant challenge. We propose 
that that both client and server agree on a 
protocol to generate the secret key on 
local's machines with exchange only some 
information is useful to generate the secret 
key, as illustrated in section 7.  

  
 

7. Implementation of proposed protocol 
    This section presents an improved 
protocol for data confidentiality. 

 
7.1 Login and authentication phases 
    Figure 2: illustrates the login and 
authentication phase of this protocol. 
 
C→S: m1 = MD5[UN,PWD].   (1) 

      
    After the client C requests a login to 
server's services, the later sends the 
authentication web-page. The client inserts 
his identification information (Username 
(UN) and Password (PWD)). 

 
 
 

7.2 Encryption and Decryption phases 
   This information [UN, PWD] is encrypted 
with MD5 hash function to produce m1, 
then sent to S.  
 
 S → C : m2 =[ m1, TS]              (2) 
    After receiving message m1 from C, and 
verifying its identify, S generates m2 
derived from m1 and the timestamp TS of 
client's login.  
 
m2= m1+ TS. 

 
    Figure3:  shows process of generating 
m2. 
 
Steps to generate m2 

1. Convert m1 to ASCII code, then to 
Binary code. 

2. Convert TS to Binary code. 
3. Add both binary values, neglecting the 

carry. 
4. The result value is m2.  

 

C→ S : Ctxt  = [m3 ,KS].            (3) 
 
After receiving message m2,the Client 
generates KS (secret key) by encrypting m2 

with MD5 Hash Function.  
Where: 
KS = MD5 [m2] 
 

    This secret information m3 is encrypted 
with KS, to produce Cipher text Ctxt, then 
sent to Server, without sending the secret 
key. Figure 4: Shows the process of 
generating KS, and Ctxt. 
    After receiving message Ctxt from a 
client, the server decrypts it using Ks 
derived from  m2 which is stored in secret 
server's database, as the following:  

KS = MD5 [m2] 
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    Figure 5 shows process of generating KS, 
and Ctxt . 

7.3 Key Generation based on the 
Timestamp 

    A process is needed to generate a 
different set of random keys for each 
transmitter. The key is different for each 
client, and stored in temporary database.  

 The algorithm is to use a key 
generation based on timestamp as shown in 
the following procedure: 

1. Take current time/date from 
client's computer. 

2. Convert it to Timestamp. 
 

 

 
 
 
 

 
3. As shown in figure 3, m2 is 

generated from m1 and TS. 
4. Take MD5 Hash Function for 

m2 to produce KS. 

     KS = MD5 [m2] 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Year:                 Day:         Month:   

Hour:         Minutes:         Seconds:  
                                         
Timestamp 

 

2010 13 11 

10 48 54 23145678
9 

 
1. C→ S : m1 = MD5[UN , PWD] :   

8081495505fc811ec36065c41c5c62ed 
    

2. S → C : m2 =[ m1, TS] 

        Convert m1 in Binary Code : 

10000000000101001001010101
01000001011111110010000001
000111101100001101100000 

00110010111000100000111000
10111000110001011101101110
10. 

      TS: 231456789 

      MD5 [TS] :                           
574b1a57efdfd71764e763800a6441de 

   Convert TS in Binary Code : 

01010111010010110001101001
01011111101111110111010111
000101110110010011100111 

01100011100000000000101001
10010001000001110111101100
1 

       m2= m1+ TS 

11010111010010110011010001
00101011011100111010101010
111110001101010101111010 

10101110010010101111111011
1101101000110101010101111 

 

3. KS = MD5 [m2]:   
3d37801a3d022842c0f9b3fa42afa
886 
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8. Conclusion 
    Encryption data with symmetric 
cryptography is much faster than 
asymmetric cryptography, but secret key 
exchange is difficult because the exchange 
itself must be secure with no intervening 
compromise of the key. So this problem 
affects the confidentiality of the data. In this 
paper, we present an improvement of the 
data confidentiality protocol. The core idea 
of our improved protocol is based on 
encrypting the sensitive data using 
symmetric encryption without exchanging a 
secret (symmetric) key; where generating it 
in local machines, this reduces attacks of 
secret key. Thus, it would be difficult to 
detect data sent by the attackers. In future, 
we will implement the improved protocol 
practically and validate our conclusion. We 
believe that our improved protocol 
increases the network security as well as 
data confidentiality and integrity. 
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Figure 2: Login and Authentication Phases 
 
 

 

Figure 3: The process of generating m2. 
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Figure 4: Process of generating KS, and Ctxt . 
 

 

 

 

Figure 5: Decrypting Ciphertext to plaintext. 
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