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Abstract

This paper produces a new suggested method for hidden image information in the wav file. The
method takes any type of image file format such as (BMP, GIF or TIFF) that contain the image
information to be hidden that represented in binary form, then this file hides in the wav file by
replacing image information with wav file digits. The replacement is done into separate distance. This
method is done with out making noise in sound file. We implement our proposed system using
MATLAB ver. 7.

Keyword
BMP, GIF, Image file format, TIFF, Wav file, RIFF.

duaDAY)
Jie Clildl faa (e gs5 () ARyl 336 WAV cale 8 pea Cilasle oliAY dajie suas Aiph Gl ok
Cilaglan JInl 2 w3 A5LE Lipealls Aias (685 Ally Lgilial 2yl §jseall Slastes o ggia3 U ( BMP, GIF or TIFF)
il el pUal) 3 5 L cigeal) Cile B Jsdi dae (s Ayl sda ity Alaiie Clilew WAV J) Ciles §5eal)
.7 Jaal MATLAB JI al
1. Introduction

In computer technology, there is much communication system between human like
phone, fax, network, radio, and so on, and the spoken device. Each of them must have
minimum security for data transfer, to sure only the person in receiver can know the
message. To provide this done, either through using systems communication that
gives a high level of security or no using Steganography system. The embed process
in digital media not easy, it must be proved many condition to success, To get
complete hide must be invisible in multi media, for example the hide in voice recorder
is very difficult because the human hear is limited and the frequency limited
maximum more than thousand to one [Gopalan,2003], so it is difficult to add or remove
information from original data. There are a lot of hiding methods using
Steganography available in the literature ,first category messages are hidden in the
LSB of the 8 bit binary strings [Jupin,2004] so use Steganography within digital
images(bmp, png) using LSB substitution [Nabavian,2007], second category hiding
information inside audio files used in low bit encoding [Mangarae,2006], hiding data
steganographically in four techniques in voice message, low bit coding, phase coding,
spread spectrum embedding and echo hiding [Chang,Moskowitz,1997] and hide
messages in wave files[Friedheim,2006-2007].

In this paper we introduce a method of Steganography to hide a file of image of any
type of format (GIF, BMP,JPEG) but view the size of file in wave(waveform audio
file format),and regain image from wave file container .

2-Précis about image

The image represent in a computer by using two dimensional array of the intensity
values, the element in this array is called Pixel [Rudin,1990].the image depend on pixel
values .
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2.1. Image file format

It means the organizing and storing of the image information, depending on
application and requirement of the user [Reddy and Shankar, 2006].
File formats are sequence of data for encode digital information for storage or
exchange. They have own peculiar rules and structured.
Image files generally begin with an introductory "Header" section followed by a
"body" that contains most of data .The file names usually end with an extension or
suffix(3 letters),like (gif or tiff) to help computer programs to recognize them
[http:/Mmww.JISC digital media].

2.2. Image file size

It determines by number of bytes that increases with the number of pixels that
compose to image, and the color depth of the pixel. Also the increasing depth color of
the image caused increase in pixel size an 8 bit pixel(1 byte) stores 256 colors. A 24
bit pixel (3 bytes) stores 16 million colors [Jubin, 2004].

3.Wave file definition

Wav (or wave), short for Waveform audio format, is a Microsoft and IBM audio
file format for storing audio on PCs.
Format it is a variant of the RIFF the abbreviation (Resource Interchange File Format)
bit stream method for storing data in "chunks”[ Wang]. That has a chunk id, a length
and a body of data. The chunk id is 4 letters encoded into 32 bits. The chunk id types
are typically unique to the file type if lower case and globally standardized if upper
case.
Waves are compatible with Windows and Macintosh standard operating systems.

*Various different chunks are defined for wave files [Chandrasekhar].
—Labeled text, cue information.
—Data and silent regions, compression details, etc.

*Most often the wave files only have two such chunks:

—Format chunk (FMT) (information about the data format).

—Data chunk (the actual samples contained within).
Additional chunks can be used as forensic chunks that contains meta-information
about the case, e.g.,

*Case serial numbers.

*Time of acquisition or receipt.

+Identifying information about the specialist analyzing the case.

*Call record information and other details.
3.1. Wave File Format

The wav file format contains the following fields as shown in Figure (1)

[Chandrasekhar]:
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Chunk ID —+ RIFF Wave Header
Chunk Size

Format
Subchunk1 ID
Subchunk1 Size
Audio Format

Numchannels | . Format Chunk
Sample Rate
Byte Rate
Block Align
Bits per Sample
Subchunk2 ID
Subchunk2 Size

—, DataChunk
Data

Forensic Subchunk ID
Forensic Subchunk Size

Forensic Metadata » Forensic SubChunk

Figure (1): Wav file format

3.2. Wav format chunk
There are general fields and special fields for format wav file shown in table (1):
[European broadcasting Union].

Table (1): General and special fields of format wav file

Field Description

wFormatTag Number specifying the type of format (Wav) and contain of
the format.

wChannal Specifying the number channels either 1(voice of type mono)

or 2(voice of type stereo).

dwSamples Per Sec | Refers to sampling rate per second.

dwAvgbytesPer Sec | Rate bytes pr second operator.

wBlockAlign Rate of the actual operation sound per second.
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4. Steganography

Steganography the art of hiding transmitting data through apparently safe carriers in
an effort capability conceal the existence of the data Steganography word originate
from Greek, which means covered or hidden writing and includes large array methods
of secret communications that conceal the very existence of the message.
Computer based steganographic techniques to embedding foreign information to the
native covers, it can be applied in many ways to digital media [Alain].

There are many of the Steganography application such that:-

1- A secret copyright notice or watermark be embedded inside can an image to
identify it [Roche and Dugelay,1998].

2- The most important application is to exchange information secret without any
doubt the event [Al-dulaimy,2005].

It is not always to be hidden as some system use visible, but most system use
invisible.

5. Describe of Binary Files

The binary files are similar in the way that it consists of two main parts:-
1. Header: It the part that contains information about the method, of dealing with data
which found in the data part of the file.
These headers are different from each other but it has some basic similarities such as
the following:-
-Signature: it consists of Letter symbols or digits give a brief description of the file
type, one example in the image files of type BMP start with (BM) letters, which gives
a key description of the file in general, and with the header part particularly. The same
case with audio files of type (wav), the signature have consists of 4 letters (RIFF)
which is the form of multimedia files.

- The complete size of the files which is necessary to know the size that the program
will deal with.

- Size of the data part which is necessary when acting with data blocks.

- Size of header part.
2. Data: it is the part that contains the main data for the file, these data will be known
in type from the header part information, for example, if we working with image file
the data part will contain the image data, which will be after processing and sending
to the video card to be drawn could be compressed data or mathematical equation data
or specific algorithm data.
What ever the type of all these files, it must contain in the end a set of digits in the
binary form. But the way the program interpret these data makes these file understood
in a particular form.

6. Proposed algorithms

This paper use idea of Steganography to hiding image information in wav file which
the image file and wav file are binary files, and their headers and data parts can be
used as set of digits (bytes) in one dimensional array. It is possible to replace its
values in a second array which contains the sound data of a wav file. Sound file must
be chosen is larger in size according to the image file size. The digital values
distributed into different distances in the digital array of sound according to the ratio
of the following equation:
Rat= Sound array size / Picture array size
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Those replacement digits from sound file will not effect on the sound at the time of
operation.

So the rate value of operation of data for sound is (128 kb/s), that is 128*1024 =
131072 Byte / second, this means that it is possible to replace tremendous amount of
bytes about 1-100 without affecting the sound. And can be restoring image file form
wav file based on the last bytes in signature, are described in as follows:-

1-Algorithm of hidden:-

Input: Image file, Wav file.

Output: Wav file.

Stepl: Read image file size (1S).

Step2: Read wav file size (WS).

Step3: If WS /4 < IS file then exit(the wav file is too small to contain this image).

Step4: else calculate ratio ( R) distributed into different distance according to:
R=WS/IS.

Step5: Replace Byte of image by Byte of wave as 1:R( 1 byte for number of bytes
R).

Step6: Storage a modified matrix in wav file with signature ( the R the image size
IS).

2-Algorithm of restore image:-
Input: Wav file contain Image.
Output: Image file.
Stepl: Open wav file.
Step2: Read last 8 bytes (signature) will contain R the ratio.
Step3: Loop I=11t0 IS
Array [I]=Wav[J]
J=J+R
Next | (stop when the I = IS the image size ,means that wav already done with reading
the image information).
Step4: Store the array in an image file.

7. Results

Mat lab tools have been applied the program to read color image file show in
Figure (2) that obtain data in Figure (3) which the size of image 100 bytes of BMP
Image, so read all three bytes RGB (example above 250 is nearest to white color), and
read the wav file so that data are real type can be shown in Figure (4), the size of wav
446 bytes, sample rate 8 kHz, sample size 8 bit. When has selected color or not color
image is no difference about hiding because the program deals with the whole file.
The results are plotted in Figure (5), Figure (6), and show the wav file wills no
effecting.

Figure (2): Image file
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205 205 JAh 755 755 755 755 2B 280 2R 28 M5 25 MRS MHh A
249 245 249 243 249 249 249 249 249 243 249 M9 249 M43 243 U5
203 265 J55 255 755 755 285 785 280 280 285 M5 250 M50 MEH Mh
205 205 A6 765 755 055 285 2B 28 2R0 285 255 255 250 X0 XA
i s s S S S S
255 255 R 755 755 75h 785 7BH 2Bh 2B 2B 2B 2B 2BS XA R
250 260 260 250 250 250 250 250 250 250 250 250 250 250 250 250
201 A1 81 281 281 281 251 281 251 251 251 51 251 251 51 A
205 265 JBh 755 755 255 285 785 280 280 285 25 250 M50 MEH Mh
205 205 A6 765 755 055 285 2B 28 2R0 285 255 255 250 X0 XA
i s s S S S S
255 255 R 755 755 75h 785 7BH 2Bh 2B 2B 2B 2B 2BS XA R
244 244 206 244 246 244 245 244 245 244 246 244 246 24 e 244
25 248 245 248 240 240 240 240 240 240 240 M0 240 Mo M5 M8
204 264 U6 254 254 254 254 254 254 254 254 254 254 254 054 A
205 2R JAh 755 755 055 85 785 28 2B0 285 J5% 255 M50 X5 XA
203 263 463 253 253 263 253 2A3 283 2R3 283 63 253 A3 X533
234 3 A3 03 23 03 232 730 230 232 232 12 232 032 430 A
L1 A A VA P A PR VA P VA A P A P

gooooooooo0nooDooOoaoOd

Figure (3): Part of Image file

0.00032397 [
-0.00012207
S.1553e-005
3.0518e-005

0.00012207
5.1035e-005

0.00015259

0.00027 466

0.0005188

0.00061035

0.00042725
-0.00039673

-0.0014648
-0.0030212
-0.0047302
-0.0064087
-0.0081177
-0.0085525
-0.011169
-0.013885
-0.016724
-0.019043
-0.019867
-0.018646
-0.017151
-0.015289
-0.013397
-0.010956
-0.010101
-0.0093792
-0.012207
-0.016663
-0.021851

Figure (4): Part of Wav file
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Figure (5): Wav before encryption
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Figure (6): Wav after encryption

7. Conclusion
The proposed method have advantage of simplicity and suitable of hiding ,and can
be conclusion:

1- The container file must be larger than concealment file 4 times.

2- In using this method, the image was hidden in wav file without any noise.

3- Adding signature to the container give a key property to the encoding that in the
program that encoding this hidden image ,try to look for signature if finding it the
program will do the job or the file not contain any image.

4- Steganography takes the safer method in hiding data.

8. Future work
Several futures lines are suggested:
1- This method can be development of action for any kind of hiding the files in wav.
2- The container use a combination of the wav files and not a single file. so we divide
the image file into segment ,then store each segment into wav file, and can later
be retrieved and merge into wav file.

3- A future step is the hide image into wav file ,then convert wav file format to
another ,for example MP3.
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