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Abstract:

Due to extremely high demand of mobile phones among people, many Internet users use
smart phones not only as a means of communication, but also as a way to organize work and
monitor the progress of work and special services, that means all smart phones and com-
puters are used to transfer important information, and especially, such as Messages. (SMS),
(MMS).... etc., therefore they must provide various applications and security services for
protecting information and the communication.

Long Term Evolution is one of the mobile systems that used in Fourth Generation (4thG)
cellular networks. Long Term Evolution (LTE) is a modern and newest technology that is
emerged to improve the security and service of communication. Also, it has many features
that make them compete with other technologies in network of mobile, LTE provides users
with many applications with high experience, these applications are such as video generator
programs, games, interactive TV and professional services.... etc.

In this work is an attempt to study the LTE security and dealing it with stream cipher
algorithm which is called ZUC algorithm. In this paper, we proposed a modified version of
Zu-Chongzhi (ZUC) ciphering algorithm to decrease encryption time and enhance security.
MATLAB software ver. 2013a is used in this work for the proposed algorithms.
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1. Introduction

The motivation behind LTE security
is to give an intense safeguard instru-
ment against conceivable dangers from
the web forced by different sorts of as-
saults [1]. Protection the information
1s very important feature in 4G mobile
system. Where developed the cryptol-
ogy over the centuries from an art, we
have several goals to achieve the secu-
rity professionals via utilize of cipher.
These objectives incorporate privacy,
element validation, information hon-
esty, non-disavowal and information
beginning verification. The Cipher in-
cludes two linked fields: cryptanalysis
and cryptography. The technique of
analyzing and break, security of the in-
formation called Cryptanalysis. Also,
the mathematics technique which is
used to guarantee different parts of data
security called cryptography [2 and 3].

There are two of standard schemes
namely EPS Integrity Algorithm (EIA)
and EPS Encryption Algorithm (EEA).
Have already been identified confi-
dentiality and integrity algorithm. The
principal group. 128-EEAI and 128-
EIAI, depends on the stream cipher
SNOW 3 generation. The next group,

128-EEA2 and 128-EIA2, depends on
a block cipher Advanced Encryption
Standard (AES). The third group. 128-
EEA3 and 128-EIA3, composed in
China, the subsequent scheme set de-
pends on a center stream cipher scheme
called ZUC, by Zu-Chongzhi, the pop-
ular Chinese researcher [4].

In this work, we proposed an al-
gorithm by modifying the ZUC. The
MATLAB (2013a) was used in the
simulation of this work and the also the
obtained results.

2. ZUC Algorithm

The cipher system is generally di-
vided into stream cipher and block ci-
pher. The stream cipher works on sin-
gular character of the plaintext data
into a period [5]. Then the block cipher
works to encrypt sets of characters at
a time. A ZUC Algorithm is one of the
streams (ciphers are the word-orient-
ed stream ciphers). Figure (1) shows a
structure of ZUC algorithm [6].

This algorithm picks (128 bit) as
starting key with (128 bit) as starting
vector and the output is (32 bit) word
as a key-stream that is utilized for en-
crypting and decrypting data. When
implement ZUC scheme there are two
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phases as follow: first phase called ini-
tialization which is performs keys, pa-
rameters and procedures. Second phase
called working that run algorithm pro-
cesses with (32 bit) word as output per
circle with each pulse [7].

As per a ZUC detail [8], it is made
out of three reasonable layers. The up-
per layer is a Linear Feedback Shift
Register (LFSR) of 16 phases: then a
center layer called a bit reorganization
(BR) methodology, and a base layer is
a Function namely (F) process.

=-E: = -

~ =

exclusive-0OH operation
The modulo 2 addition
cvclic shift

Linear Transforms

Figure (3): The ZUC algorithm structure [6]

31-hit in LFSR laver
32-hit output

32-bit words in BR laver
output from LFSR
Output of Z1°C Algorithm
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3. The Proposed ZUC Algorithm
This work proposed a new ZUC al-
gorithm. In the next two sub-sections,
a detailed description of this proposed
algorithm is presented.

This algorithm that contains some
changes in the two layers (BR layer
and F layer). In BR layer, words will be
reduced from four to three words, this
step also reduces storage space when
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reducing the number of words. In the
F layer, there is a simple change that
1s when using (Xo) in more than way,
that means using (Xo) to find the re-

sult of (W) and also using it to find (Z)
as shown in Figure (2). The changes in
the equations are as follow:

( 7
I. In Bit-Reorganization() 2. In Nonlinear Function
Xo= SisH || 5sl Fé}{u,Xl.x:)
Xi= SsL || SuH I. Wi=REBX:
X:= 5:H || 8sb 3. W= Ra®PX:
i L
: F
i
: B
R
Figure (2): The proposed ZUC algorithm
. J

4. The Results and Discussion

In this paper, we proposed ZUC
algorithm that uses with 4G mobile
system. The proposed algorithm is in-

creasing the security of the 4G and re-
ducing the time of encryption and de-
creeing storage space. The main aims
of this proposed algorithm to increase
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the security to protect all information
text, image, video, e-mail.

In graph below we can show differ-
ences among the algorithms (The orig-
inal ZUC, and the proposed ZUC) ac-
cording to the encryption time.

The encryption time of the two al-
gorithms are around shown in Figure
(3). This is due to the randomness of
the algorithms. Hence, we are forced to
implement the two algorithms round-
ing to this issue. We can see the differ-

ences in encryption time of the two
algorithms when ciphering a 128-bit
plain text. Also, from the graph, we
notice that the time encryption of the
ZUC algorithm “The original one” is
around (1.0273 sec.) and for the pro-
posed algorithm is around (1.0261
sec.), the encryption times are less than
ZUC algorithm. That is mean that the
proposed algorithm is best in encryp-
tion time also reducing storage space
with high security.

0e
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Time in Second
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Onginal ZUC & Proposed ZUC Algonthm

Figure (3): Encryption time Vs Cipher Algorithm: ZUC algorithm
and the proposed algorithm for encryption 128 bit

pro_zuc
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5. Conclusions

This paper presents an investiga-
tion of a novel LTE privacy algorithm
M-EEA3 in view of a stream cipher
ZUC scheme then proposed ZUC al-
gorithm that uses in 4G mobile system.

According to the obtained result,
many points are calculated. First, the
encryption time is reduced. Second,
the security of the LTE is enhanced.
Third, the storage space is reduced for
further hardware implementation of
the proposed system.
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