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Abstract: Today, one of the most common things in networks and resource sharing is the need for distributed 

data systems that include many servers which can be distributed or centralized as well as many customers who are 

satisfied with the services provided. In this environment, network connections have been supported by multiple 

devices and terminals to help for all broad sharing medium. Therefore, both user information and server resources 

need to be protected. Authentication is a crucial solution to achieve the required security and protection of 

services from denial. Without knowing the identity of the client who are requesting an operation, it is difficult to 

decide whether to allow the operation or refusal. Using of the classic authentication protocol can be considered as 

unsuitable idea especially with distributed systems architecture and networks. Attackers can monitor traffic, find 

out and grab passwords from their rightful owners. For this reason, the need for strong authentication methods has 

become quite significant to disallow attackers from detecting passwords. Depending Kerberos authentication 

system is well suited for authenticating users in facing such challenges.  
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 يشاجعت يصذاقٍت انشبكت بنبءً عهى بشوتىكىل كيربيروط

انعًلاء  انتي تقنع تشكضٌالدأو  الدىصعتبٍبَبث يىصعت تتضًٍ انعذٌذ يٍ الخىادو  وجىد َظىالحبجت إلى  ًانٍىو ، أحذ أكثش الأيىس شٍىعًب في انشبكبث ويشبسكت الدىاسد ه :الدهخص

بحبجت إلى حمبٌت يعهىيبث الدقذيت. في هزه انبٍئت ، ٌتى دعى اتصبلاث انشبكت عٍ طشٌق أجهضة يتعذدة ومحطبث تىفش جمٍع وسبئم الدشبسكت انىاسعت. وببنتبلي ، نحٍ  بذيبهبخ

مخىل او يٍ انصعب تحذٌذ يب إرا كبٌ انتي قذ ٌكىٌ لأيٍ وحمبٌت الخذيبث يٍ الحشيبٌ. دوٌ يعشفت هىٌت انعًٍم انزي ٌطهب انعًهٍت، هنب . الدصبدقت ضشوسٌت الدستخذو ويىاسد الخبدو

يمكٍ نهًهبجمين يشاقبت حشكت الدشوس، ويعشفت قذ عنذ استخذايهب في هنذست اننظى وانشبكبث الدىصعت.  تخبصو. ٌعذ استخذاو بشوتىكىل الدصبدقت انكلاسٍكٍت فكشة غير ينبسبت لا

ينبسب  كيربيروطأسبنٍب يصبدقت قىٌت لا تسًح نهًهبجمين ببكتشبف كهًبث الدشوس. َظبو يصبدقت نحتبج الى كهًبث الدشوس والاستٍلاء عهٍهب يٍ أصحببهب انششعٍين. لذزا انسبب، 

 انبٍئبث.ًستخذيين في يثم هزه نهصبدقت تىفير الدتمبيًب ن

 .، بشوتىكىل الدصبدقت ، شبكبث انكًبٍىتش، أيٍ انشبكبث، يشكض تىصٌع الدفبتٍحكيربيروطانكهًبث الدفتبحٍت: بشوتىكىل 
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1. Introduction 

Modern distributed systems are 

providing many services for their users. 

Following these systems require the 

ability to accurately determine the user's 

sending request. In traditional systems, 

the user identity is verified by checking 

their password entered during login stage 

to determine which processes can be 

executed. Authentication is the term 

refers to the process of User identity 

verification. Password-based 

authentication is not quite sufficient to 

depend on communications networks. 

Passwords sent over network can be 

simply intercepted and subsequently used 

by hackers and impersonators. Although 

this issue has been long discovered, the 

intruders' experience is increased as the 

range of online communication and 

participation have increased [1]. In the 

context of the security of computer 

networks and distributed systems, 

authentication is the process of ensuring 

the identity of the users. It is one of the 

five most important pillars to assure 

security and privacy. Other four 

technology elements are availability, 

confidentiality, integrity and non-

repudiation. The authentication process 

begins when the user needs to access 

their information and resources while the 

system first needs to verify the identity. 

A traditional method of authentication is 

the process of logging on to a particular 

site. For example, users enter their user 

names and passwords for authentication 

purposes. The central authority 

responsible for this process of verifying 

this login, which must be assigned to 

each user, authenticates access. However, 

there is always the possibility of hacking 

this type of authentication by hackers. 

The most effective style of 

authentication, bio metrics, depends on 

the user's presence and biological 

composition such as the tissue layer or 

fingerprint. This technology adds more 

complex for hackers to interrupt into 

computer systems [2]. Authentication 

means identity verification which is the 

basis for any secure communication. Its 

importance focuses on not disclosing any 

information that is required to keep it 

strictly confidential. Authentication 

usually requires the provision of 

credentials to prove the true user identity. 

It can be done either by a server, which is 

preferable, a client or a third party. 

Generally, there are different 

authentication protocols allowing users to 

send or receive information according to 

protocols supported between them. In the 

field of network security, there are many 

authentication protocols such as public 

key authentication, key fragmentation, 

Kerberos, etc. along with the possible 

attacks on those methods. This paper 

demonstrates in detail the Kerberos as an 
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authentication protocol designed to 

protect the security of users by verifying 

their identity and protect any distributed 

system that seeks to achieve important 

objectives such as integrity, 

confidentiality, etc. Kerberos is a 

protocol that provides security for users 

from stealing their information during 

sent over the network system from one 

place to another. Additionally, it provides 

distributed authentication services that 

allow the client to act on behalf of a user 

to verify the identity of the application 

server. This process occurs without 

sending its data over the network because 

it may allow attackers to impersonate the 

user later [4]. The author in this paper 

provides a general study and brief 

overview of the Kerberos authentication 

model.  

The main purpose of using 

Kerberos is to authenticate among users 

and services. Despite of the existence 

researches dealing with the Kerberos 

protocol, this study was distinguished 

from others by focusing on the concept 

of the work of this protocol in addition to 

present the steps of its representation and 

its real application with the most 

important challenges.  

The traditional password-based 

authentication systems are suffering from 

password inhalation over unreliable 

networks. For this reason, there was a 

need to address the limitations of 

traditional authentication. Kerberos is an 

authentication system developed at MIT 

that improves these shortcomings by 

allowing an auditor (server) to 

authenticate a parent (client) without 

having to send his or her password over 

the network [5].  

The Key Distribution Center (KDC) is 

one of the most important parts of the 

Kerberos system. In general, the protocol 

consists of three major parts as shown in 

Fig.1: 

 

 

 

 

 

 

 

Fig. 1. Kerberos system 
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 Database to manage all tasks and 

associated encryption keys. 

 Authentication Server (AS), which 

is responsible for issuing and 

giving an encrypted ticket (also 

known as TGT) to users who want 

to log on to the Kerberos system. 

 Ticket Granting Server (TGS), 

which issues individual service 

tickets to users. 

The ticket is an encrypted data structure 

that is understandable by the KDC and 

provides unique encryption keys for each 

session, it performs two objectives: [6] 

 Confirm the identity of the real 

participants. 

 A mission to create a short-lived 

encryption key that  both parties 

can share for a secure connection. 

The Kerberos protocol g enerally consists 

of two basic phases as shown in Fig.2. 

 

 

 

 

 

 

 

 The first stage is to verify the 

identity where the client will send 

an authentication request 

(AS_REQ) to the authentication 

Server (AS), then AS will respond 

with an encrypted response 

(AS_REP) which contains the 

TGT, once the client decrypt the 

response, they can get the TGT 

and move on to the second stage. 

 The second stage is to access the 

service through sending a ticketing 

service request (TGS_REQ), 

which contains TGT obtained from 

(AS_REP), to the ticketing service 

as the TGS will respond with an 

encrypted response (TGS_REP) 

that contains a service ticket where 

the client will need to use it for the 

access process. In fact, TGT is a 

special service ticket that required 

to access TGS which authorizes 

the customer to access the 

specified service [5] and [6]. 

As a result, the first stage represents the 

authentication process while the second 

stage is the licensing process.  

2. Working of Kerberos Protocol 

An authentication server (AS) with 

a database of secret keys (similar to 

passwords) for all clients (Kc) and 

servers (Ks) to authenticate the client's 

identity on behalf of the auditor [5]. The 
Fig. 2. Kerberos Phases 
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core of the protocol consists of the 

following four steps as shown in Fig. 3.  

Fig. 3. Working of Kerberos 

 

To initiate a session with server, 

the client sends an authentication request 

(1) to the AS including of the server ID 

and a random number such as the current 

time. Upon receipt of this request, AS 

will create a ticket and notarized (2). The 

card which been encrypted using the 

secret server key (Ks) contains the 

session key (Kcs) that will be used to 

encrypt transactions with the server. The 

binder consists of Kcs, key expiration 

time and nonce (used by the client to 

match the request with the response). 

Authentication will be encrypted using 

Kc if the customer is genuine [7] and it 

will help them to decrypt the session key 

from the authenticator. Fake client who 

does not know the Kc will not be able to 

decrypt Kcs from responding. After 

obtaining the session key, the client 

sends the application request (3) to the 

server encrypted using Kcs with the 

ticket [7].  

The server who owns the secret 

key Ks can decrypt the session key Kcs 

from the ticket, and uses Kcs to validate 

the client request and is also responsible 

for terminating the session (4). Both 

client and server can use Kcs to provide 

many connections and sessions. AS is an 

important and effective destination as it 

is responsible for granting tickets (TGS) 

to all servers in its domain. In this 

scheme, customers must be licensed once 

only by the AS for a ticket granting they 

used to obtain tickets for each of the 

servers of TGS. Kerberos uses the DES 

encryption algorithm to generate keys 

and public key encryption with one-time 

passwords to provide better security. The 

protocol is not immune to phishing via 

password guessing attacks and Trojan 

horses that get user passwords. 

Therefore, Kerberos is not a panacea for 

the security matter although it solves 

most security issues [7] and [8].  



Turkan Ahmed Khaleel: Review of Network … 

 

-1111- 
 

  Currently, there are two versions 

of Kerberos to be used: Version 4 and 

Version 5. The rest of the previous 

versions of Kerberos 1, 2 and 3 are not 

actually used widely because they were 

established in the development and trial 

phase. Kerberos version 4 has not been 

used for long time due to its many 

vulnerabilities compared with version 5. 

The slight abbreviation between these 

two versions are briefly defined in 

different aspects [8]. Version 5 has 

longer ticket lifetime with renewal 

ability. It can accept any symmetric key 

algorithm, depends different protocol to 

describe data types and has a load over 

version 4.  

Authentication Dialogue of Kerberos 

encrypts passwords across the network, 

eliminates the threat against users and 

prevents the intruder from inhaling the 

network. Rather than authenticating each 

user individually and each service 

provided by the network separately, as 

with simple password authentication, 

Kerberos differs in this attribute if it uses 

strong symmetric and reliable encryption 

by the third party (the main distribution 

center or KDC) and to provide 

authentication to a group of users. A set 

of services offered by the network or 

computers operated by KDC [9].  

When the user requests an 

authentication of the KDC, it sends set of 

credentials (tickets) with the session 

number back to the user's device, 

maintains contact with the user and 

provides services until the session is 

ended. The Kerberos protocol remains 

responsible for protecting the authenticity 

of communication with the user and on 

the same ticket rather than requiring them 

to authenticate a new password [9].  

Kerberos authentication as shown in Fig. 

4, identifies each user and gives them a 

unique non-replicable identity by the 

KDC. When the user registers by 

password on a network with Kerberos 

authentication to their workstation, the 

request is sent to their manager on the 

KDC as part of an application for a ticket 

granting tickets (or TGT) from the 

authentication server [9].  

The user’s request will be sent in 

two ways, either by a special login 

program that is transparent and reliable 

or can be sent manually by the user. The 

KDC has been checking the user request 

in the master database. If the asset been 
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found, the KDC creates the TGT, 

encrypts it to protect by using the user 

key and sends the encrypted TGT to that 

user [9]. 

Although Kerberos is strong and 

been widely used but it still has some 

points of contention. The protocol 

assumes secure password storage in the 

AS file, this action  

 

 

 

 

 

 

 

 

 

putting them at the risk of providing all 

services. Furthermore, it is dangerous to 

store session keys in addition to the 

tickets in the system. It may cause a 

problem in the system that deals with 

multiple users at the same time and the 

errors that may occur to give the wrong 

permission which will enable the display 

of user session keys [10].  

The Kerberos protocol could face 

repatriation attacks because it relies on 

time stamps for authentication. 

Therefore, it is necessary to provide 

accurate synchronization of the time of 

devices in distributed systems. This 

provides a server that may not mark the 

correct time from knowing the time by 

reading the user card [10].  

One of the challenges that may 

face the credibility and security of user 

logon assigned to Kerberos are Trojan 

programs that capture user logon and 

revoke Kerberos-based system security. 

Knowing the user's secret key may help 

unhindered access to all  

services. One of the best solutions to this 

vulnerability is to use the response and 

challenge method, where the server 

creates a special encryption device that 

works with Kc and responds to the user's 

request. User pass code will be given for 

a one-time. Separating the protocol from 

the encryption algorithm is a powerful 

authentication technology that protects 

the system from many types of attacks 

[11] and [12].  

Fig. 4. Kerberos Authentication  
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The Cryptographic algorithms 

used with the Kerberos protocol are the 

underlying layer that will rely on 

primarily. With the development of 

technologies and devices such as the 

appearance of desktops at GHz speeds, it 

was noticed that the security provided by 

56-bit DES algorithms is insufficient. 

Conversely, using other algorithms such 

as AES 128 provides better size and 

security and this can enhance the security 

of Kerberos systems [12]. Considering 

for Kerberos independent from the basic 

encryption algorithm will have better 

results and thus provide stronger 

authentication and security for this 

protocol, although it has some challenges 

but its advantages are much higher [12]. 

One of the key challenges for 

Kerberos which are not protocol-related 

is that any application wants to use the 

Kerberos protocol must be updated in the 

code to establish a secure connection. 

This aspect could therefore lead to higher 

costs and longer time. It can be unreliable 

for all applications by companies and 

organizations due to its cost [13].  

The Kerberos protocol relies on 

the use of time stamps to establish a 

secure connection depending on server 

synchronization and without delay. For 

example, the times required for servers 

may take a few minutes, often to 

synchronize their hours. But it is possible 

to mislead the user about the correct 

time, since old authentication can be 

restarted without a problem. 

Additionally, a solution to this problem 

can be implemented by adding user 

response as an alternative to time-based 

authentication [13].  

The Kerberos protocol relies 

heavily on high dependency of the KDC 

server. If this server crashes, the network 

and the authentication system will 

collapse completely. This is undesirable 

especially for distributed systems 

because they are very expensive. 

Therefore, the system needs to put in 

place higher security measures with 

respect to the primary or secondary 

servers. Prevents anyone from accessing 

the Kerberos server, if they penetrate this 

system, they will be able to penetrate all 

network services [12].  

Another problem may happen due to the 

using of a weak password by the user, so 

that an attacker who guesses the 
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password can impersonate the client [13]. 

Because of the message is encrypted with 

the client key derived from the client 

password, therefore, anyone can try to 

guess this key and impersonates the 

legitimate client. In this case, the 

Kerberos system is not effective against 

guessing attacks [13]. 

To sum up, Kerberos must be 

integrated with different encryption 

techniques with paying attention to 

password selection and generate message 

encryption keys. The Kerberos V5 

authentication protocol is very powerful 

and capable of addressing all types of 

plagiarism attacks [12]. 

3. Discussion and Conclusion 

In this review, Kerberos 

Authenticator has many advantages that 

make it highly effective to be 

recommended. It is primarily a stable 

authentication protocol among other 

security models. One of the strength 

features of this system is that only 

encrypted messages are sent over the 

network which add difficulties to decrypt 

the message. The strength of the user 

password depends on the client and 

according to the authentication server, 

the messages are encrypted, where the 

encryption strength depends on the 

encryption algorithm itself. Kerberos can 

be made to become stronger when the 

server been separated from the 

encryption server.  

Encryption is the first layer of 

Kerberos when encrypting the key or 

decoding Kc. The Kerberos system can 

also explicitly allow authentication that 

answers the challenge question to decrypt 

the permit card. The Kerberos 

Authentication Protocol (KDC and 

services) can be developed to add the use 

of intelligence machine modeling 

techniques which by their nature can 

mimic the pattern of user behavior, study 

their effectiveness and may enhance this 

identification of legitimate user with 

diagnose intruders whose activity differs 

from the authenticated user.  
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