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Abstract:

The threats and attacks on mobile ad hoc networks (MANETS) are
significant, making it difficult for traditional security systems to provide
complete protection. Therefore, an efficient hybrid clustering approach must
be designed to construct an intrusion detection system (IDS) that is suitable
for this network. IDSs are crucial in MANETS due to the presence of black
hole threats, which are the most significant wvulnerabilities in this
network.Our suggestion is to use a hybrid classifier to detect black hole
attacks in MANETs. This can be achieved by using the Naive Bayes
algorithm for clustering to select the cluster head, and modify the Genetic
Algorithm to identify the node responsible for a black hole attack on the
optimal path. Finally, the confidence server instructs the destination node. If
permitted, it alerts the collection head; otherwise, it identifies the node as a
malicious one in the black hole attack within each cluster. The results of our
proposed technique show that it has improved package damage rate, quantity,
package distribution ratio, whole network interruption, and standardized
directing capacity parameters compared to current black hole detection
approaches.

The simulation was done in KDD cup 99 to carry out black hole attack and
trace file obtained is used as dataset for training and testing purpose using
visual basic.

Keywords: MANETS, ANNs, Black hole Attack, Knowledge Discovery in
Databases (KDD), clustering, genetic algorithm.

- September (2023) Jg¢lol oY) i A s e



s bt & | el ot | CotelS el
et et oz — ool S o A sl

Journal of the College of Basic Education Vol.29 (NO. 120) 2023, pp. 1-15

Introduction:

Mobile Ad-hoc Networks, also known as MANETS, are wireless
networks that can function independently without the need for any
infrastructure support. One of the key advantages of MANETS is their ability
to adapt and reconfigure themselves on-the-fly in response to changes in the
network topology. This makes them particularly appealing for military
applications, where their random nature can be useful in tactical
environments.

This article discusses various aspects of MANETSs, including their
applications, characteristics, limitations, different types, and security
concerns. Overall, MANETSs offer a lot of potential for military and other
applications where traditional wired or wireless networks may not be feasible
or practical. However, they also come with some unique challenges and risks
that need to be carefully considered and addressed [1]. The movement of
nodes is random, which is why an ad-hoc network works between the
participating nodes, causing random changes in the network. Wireless users
can form the network dynamically and do not need any infrastructural setups
[2]. Through the current attention and growth in the progress of internet and
announcement skills ended the previous period, there are several measures in
place to safeguard the network against potential threats, such as the
implementation of a firewall, and intrusion detection system (IDS) but like
this defenses not prepare assurance whole network safety, so numerous
organizations require to constructed for this drive such as deep learning and
machine learning which are two subsections of artificial intelligence that
have gathered a great deal of care to change the nodules in the network to
clever and brainy. The entrenched intellect in the nodules allow them to gross
brainy decision separately like persons [3, 4]. Data mining is a crucial aspect
of KDD, which involves extracting essential information from vast databases
or data marts and transforming it into various formats such as patterns,
summary reports, and views. [5, 6, and 7]. To progress a supple and actual
IDS to classify and detect unexpected and random bouts by deep neural
network. The incessant alteration in MANET conduct and quick development
of bouts brands it essential to assess numerous datasets which are produced
ended the centuries done by stationary and active methods. This category of
education enables to classify the greatest procedure which container
efficiently effort in noticing upcoming attacks [8]. The black hole attack is
unsafe dynamic attacks in ad hoc networks. The black hole node
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performances through replying to entirely trail demand packages, imagining
to need the finest trail to the destination nodule, and formerly abolishing all
conventional packages. In this category of outbreak, there are regularly two
suitcases where the data package was gotten expending a malicious nodule;
which a malicious nodule usages the routing procedure like the AODV
protocol, to direct route response controller message (RREP) directly to the
foundation nodule receiving of the route appeal controller nodule (RREQ).
This RREQ excess reasons redundant above that clues to summary net
presentation like the distribution of packages and dormancy. The
achievement of the RREQ transmission was hurt from a concealed nodule
problematic. Consequently it droplets the data straight. Consequently, the
basis nodule developed unable to direct its informations to the terminus
nodule where it interrupts the effect of the net and its connectivity [22, 9].
Jim Anderson initially conceptualized the IDS in 1980. Subsequently, several
IDS products were developed and refined to meet the demands of network
security. The significant advancements in technology over the years have led
to a substantial expansion of the internet's reach, resulting in an increased
volume of requests processed by network nodes [10]. So an enormous
quantity of significant informations is life made and communal crossways
dissimilar net nodules. The safety of informations and net nodules has
develop a stimulating job owing to the group of a big amount of novel bouts
also finished the change of an ancient bout or an original bout. Nearly all
nodule inside a net is weak to safety intimidations. For example, the
informations nodule might be actual significant for a society. Slightly
cooperation to the nodule’s material might reason an enormous influence on
that society in rapports of its marketplace standing and monetary fatalities.
Current IDSs have exposed disorganization in noticing numerous bouts
counting zero day bouts and plummeting the false alarm rates (FAR). This
consequences in a request for an effectual, precise, and price operative NIDS
to deliver robust safety to the net [11, 12]. The most current classification
approaches is Naive Bays (NB) classifier which is grounded on relating
Bayes proposition to categorize the novel example with robust expectations
among the qualities. The assumption of individuality implies that the
probability of one component does not affect the probability of another
component. The NB classifier can be expressed as Equation (1), where
Pro(Cl) represents the probability of a class and Pro(cl,c2,..,Cn|a) represents
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the probability of features within a class. The assumption of feature
independence is described in Equation (2).
a(F) = argmax,c, pro(a)pro(cy,c;, ..., cp l@)..... (1)
pro(Fla) = pro(cy,c,, -... ¢ la) = mi  pro(c;la) ..... (2)

While Genetic Algorithm is an Evolutionary algorithms which used a
construct adaptive methods by using regular of instructions that employment
evolutionary chiefs. They are probabilistic exploration approaches and
optimization heuristics that require the capability to discovery a explanation
to the exploration and optimization responsibilities using pretending the
normal organic development, at separately cohort, the populace changes to
areas in the exploration interplanetary that are healthier using faking the
procedures of progress (selection, recombination, and mutation), the finest
recognized approaches in the arena of evolutionary procedures are genetic
algorithms [13, 14, 15]. Genetic Algorithms (GAs) was a procedure were
hearty and arbitrarily exploration. Genetic algorithm contains many steps as
follow: Discussing the steps involved in a genetic algorithm. The first step is
initialization, which gives the algorithm a starting point. The second step is
selection, where a parent is chosen for a route search. There are different
ways to select the parent, such as fitness-based selection, rank-based
selection, and competition-based selection. The third step is crossover, which
involves swapping sections of chromosomes between couples to create new
ones. There are different types of crossover, such as 1-point and 2-point
crossover. The final step is mutation, where a bit in the chromosome is
randomly selected and altered to ensure that all chromosomes contain the best
genes in the new generation [16, 17, and 18].The important data processing
step from any huge dataset is feature selection after collected it since
respectively nodule in the MANET through the standard situation and the
black hole attack situation in instruction to generate a usual outline which
produced consuming informations composed from MANET through lack the
black hole attack, and bout profile which generated consuming data
composed from MANET with presence the black hole attack [9]. Two
commonly used methods for reducing features involve information gain (1G),
which evaluates the quality of a feature by measuring its entropy with respect
to the class. Entropy is a measure of randomness in information theory, and
higher entropy indicates more informative content in a given attribute. The
entropy of each feature is calculated using Equation (3), where ¢ represents
the value of the feature, ranging from 1 to n. The amount of information
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required to classify G after partitioning it into n subsets using C is expressed
in Equation (4). The information gained by splitting a feature C is given by
Equation (5) [19].
Info G=H(C) =— X7-, pro(c)log, pro(c) .....(3)

info,(G) = z};l%xmsj)....m)

Gain(C) =info G-info.(G) ....(5)
In instruction to resolve the overhead difficulties, this paper projected an
improved routing system in MANETSs which based on NB classifier to find
number of cluster head and optimal path to destination, and GA to select
black hole attack from optimal path. This paper is structured as follows:
Section 2 outlines the related work, while Section 3 details the proposed
methodology. The results are presented in Section 4, and the paper concludes
with Section 5.
Previous Studies:

Renu Popli et. al, in 2021 [12] they researchers suggest to use Machine
learning methods offer the education competence to a organization and
inspire version to the surroundings, founded to numerous rational and
numerical processes. The main objective of machine learning was to
distinguish the difficult shapes and create choices founded on the
consequences. Praveen Bondada et. al, in 2022 [20] they researchers suggest
to use a protected and dynamism effectual directing procedure was planned
by collection key managing. Asymmetric key cryptography was secondhand,
that includes two particular nodules which were the labeled the Calculator
Key and the distribution key. As a consequence, additional nodules essential
not achieve at all generous of added calculation for construction the secret
keys. Kamini Maheshwar et. al. in 2013 [21], they researchers suggest to use
Customary data mining methods that function on organized informations
such as commercial databases. Data mining based intrusion detection need
fewer skilled facts however deliver decent presentation. The discovery kind
was rented from intrusion detection as either misuse detection or anomaly
detection. This paper delivers the main progression in the data mining
founded intrusion detection study by these methods, the structures and types
in the plotted effort
The Main Part: (The Researcher’ Work)

The main framework of the planned system is as exposed in figure (1),
which show that there are three main components of proposed system:
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To start, we need to set up the network simulator environment with basic
dimensions and create a number of nodes within the MANETS. These nodes
will be split into two subsets: training nodes and testing nodes. The basis and
target nodes, starting from N node in the training set, will be labeled with
their positions. Next, we will use a Naive Bays (NB) classifier as a cluster
algorithm to determine the optimal number of cluster heads. We will then
produce a code to describe the route from basis to destination and use GA for
selecting the best black hole node from the optimal path. After that, we will
calculate the fitness function and identify any attacker nodes. If an attacker
node is found, it will be saved in the routing table and all nodules connected
through it will be discarded to achieve better results. The dataset of system is
displays in table (1) used in algorithm and accuracy results. These spilt into
two dataset and classify by NB classifier to find optimal cluster head (CH)
and optimal path from source to destination. The proposed system's
performance was fully assessed using basic resources such as quantity. end to
end delay, bit error rate, packet delivery ratio, in which network will be
advanced founded on assumed table (1).

Table 1:Parameter setting

Parameters values
Shape of region random
Number of nodes 49-200

Packet size 64kb

Routing protocols Neural network

Simulation Dynamic

environment

Algorithm (1): feature selection based on information gain
Input: black hole nodes and its features
Output: information gain for each node.
Begin
Step 1:T= total number of black node in (all nodes in MANTS)
Step2: for each class in (all nodes in MANTS)

1. Pro(black node)=number of black node/T

2. Pro(not black node)= number of not black / T

3. Find the entropy of class by using Equ.1:

Entropy (E) is

H(E)= -Zyeyp(E) log, p(E) ... .. Equ.1
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P(E) : probability function for random variable E
4. Select the best feature with the lowest value of entropy
for black nodes.

e

<
Enter the number of nodes

iR
The height and width of networks will apvpear in program as dimension of network

v
Plot dimension graph for proposed system

v

Apply NB classifier to find optimal number of cluster head and find optimal path route
v

Pass the output from NB to GA as initial population
v
| Anpplv selection black hole attack |

v

| New population |

v

Termination

Uniform crossover with F.=0.6

v

Mutation with B,, = 0.002, N = 100, gen ., = 100

Fit
children
Check fitness accprding to
Unfit
children
\4
Figure 1: Flowchart of proposed system
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Pre-processing the Data

This research procedure was applied to the entire NSL-KDD dataset,
which was designed to address the characteristic challenges of the KDD Cup
1999 dataset that contained too many obsolete records. Although it was an
old and flawless demonstration of current real networks, it is still a directory
that was used to compare intrusion detection systems. The KDDCUP'99
dataset is widely castoff as single of the datasets that were freely obtainable
on behalf of networks. It is founded on the 1998 Intrusion Detection
Assessment Package organized by MIT Lincoln Labs to evaluate intrusion
detection investigation. The KDDCUP'99 dataset consisted of approximately
4 gigabytes of training data. The large amount of training data was crucial in
constructing a network for intrusion detection. Certain structures within the
dataset provided features that helped distinguish attack patterns from normal
behavior. The KDDCUP'99 dataset was widely used to evaluate intrusion
detection systems, it hurts from approximately difficulties that could
consequence on the presentation of the appraised systems. Giving to the
consequences of the statistically examination on this dataset, the first
significant problematic in KDDCUP’99 dataset was the enormous of
terminated records. The massive volume of terminated records in training set
chief to brand the learning procedures subjective to the more recurrent
records. Which lead to additional damaging to the network. Therefore,
arbitrary portions of the train set were castoff as test set which will create the
contrast among the assessment consequences of diverse investigation effort
very problematic. So to resolve these difficulties the writers planned a
different dataset which was NSL-KDD. The projected dataset comprises
designated archives of the KDDCUP’99 dataset lacking any terminated
records, thus it was a different variety of KDDCUP’99 dataset. The projected
dataset has the subsequent benefits ended the unique KDD dataset:

1. The learning procedures not dependent to the additional repeated
records. So the training set in the planned dataset doesn’t contain any
redundant records so the

2. The estimation consequences will not dependent to the approaches that
have the greatest recognition rates on the recurrent records because
there weren’t any terminated records in test set.

3. Any experiments can trip lacking arbitrarily choice a lesser portions
from train set to usage it as test set.
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Evaluation metrics

The evaluation of classifiers has always been done through the use of a
confusion matrix. This environment comprises evidence around the real and
foretold arrangements made through the classifiers. This data is used to
determine how well the classifiers are performing.

Table below displays an example of confusion matrix for dual modules.
Where (TPo) was the value specifies for the quantity of confident tasters that
are properly classified by proposed system. FPo denotes to the quantity of
positive tasters that was erroneously confidential, likewise FNe denotes to
the quantity of adverse tasters that are categorized as Positive tasters as a
replacement for Adverse taster. Whereas, TNe was the quantity of Negative
tasters which are properly categorized by the classifier. Founded on the
below Table, the presentation of each one of the preceding classifiers can be
assessed consuming some of actual general arithmetical events which are:

e Accuracy: was an amount that cast-off to control the fraction of tasters
that were categorized properly. Since the confusion matrix, accurateness
was intended as subsequent:

TPo+TNe

TPo+ FPo+ FNe+TNe =

Accuracy =

(6)

e Precision: was a relation of amount of related tasters that were
recovered to the total amount of tasters that are recovered. It was
calculated as following :

TPo

precision = m

(7)
e Recall; it was a relation of the amount of related tasters that were
recovered to the whole amount of related tasters.

Recall = ——2 ... (8)
TPo+FNe

e F-measure: it was a choral nasty of recall and precision, and intended as
subsequent:
2 = precision = recall

f — measure = eee (9
precision * recall ®
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Table 2: Confusion matrix

Positive class Negative class

Positive class TPo FNe

Negative class FPo TNe

The estimation of the planned organization presentation was assumed in
relations of; accuracy of noticing bouts against normal actions (accuracy
binary), accuracy of distinguishing four types of attacks, accuracy to
distinguish black hole attack in MANETs network, Discovery rate (DR),
error rate(ER) and confusion matrix were occupied in deliberation. Where
TPo (true positive), TNe (true negative), FPo (false positive) and FNe (false
negative). Table3 and figure3 shows the results in the system suggested,
Table4 shows comprasion of proposed system with related work.

Table 3: The proposed system results using NB classifier and GA

datasets | Accuracy | Precision | Recall | DR- DR- FPR- FPR-
normal | black | normal | black
hole hole

KDD 96.98% | 0.955 85.15% | 90.95% | 80.87% | 39.89% | 20.71%
test

KDD 76.99% | 0.978 80.01% | 97.08% | 85.56% | 40.86% | 19.62%
test 21

Proposed system using NB classifier and GA
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Figure 2: Results of proposed system using NB and GA
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Table 4: comparison with the related works
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Conclusion:

In Mobile Ad-hoc Networks (MANETS), quickly detecting malicious
attacks is crucial to ensure the network's security. In this study, we developed
a method that can successfully deliver packages to their destinations even in
the presence of attack nodes. As the network size increases, our method
reduces package damage and improves safety. Our experimental results show
that our method effectively detects attack nodes, as it receives multiple
responses from the standing package. The proposed method also achieves a
high package delivery ratio and low delay by connecting only reliable nodes
after detecting attack nodes in the network. However, our method can only
detect known attacks and not all attacks. Our research shows that this method
is an effective way to detect black hole attacks in MANETS. In upcoming
work, we strategy to extend this method to wireless sensor networks for
environmental monitoring and intelligence gathering while increasing its
accuracy through more stringent criteria.
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