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Abstract

The principal goal guiding the design of any encryption algorithm must be the
security. In the real world, however, performance and implementation cost are always
of concern. Making the assumption that the major AES candidates are secure the most
important properties the algerithms will be judged on will be the performance and cost
of implementation.

In this paper, a new secret-key block cipher called SRC, is proposed. The block
size is 128 bits, and the key can be any length up to 256 bytes. The proposed algoritim
is designed to take advantage of the powerful, which is supported by RC6 and Serpent |
algorithms with overcoming their weaknesses, resulting in a much improved
security/performance tradeoff over existing ciphers. As a result, this proposed algorithm
offers better security than RCG6 and Serpent algorithms. And it is compact, speed,
simplicity and easy to understand. It adapts key dependent permutation and combines
different algebraic group which is adapted from RC6 algorithm. So that the SRC
algorithm will be combined the Serpent and RC6 algorithms to obtain
security/performance tradeoff and fastest algorithm.
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Introduction

The SRC cipher uses & variety of
operations to provide a combination of
high security, high speed. and
implementation flexibility. The main
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theme behind the design of SRC is to get
the best security/performance tradeoff by
utilizing the strongest techniques
available today for designing block
ciphers.
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In this paper, a symmetric-key
block cipher, called SRC will be
presented, with a block size of 128 bits
and a variable key size, 256 bytes. The
SRC algorithm uses an integer
multiplication, rotation and shift as
additional primitive operations which are
greatly increases the diffusion achieved
per round, allowing for greater security,
fewer rounds, and increased throughput
as a result the new SRC has much faster
diffusion than Serpent.

The design of the SRC began
with a consideration of RC6 and Serpent
as a potential candidate for an AES
Kg» -+» K. The user key can be any

length between 64 and 256 bits. Short
keys with less than 256 bits are mapped
to full-length keys of 256 bits by
appending one “1” bit and as many “0”
bits are required to make up 256 bits [2].
¢ The cipher itself as an SP
(Substitution -Permutation ) -
network and consists of?
¢ An initial permutation IP.
¢ 32 rounds, each consisting of a
key mixing operation, a pass S-
boxes, and (in all but the last
round) a linear transformation. In
the last round, this linear
transformation is replaced by
additional key mixing operation.
¢ A final permutation FP.
Each round function Ri {i=0,..., 31}

uses only a single replicated S-box. For
example, R uses Sy, 32 copies of which

are applied in parallel. Thus the first
copy of S takes bits 0, 1, 2 and 3 of By

® Ky as its input and returns as output

the first four bits of an intermediate
vector; the next copy of S input bits 4-7

of B{} @ KO and returns the next four

bits of the intermediate vector, and so
on. The intermediate vector is then
transformed using the linear
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submission. Modifications were then
made to meet the AES requirements. The
outer loop, however, is based around the
same found in Serpent. SRC will be
intentionally designed to be extremely
simple, to invite analysis shedding light
on the security provided by extensive
use of key dependent permutation like
RC6.

2. Serpent Algorithm
2.1 Encryption and Decryption
Serpent encrypts a  128-bit

plaintext P to a 128-bit ciphertext C'in r
rounds under the control of r+1 subkey
transformation, giving B;. Similarly, Ry
uses 32 copes of 8; in parallel on By @
K, and transforms their output using the
linear transformation, giving B2.

In the last round R31, 831 is

applied on By; @ K34, and XOR the
result with K:,,2 rather than applying the

linear transformation. The result B32 is

then permuted by FP, giving the
ciphertext.

As with DES, the final permutation
is the inverse of the initial permutation.
Thus the cipher may be formally
described by the following equation:

B, =IP(P)
By =RyB)

C =FPB,)

Where

RX)=L(S{X,®K)) i=0,....,r-2
R(X)=SX®K)®K, i=r-1

Where §; is the application of the S-
box Si 32 times in parallel, L is the

linear transformation (shows later).
Decryption is  different from

encryption in that the inverse of the S-

boxes must be used, as well as the
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inverse linear transformation and reverse
order of the subkeys.

2.2 The Key Schedule

: The serpent encryption requires
132 32-bits of key material. First the
user supplied 256-bit key K is expanded
to 33 128-bit subkeys K ..., K32, the
key K will be written as eight 32-bit W
Wi g and expand these into an

',
intermediate key Wp seis Wi3g by the

following affine recurrence[3]:
wl.=( Wi g @ w£_5@ W3 D w!._JG-J DDi

) <<<11

Where 3 is the fractional part of

the golden ratio 0x9e3779b%9 in
hexadecimal. The underlying polynomial
9. 7. 5. 3

X +x"+x"+x7+1 1s primitive, which
together with the addition of the round
index is chosen to ensure an even
distribution of key bits throughout the
rounds, and to eliminate weak keys and
related keys.

The round keys are now
calculated from the prekeys using the S-
boxes. The S-boxes is used to transform
the prekeys W, into words kg, of round

key by dividing the vector of prekeys
into four sections and transformation the

ith words of each of the four sections
using S (r+3-i) mod r. This can be seen

simply for the default case r=32 as
follows:

{kgrkzzi kg kogt =S3iwg,wiq,
We6 W99/
Ukpksgrkgrr k1ggt =St w3y
W67* W100/
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Chsp koqr ko7 K13t =S4 W3
Weqr Wo7r Wi30/
{k3p ks kog s kyzp? =Sziwgy,
Wesr Wogr w131/

After that renumber the 32-bit
values kj as 128-bit subkeys X; (for i

{0...r}) as follows: K!.={ k‘ﬁ y k4i+1 s
!
kgivzr *4iv3s
The IP is applied to the round
key in order to place the key bits in the
correct column, i.2., l{i =P (K t) Figure

3 illustrates the key generation algorithm

2],

3 The RC6 Algorithm

RC6 is a fully parameterized
family of encryption algorithms [3]. A
version of RC6 is more accurately
specified as RC6-w/r/b where the word
size is w bits, encryption consists of a
nonnegative number of rounds r, and b
denotes the length of the encryption key
in bytes. Since the AES submission is
targeted at w = 32 and r = 20.When any
other value of w or r is intended in the
text, the parameter values will be
specified as RC6-w/r. Of particular
relevance to the AES effort will be the
versions of RC6 with 16-, 24-, and 32-
byte keys. For all variants, RC6-w/r/b
operates on units of four w-bit words
using the following six basic operations.
The base-two logarithm of w will be
denoted by lgw.

' v w
¢ a+ b integer addition modulo 2
¢ a - b integer subtraction modulo

W
2
¢ a @ b bitwise exclusive-or of w-
bit words
¢ a % b integer multiplication
W
modulo 2
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¢ a<<<b rotate the w-bit word a to
the left by the amount
Given by the least significant gw bits of
b
a>>>b rotate the w-bit word to the right
by the amount given by the Ileast
significant lgw bits of b.

RC6 works with four 32-bit
registers A;B;C;D which contain the
initial input plaintext as well as the
output ciphertext at the e¢nd of
encryption. The first byte of plaintext or
ciphertext is placed in the least-
significant byte of A; the last byte of
plaintext or ciphertext is placed into the
most-significant byte of D, Use the
(A;B;C;D) = (B;C;D;A) to mean the
parallel assignment of values on the right
to registers on the left.

Encryption with RC6 w/r/b

Input: Plaintext stored in four w-bit
input registers A;B;C;D

Number r of rounds

Output: Ciphertext stored in A;B;C;D
Procedure:

B =B + S[0]

D =D + §[1]

fori=1tordo

begin

t=(B x (2B + 1))<<<lgw
u=(Dx 2D + 1))<<<lgw

A = ((A @ t)<<<u) + §[2i]
C=((C @ u)<=<<t) + S[2i+ 1]
(A;B;C;D) = (B;C;D;A)

end

A=A +S[2r+2]
C=C+8[2r+3]

Decryption with RC6 w/r/b

Input: Ciphertext stored in four 32-bit
input registers A;B;C;D

Number r of rounds

Output: Plaintext stored in A;B;C;D
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Procedure:
C=C-S[2r+3]

A= A-S[2r +2]
fori=rdown to 1do
begin

(A;B;C;D) = (D; A;B;C)
u=(Dx 2D + 1))<<<lgw
t=(B x (2B + 1))<<<Igw
C=({(C-S[2i + 1])>>>t) @u
A=((A-S2i])>>>u) Dt
end

D=D-S[1]

B =B - §|0]

4 The SRC Algorithm

Like RC6 and Serpent, SRC is a
fully parameterized family of encryption
algorithms. Since the SRC algorithm
combined between them to take
advantage of the powerful supported by
RC6 and Serpent algorithms. SRC is a

" block cipher that encrypts data in 16-

byte blocks. The algorithm consists of
two parts: a key-expansion part and a
data-encryption part. Key expansion will
be adopted from Serpent algorithm. SRC
has 32 rounds. Each round consists of a
key-dependent permutation and
substitution. The substitution will be
adopted from Serpent and key-dependent
permutation from RCS6.

4.1 Encryption and Decryption

The  underlying  philosophy
behind SRC is that simplicity of
designed yields algorithm that is both
easier to implement through the use of
the RC6 algorithm instead of linear
transformation and a simple S-box
substitution. Thus makes up the body of
the SRC to be as simple as possible,
while still retaining the desirable
cryptographic properties of the structure.

Figure (1) illustrates the
architecture of the SRC algorithm with
32-rounds. The input plaintext is a 128-
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bit data element, and the output is the
ciphertext is 128 bits.

Plaintext 128
bits

S-boxes

One Round of RC6

—— L
Y

Ciphertext 128
bits

Figure 1 The SRC Algorithm

4.2 Initial and Final Permutation

The first step in the algorithm is
the Initial Permutation IP. It is like
Serpent [2], which is applied before the
first. It is required to provide the
necessary diffusion and confusion to the
input block, As with Serpent, the Final
Permutation FP is the inverse of the
initial permutation. The Initial and final
permutations are used to simplify an
optimized implementation of the cipher
and to improve its computational
efficiency. RC6 did not have reversible
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mixing function before and after the last
round [3]. This would further confuse
the entry values into the Feistal network
and ensure a complete avalanche effect
after the first two rounds.

The SRC algorithm is a SP
(Substitution and Permutation) network
consisting of 32 iterations of (RC6-
function and F-function). Thus the
cipher may be formally described by the
following algorithm:

The SRC Algorithm

Input: Plaintext 128-bits P.
Output: Ciphertext 128-bits C.
Begin:

B0 = 1P (P)

B; i1 =Ry(By

C =FP(B))

Where

R.(X) =RC6(S,(X; DK)) 1=

0, sese b I‘*Z
R(X)=SX®K)®K, I=r-

1
End.

The RC6 algorithm used adding
as a reversible mixing function before
the first and after the last round. While
the SRC algorithm will be used more
secure the IP and FP.

Decryption is exactly the same as
encryption, except that keys are used in
the reverse order. The encryption and
decryption algorithms have the same
complexity.

4.3 The Function

The RC6 is required to provide
the necessary diffusion and confusion to
the output of the S-box, such that
additive differences will be destroyed as
the key is changed. This could provide a
protection against linear and differential
cryptanalysis (see figure 2) [3].
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One Round of RC6

A

ForFH

(B -r«::)

-

Figure 2 One round of RC6

The previous Serpent algorithm used
fixed table to performed diffusion to the
output of the S-box which is also used
fixed table. While the SRC algorithm
used key dependent function this is more
secure than fixed table [4].

In Figure (3), F-function has 128-
bits input, 128-bit input subkey Ki and

128-bit output Z and it adopts SP
(Substitution-Permutation network)
structure. The non-reversible function is
used for strength, speed, and simplicity.
The function combines the S-box outputs
1s as fast as possible.
However,

until recently

TE-

multiplication were considered
prohibitively  expensive  for  fast
encryption. This was true since old
machines took many cycles to perform a
single multiplication operation. Today,
this is no longer the case, as essentially
all modern architectures (including
PowerPC, Pentium-Pro, Alpha, Ultra-
SPARC, and others) support a multiply
instruction which takes about two cycles
to complete. The usage of multiplication
in RC6 has to do with our ability to
analyze them: Analyzing a
multiplication of two data words turns
out to be a very hard task.
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Input
128 bits

Src:

Hybrid Block Cipher Method

M

Figure 3 The F- Function the SRC Algorithm

5. Security of SRC Algorithm

The most important requirement is
stated AES
announcement: ‘The security provided

by an algorithm is the most important

succinctly  in  the

factor in the evaluation,’

The SRC algorithm adopts RC6
and Serpent algorithm to meet the AES
requirement
weaknesses of these algorithms by the

and avercomes

following:

1.

Speed up algorithm by using
one round of RC6 instead of
Linear Transformation (fixed
table) which is used by
previous algorithm.

the
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SRC increased the
complexity of algorithm by
mixing  operation  from
different algebraic  group.
XOR, addition, rotation and
multiplication.

SRC adopts key-dependent
permutations to  provide
protection against differential
and linear cryptanalysis.

Each  function of the
proposed algorithm 1s
dependent on its key, so this
will prevent fixed output and
increase the non-linearity of
the algorithm.
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3.1 _ Differential and __ Linear
Cryptanalystsis
Differential and linear

cryptanalystsis are worked against block
cipher algorithms that use constant S-
boxes. These attacks are heavily
dependent on the structure of S-boxes
[4]. The SRC algorithm is patient to
these types of attacks and this belongs to
many reasons:

¢ These types of attacks are
largely  theoretical.  The
enormous time and data
requirements to mount a
differential cryptanalytic
attack put it almost beyond
the reach of everyone.

¢ Key-dependent permutation
is used and this could provide
protection against linear and
differential cryptanalysis.

5.2 Measuring the Complexity
The strength of a cipher is
determined by the computational

Src: Hybrid Block Cipher Method

improved algorithm are computed such
as following:

5.2.1 The complexity of Serpent

algorithm

Each round of Serpent uses one
EX-oring of 128-bits and Linear
Transformation (LT). The complexity is

as follows:

6(n(2h)*e(n(22))*e(n(2))

*o(n(2%))*o( 2%

BClog[ 6 2" + n2® +u2’ ¥ 1 2°
+24n-1]) :
0 (log [272 n+ 2771

+ 74n-1
8( e27!’211 2 )

=9 ™ where n=32

5.2.2 The complexity of the SRC
algorithm

The complexity of one round of
the SRC algorithm is equivalent to the
complexity of one round of Serpent except

complexity of the algorithms used to
solve the cipher. The strength of an

algorithm is measured by its time (T)
and space (S) requirements. The time
and space requirements grow, as the size
of input is increases.

The evaluation of improved
algorithm can be done through analyzing
the computing time, which is performed
by studying the frequency of execution
of its statements given various sets of
data. The common notion for evaluating
an algorithm is the concept of the order
of magnitude of the time complexity and
its expression by sympototic notation. If
T (n) is the time for an algorithm on n
inputs, then it is written [6]:

Tm=06( (n))

In this section the complexity of
one round from cryptanalysis of the view
to the two algorithms Serpent and
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LT and one round of RC6 algorithm:
The complexity is as follows:

¢ The complexity of one round of
RCé6:
0 (4 (2% ) %6 (a4 ) *0 2 (2
4n-+1 ")

0 (log [ 4(2°™1) + 4 n2)+ 22 40*1

D
0 (log [ 21072 +4¢n/2) +2 80%2) )
0 (log[ 22*%7)

=g (e24n) where n=32
¢ The total complexity
improved SRC is:

0 (log [2411-1 " 224n ]
= o e28n)

)

of
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5.3 Plaintext-Ciphertext Independence
This test is used to test the

independence between the plaintext and

ciphertext by using the following steps:

1. Generate large number of
random plaintext Pr  where
(r=1...R) and R is the number of
plaintext which will be tested.

2. Encrypt the chosen plaintext by
using key K to obtain the
corresponding ciphertext Cr.
generate a new blocks which are
called Independent Blocks (INr)
by using the following equation:
INr=Pr @ Cr r=1.R
The algorithm to generate
independent blocks
Fl=plaintext.txt
F2=ciphertext.txt
Fori=1to R do

Forj=1tondo
Read(fl,chl)
Read(f2,ch2)

If chl=ch2

Then
IN-ARY[Lj}]="'0"

Else
IN-ARY([Lj]="1'

End for
End for
Where n is the block length and R is
the number of blocks.

13

the

The independent blocks must be
random to assign that the ciphertext
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independent to plaintext [5].  The
following randomness test will be used
to test these blocks:

The Frequency test computes the
frequencies to check the randomness of
the independent blocks. Suppose the ai is
the actual number of the block which is
having the Hamming weight i from the
R independent blocks. The e/ which
represents the expected number of the
block which is having the Hamming
weight  from the R independent blocks.

( )xR
e, =— =10
2}1

The  algorithm  computes  actual
frequencies of independent blocks a, is
as follows:

ForI=1to R do

ai=0

For j=1tondo

If IN-ARY[LJ]="1"
Then ai=aitl;
End for
ai_ary[i]=ai
End for

A file contained 128 random
blocks will be encrypted by using
Serpent, RC6 and the SRC algorithm.
After that the above frequency test are
used. The Figure 4 show results that will
be obtained.
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. —e— Expected SRC -
| —m— Expected RC6 |
| —a— Expected Serpent _

Actual '

Figure 4 Frequency Test

Figure 4 shows that the expected
frequencies of independent blocks of the
improved SRC algorithm are
approximated to the actual frequencies
of independent. While the Serpent and
RC6 algorithms are not approximated.
The reason for these results is that the
expected numbers for all independent
blocks are less than actual numbers
when implements the improved SRC
algorithm. This means that the improved
SRC algorithm is the best one between
them,

5.4 Avalanche Effect

This section is prepared for making
statistical test on the ciphertext that
produced from encryption the following
plaintext:
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e CEEEEErFErErererres
42223322323333232222223a
CCCECCECCeeeeeeeeeeeeeeecee
22222222222222222222222
ddddddddddddddddddddddd
44444444444444444444444

R N

And using akey of length 32
bytes where the key is
“30000000000000000000000000000000

Horst Feistel referred to the
avalanche effect as: “a small change in
the key gives rise to a large change in the
ciphertext” [5]. Table 1 show the
avalanche effect on the plaintext when
only one bit is changed in the key by
using a Serpent algorithm.




[ICCCE, VOL.6, NO.1, 2006

Src: Hybrid Block Cipher Method

Table 1 Avalanche Effect of Serpent Algorithm: Change one bit in key

Block | Ciphertext 128-bits in Hexadecimal Avalanche
No. |
I | 8950b3b67ef833522b687c04ed44ce88 65
| . 8d0cad73e0e74467523b0e8c91a3e39
2 | b07b73a9cd7187fee00e63aa8a3d583b
£579711b93c5fe51fe56c0391585a991 63
3 95a2fdb5794dbbbd8fa8da6d9b458b4af
ab3ae8d0eeOcal37aal8e484d776¢303a 56
4 85ad5a03179b16aa973974¢72{ff519a
d43e4326182d904682baa8d23f2e43c 58
5 5a3db61011900cdbeddd39¢d889801
d66a20d33805426852¢1ac062b041918 65
6 {5ab3d9e66893748c5a7ce3cde23961c
| fadB8143e7a1364d61e627281980033d 54
Keyl | 3000000000006000000000000000000
i_Ke)Q 2000000000000000000000000000000
Table 2 shows the avalanche is changed in the key by using the SRC
effect on the plaintext when only one bit algorithm.

Table 2 Avalanche Effect of SRC Algorithm: Change one bit in key

Block | Ciphertext 128-bits in Hexadecimal 1 Avalanche |

No.

1 1c54ade9fb1a973c4c15867¢cf2cb0eb9
8f8176dSedddf86cc5c78063c5483dec 66

2 c2899b507b42c78a4f845¢4b915b2061
3d3afa37a7acfadbd0d6d027f6eacS5e9 72

3 d075284af00a150a7f85750a9¢60020
e8cb69b2ea54c03185db46¢562¢f939 70

4 7bc1377cel6ecac569cal2c1044335¢

L 2d9cbSaccftb750b8348a07461fb6a43 76

5 a3721daf70bb9b3740e68e14b32cc5d4
al40606bfeaf74651d3308faa4906b1 68

6 616221d4634112f6c4423ae0709cd2cf
49¢596105dbeec6fe37b74d1b1733948 75

Keyl | 3000000000000000000000000000000

Key2 | 2000000000000000000000000000000

Table 3 shows the avalanche effect
on the plaintext when only one bit is
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changed in the key by using the RC6
algorithm.
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Table 3 Avalanche Effect of RC6 Algorithm: Change one bit in key

Block | Ciphertext 128-bits in Hexadecimal Avalanche
No.
1 1c54ade9th1a973c4c15867cf2cb0eby
|| 88176d5edddf86cc5c78063¢5483dcc |69
2 L”899b507b42c?8a4f845c4b915b2061
" § 3d3gfa_’;7@_’{§c_f}_cibd0d6d027f6eac:5e9 o 63
3 d075284af00a150a7{85750a9¢60020
- eSch69b2eanIcOJf85db460562cf939__ o 59
4 7bc1377cel 6eeac569cal2c1044335¢
2d9cbSaccftb750b8348a0746ffh6a43 67
5 a3721daf70bb9b3740e68e14b32cc5d4
al40606bfeaf74651d33082a4906b1 | 68
6 616221d4634112f6c4423ae0709cd2cf
49¢596105dbeec6e37b74d1b1 733948 o 57
Keyl | 3000000000000000000000000000000
Key2 20000000000OOOOOOOOOOOOOOODODOO

Table (1) shows that the average
of avalanche effect of Serpent algorithm
is 60%. While table (2) shows that the
average of the avalanche effect of RC6
algorithm is 63%. But table (3) shows
that the average of the avalanche effect
of the SRC improved algorithm is 71%.
Where the number of block that have
weights greater than half of the block
length in SRC algorithm is 6 over 6

Time in Sec

1000000

0 500000
no. of blocks

blocks, 4 over 6 in pervious Serpent

algorithm and 3 over 6 in RC6
algorithm.
5.5 Time requirement

In this section the time

requirements are computed for the
Serpent algorithm, RC6 and the SRC
algorithm, Figure (5) shows this test.

| +Serpent'
M. SRC

1600000

Figure 5 Time comparison between SRC, Serpent, and RC6 algorithms
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6. Conclusion

SRC is a secure, compact and
simple block cipher. It offers good
performance a considerable exibility.
Furthermore its simplicity will allow
analysts to quickly refine and improve
our estimates of its security.

During the design process, several things
can be concluded about cipher design:

The SRC algorithm uses a new a
complicated  F-function  which is
combined between permutations and
substitutions (SP network). This will be
making a strong and secure cipher. On
the other hand the SRC algorithm mixed
operation from different algebraic group:
XOR, addition, rotation and
multiplication. The SRC uses the same
algorithm for encryption and decryption
with the same key schedules, and
supports variable key-length up to 256
bytes, The encryption algorithm and key
schedule must be designed in tandem:
subtle changes in one affect the other. It
is not enough to design a strong round
function and then to graft a strong key
schedule onto it (unless you are satisfied

with an inefficient and inelegant
construction); both must work together.
From the results that were

obtained in section 5 and after measuring
the strength of the proposed algorithm,
The concluded is that this algorithm has
average of the avalanche effect of the
SRC algorithm is 71% while the average
of the avalanche effect for Serpent and
RC6 1s 60%, 63% respectively. After
measuring the complexity we obtained

that the complexity of the SRC

algorithm s E}(ezgn) while the
. - 2

complexity of RC6 is 0 (Ie“z'm) and the

complexity of Serpent is 0 (e4n) . This
will make it very hard to mount any
statistical cryptanalytical attacks
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compared with RC6
algorithms.

The SRC algorithm is fastest one
among them because of using one round
of RC6 algorithm instead of Linear
Transformation in each round in
previous Serpent algorithm as it is clear
from figure (5).

and Serpent
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