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Cyber warfare poses an increasing
threat to the civilian infrastructure of
states before their military ones, such
as the health care sector and electricity
systems. These attacks cause damage
that may even disrupt essential
services. Although international
humanitarian law does not specifically
mention cyber—attacks, its principles
can be applied to cyber warfare. Cyber
warfare is characterized by the lack of
clear geographical boundaries and the
difficulty of identifying the source of
attacks, which complicates the process
of conventional deterrence and makes
it difficult to apply the rules of
conventional warfare directly. Here, the
international community must adapt and
update the rules of international
humanitarian law to include cyber—
attacks more clearly, taking into account
the unique characteristics of
cyberspace. International cooperation
and information exchange between
states should also be strengthened to
confront cyber threats. This cooperation
should include improving the ability to
detect attacks  and developing
integrated defense strategies.
Keywords: International
Humanitarian Law, Cyber Warfare,
Cyber Attacks, International

Cooperation, Critical Infrastructure.

gadlal)
DAl Al dans & dahudd) Capall )

il Ally cgapdially galall Gl & Aol
Mg Liha—ll el Jady Lagaa b 56
o)< wall J Joall Al daail) Al 3l5ie
Casay el yeSll Aaaily dpmall Lol )l ¢ Ui (fie
Judart an ) Joai 38 [l Clangl) o3a
ol Geal of sy Al WY cilaadl
4ay o duhu—ull Glaagd) SO Y Sl
coall o Lghuks (Ko adalaa o Y] cagaail
gag pday Al sl Sty LAl )
JA—an 20 duga g daaly Ll 93
danay i) g o)l dodae aday Lae (Dilangll
JSd Ll sl ol Gul e all (e
S Joall adindd)l o cpaiy Ly L p—Slae
ol Ayl dsall gl aclgd Cuaaiy
Blele e (Bguny ST S8 dabuall Claagl
e LS L Sha ) claall sl (il iadl)
Jsall o ilagleall dolss Asall Cpglatll a5
13 dads o sy <Ahuad) Clangdl) dgalsal
Olaagl) Gl _as) e gyaall nwad Goladl)
AlalSie Loe iy bl sk

() ol Gslal s dabiadll il
Oslaall Al Sleagl) bl o)
sl dgatl Al ¢ sl

Abstract

Cyber warfare is a natural
consequence of the technological
revolution of the 21st century, which

has been a revolution without borders.
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