
 

 

 

 

 

 

 

 

 

 

 

 

 

 
Abstract:  

   This paper, a proposed new algorithm it 

has using image bit plane slicing (BPS), 

image Haar wavelet transform (HWT),  and 

secure force (SF). It can be provided to any 

picture which can be sent across the 

network or transmitted  using any way. The 

proposed algorithm is divided into three 

parts. The first part  is composed original 

image for eight image in bit plane slicing to 

eight 1-bit in each pixels. In the second part 

which is compressing image in Haar 

wavelet transform (HWT), in each eight 1-

bit image, for reducing size of image. The 

third part which is the cryptography of eight 

1-bit image by (SF) method after  wavelet 

transform. Get efficient and powerful 

method in these three parts. It has 

cryptography of image to be sent  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

across internet network without visual 
sensitivity attackers. The form and  
information in image without detect by 

attackers through sent to receiver. 

   
Keyword: cryptography, Bit Plane, Wavelet 

Transform, Secure Force,               Image processing. 
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 انًهخص

هزا انبذث حى اقخشاح خىاسصيٍت جذٌذة باسخخذاو طشٌقت انبج 

، وطشقت   HWT ، وطشٌقت حذىٌم انًىٌجاث BPSانطائشة 

فً هزا انبذث يًكٍ اسسال أي صىسة عبش  SFانقىة الايُت 

ي طشٌقت. وحُقسى هزِ انخىاسصيٍت انى أشبكاث الاَخشٍَج وب

ثلاثت اجضاء: انجضء الاول ًٌكٍ اسخخذاو طشٌقت انبج انطائشة 

انى انصىسة الاصهٍت بج وادذة نكم َقطت فً انصىسة وحقسى 

 بج  ثًاٍَت صىس. انجضء انثاًَ هى ضغظ انصىس انثًاٍَت

باسخخذاو طشٌقت  حقسًٍها ورنك نخقهٍص دجى انصىسةبعذ 

هى حشفٍش انصىس انثًاٍَت وادذ  انجضء انثانث  .انخذىٌم انًىجً

. حى انذصىل FSبىاسطت طشٌقت بج بعذ انخذىٌم انًىٌجاث 

واٌ  باسخخذاو  هزِ الاجضاء انثلاثت. عهى طشٌقت كفؤة وقىٌت

ج لاًٌكٍ اٌ حشفٍش هزِ انصىسة واسسانها عبش شبكاث الاَخشٍَ

ٌخذسسها وٌشاها انًهاجى، وكزنك انبٍاَاث وانًعهىياث فً 

ها انًهاجى يٍ خلال اسسانها انى فانصىسة لاًٌكٍ اٌ ٌكخش

 انًسخهى. 

يفاحٍخ انبذث: انخشفٍش، انبج انطائشة، حذىٌم 

 انًىٌجاث، انقىة اَيُت، انًعانجت انصىسٌت.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1- Introduction: 

 M 
odern improve area of communicate and 
computer networks grow the defying  
for network safety, scalability and precision 
[1]. 
One of the greatest used steps in the 
process of decreasing images to data is 
dividing: segmentation of the image into 
regions that hopefully match structural units 
in the place or differentiate objects of 
benefit. Segmentation is frequently 
described by symmetric to visional 
operation as a foreground/ background 
differentiation, implying that the chosen  
procedure focuses on one type of  
characteristics and  discards the rest [2]. 
In images form, textile, and other low-level 
image which distinguishes color data one 
significant characteristic which has 
successfully used in many image treatment 
applications such as like "object 
recognition, image matching, image 
enhancement, content-based image 
retrieval, computer vision, color image 
compression", etc. "Color science still 
remains defying field of study in the 
computer vision and digital image 
processing community today" [3]. 
2- Bit Plane Slicing (BPS) 

       The gray scale which is made to overall 
image manifestation, by specified bits might 
be wanted. The bit plane slicing assumes 
that each pixel in an image is illustrated by 
8- bits."Imaging that the image is composed 
of eight 1-bit planes, ranging from bit plane 
0 for the least significant bit to bit plane 7 
for the most significant bit" [4]. In 8-bit bytes 
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, plane 0 comprise all the lowest 
arrangement bits in the bytes including the 
pixels in the image and plane 7 comprise all 
the high arrangement bits. in Figure (1), 
and Figure (2) shown example of bit plane 
slicing [5]. 

 

Figure (1). The Bit Plane Slicing [4]. 

 

 
 

Figure (2): Example of The Bit Plane Slicing [5]. 

 
3- Haar Wavelet Transform (HWT) 
     Haar Transform is memory efficiency, 
properly inverse without the edge  effect, it 
is fast and easy [6], [7]. The Haar Wavelet 
Transform (HWT) is one of the easy and 
basic transformation from "the space 
domain to a local frequency domain". "HWT 
decomposes each signal into two 
components, one is called average 
(approximation) or trend and the other is 

known as difference (detail) or fluctuation" 
[6], [7]. "A precise formula for the values of 
first average subsignal" , A1 = (A1, A2,…..A 

N/2), at one level for a signal of length N i.e.  
F =(F1, F2,…..FN) is 

An = 
         

√ 
     

                …..(1) 

 And the first detail subsignal , D1=(D1, D2, 

……DN/2), at the same level is given as   

        An= 
         

√ 
     

                …(2) 
in order to given an idea of its 
implementation in image compression [6]. 

The LL is the original image in this level, 
shown in Figure (3). 

 

Figure (3): The Haar Wavelet Transform. 

4-Secure Force Algorithm (SF) 

    The Secure Force algorithm is built on an 
architecture where the operations of 
encipher and decipher are almost similar, 
which reduces the code volume to a large 
extent. The styling of SF algorithm prepare 
low-complexity architecture for 
implementation in WSN. To enhance, the 
power efficiency, the encryption operation 
consists of only five encipher cycles. A 
lower number of encipher cycle will lead to 
less energy consuming. In order to develop 
the security, each encipher cycle comprises 
six easy arithmetical operations operating 
on only 4 bit data "(designed to be 
compatible with 8-bit computing devices for 
WSNs)" [1], [8].  
This is to make a sufficient amount of 
confusion and diffusion of information to 
face, different kinds of attackers. The key 
extension,  operation, which includes 
complex arithmetical operations 
"(multiplication, permutation, transposition 

and rotation)" to create keys for the 
encipher process, is executed at the 
decoder [1], [8]. 
5-Proposed Algorithm 

    A new algorithm is proposed using 
cryptography image by secure forces method. It 
uses three steps. In the first step bit plane 



slicing is applied to compose original color 
image to eight 1 bit plane in each pixel in 
image, the second step Haar Wavelet 
Transform (HWT) is applied in level 2 and level 
3 in each 1 bit plane from 0 bit plane to 7 bit 
plane, and the third step applies secure force 
around of multiplication, permutation, 
transposition, and rotation in each image after 
Haar Wavelet Transform (HWT).In  
this algorithm SF obtains the cryptography 
image without detecting sensitive attacks 
through transmitting internet network. 

 First Step: This step uses color image RGB 
to convert gray scale image because image is 
composed of eight 1 bit plane slicing in each 
pixel. Each pixel is  
represented in color image of RGB value  
to binary values, and is composed of 0 bit 
plane in LSB to 7 bit plane in MSB.  
For example: Color image values to  
binary values shown in Figure (4). 

  

 

Figure (4): Color Image of Binary Image In Bit Plane. 

 Second Step: This step uses Haar Wavelet 
Transform (HWT) for each eight images from 

LSB to MSB in bit plane slicing, and each 
image compresses one bit to seven bit by 
HWT in two levels.  

 Level two compresses image in 16 and level  
 three compresses image in 32. 

  Third Step: This step uses secure force 
algorithm (SF) for encrypting image after 
wavelet transform for image distortion  to 
prohibit a known that image, and prohibit 
visual sensitivity attackers. This algorithm 
uses four complex operation by encrypted 
image wavelet. 

 The four complex operations are: 
Multiplication, Permutation, Transposition, 
and Rotation and key expansion. 
Step 1: Key = [K1, K2, K3, K4, K5] 
Step 2: Hex_Key = 133457799bbcdff1 
Step 3: Bin_Key = Hex2Bin(Hex_Key) 
Step 4:[K1, K2, K3, K4, K5]= 
         SF_Key_Gen (Bin_Key) 

1- First for matrix of 16 bit int4*4 each 
K1 (1:16); K2 (17:32); K3 (33:48);     
K4 (49:64);  

2- Second for generating matrix of each 
16 bit int4*4  
 

3- Shifting key [K1, K2, K3, K4]  
and permutation 

4- Transposition [K1, K2, K3, K4] 
5- Rotation [K1, K2, K3, K4] 
Encryption: 

Step1: For first round :Perform xnor 
          operation in first 16 bits with K1 

     Step2: For second round : Perform  
      xnor operation with K2 

Step3: For third round : Perform xnor  
    operation in the first 16 bits with K3  

     Step4: For fourth round : Perform xnor 
operation with K4 

     Step5: For fifth round : Perform xnor  
operation with K5 
Decryption: 

     Step1: For first round : Perform xnor  
          operation with K5 

    Step2: second round : Perform xnor  
               operation with K4 
    Step3: For third round :Swiping Block:  
             performing xnor operation of first  
            16 bits with K3 
    Step4: For fourth round : Perform xnor  
               operation with K2 



    Step5: For fifth round : Swiping Block:  
              performing xnor operation of first  
             16 bits with K1 

   The flowchart of algorithm of encrypted 
image using SF, is shown step by step in 
Figure (4). 

 

 

 
Figure (4): The Flowchart of Algorithm 

of encrypted image. 

 

 

 

 

A- Encrypted Process: 

Encrypted Image Algorithm: 

Process:  

Input: Original Image, Bit Plane 

Slicing, Wavelet Transform , SF. 

Output: Encryption Image. 

Initial: 

A= Load Original Image. 

B= Execute Bit Plane Slicing. 

C= Execute Haar Wavelet     

     Transform. 

D= Execute Secure Force. 

E= Encryption Image. 

  Step1: Compose Original Image For 

        0 Bit Plane To & Bit Plane In B. 

  Step2: Compress Image of 0 Bit  

             Plane To 7 Bit Plane In Wavelet  

             Transform in L2 In C.  

  Step 3: Compressed Image of 0 Bit  

              Plane To 7 Bit Plane In Wavelet 

             Transform in L3 In C. 

  Step 4: Apply Secure Force In Eight 1  

             Bit Plane Image In D.   

  Step 5: Apply Secure Force In  

             Multiplication. 

  Step 6: Apply Secure Force In  

             Permutation. 

  Step 7: Apply Secure Force In  

            Transposition. 

  Step 8: Apply Secure Force In Rotation. 

  Step 9: Result (Put The result of  

             Encrypted Image In E).  

 

 

 

 

 



 

 

B- Decrypted Process: 

    Decrypted Image Algorithm: 

Process: 

Input: Encrypted Image  
Output: Original Image 
Initial: 
 A = Load Encryption Image. 
 B = Execute Inverse Secure Force. 
 C = Execute Inverse Haar Wavelet  
        Transform. 

   D = Execute Sum of Bit Plane Slicing. 
 E = Original Image. 
Step 1: Apply Inverse Secure Force 
            Rotation. 
Step 2: Apply Inverse Secure Force  
           Transposition. 
Step 3: Apply Inverse Secure Force  
            Permutation. 
Step 4: Apply Inverse Secure Force  
           multiplication. 
Step 5: Apply Inverse Secure Force in 
           Eight 1 Bit Plane In B 
Step 6: Apply Inverse Wavelet Transfo- 
           rm in L3 image of 0 Bit Plane to 7  
          Bit Plane In C. 
Step 7: Apply Inverse Wavelet Transfo- 
           rm in L2 image of 0 Bit Plane to 7  
          Bit Plane In C. 
Step 8: Summation 0 Bit Plan To 7 Bit   
            Plane In D. 
Step 9: Result (Put The result of Original       
            Image In E). 

 

6- Test of Result 

 The implementation of system in bit plane, 
wavelet in 16 , 32, and SF in 16, 32, is 
shown in Table (1) and Table (2). The 
system is powerful in image  
 
security, and without sensitively by 
attackers. 

 

 

 

 

 

 

 

 

Table (1): Implementation System of 

Cryptography. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



Table (2): Implementation System of 

Cryptography. 

 

 
 

 

  Table (3) and Table (4) indicate distortion 
measures in image processing in PSNR, 

RMAE, MSE, correlation. 

 

 

 

 

 

 

 

 

 

 

 

 

Table (3): Distortion Measures in Level 2 and 

Level 3 

 

 
 

 

 

 

 

 

 

 

 

 

 



 

Table (4): Distortion Measures in Level 2 and 3. 

 

 
7- Conclusion 

   This paper presents a propos of new 
cryptography algorithm which prevents 
attacker from detecting images  across 
internet networks . 
It can use decomposed image in bit plane 
method and uses compression method 
with secure force algorithm, these three 
steps to make the new algorithm more 
secure, and  it does not where any 
attacker to observe and analyze 

information on images existence. 

 

 

The results obtained from this algorithm 
cryptography its efficiency, power, and 
high security. From comparing original 
image of image decomposed with image 
of wavelet  and secure force. Distortion 
measure is obtained in PSNR, RMAE, 
MSE, and correlation between them. 
The PSNR in original image is 0.9486 , the 
range of bit plane is from 1.0218 to 
1.8126, the range of wavelet16 is from 
0.70133 to 1.8765, the range of wavelet32 
0.71338, the range of  SF16 is from 
1.09412 to 0.7820, and the range of SF32 
1.03721,………RMES, …..MSE, ……etc. 
in Tables (1), Table (2), and the range of 
correlation in original image is from 
3.466496 to SF32 7.9157052.  
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