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Abstract:
This paper, a proposed new algorithm it across internet network without visual

has using image bit plane slicing (BPS), sensitivity attackers. The form and
_ information in image without detect by
secure force (SF). It can be provided to any

i ; Keyword: cryptography, Bit Plane, Wavelet
picture which can be sent across the ™ yptograpny

network or transmitted using any way. The Transform, Secure Force, Image processing.
proposed algorithm is divided into three
parts. The first part is composed original
image for eight image in bit plane slicing to
eight 1-bit in each pixels. In the second part
which is compressing image in Haar
wavelet transform (HWT), in each eight 1-
bit image, for reducing size of image. The
third part which is the cryptography of eight
1-bit image by (SF) method after wavelet
transform. Get efficient and powerful
method in these three parts. It has

cryptography of image to be sent
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1- Introduction:

M

odern improve area of communicate and
computer networks grow the defying

for network safety, scalability and precision
[1].

One of the greatest used steps in the
process of decreasing images to data is
dividing: segmentation of the image into
regions that hopefully match structural units
in the place or differentiate objects of
benefit. ~ Segmentation is  frequently
described by symmetric to visional
operation as a foreground/ background
differentiation, implying that the chosen
procedure focuses on one type of
characteristics and discards the rest [2].

In images form, textile, and other low-level
image which distinguishes color data one
significant  characteristic ~ which  has
successfully used in many image treatment

applications such as like "object
recognition, image matching, image
enhancement, content-based image

retrieval, computer vision, color image
compression”, etc. "Color science still
remains defying field of study in the
computer vision and digital image
processing community today" [3].

2- Bit Plane Slicing (BPS)

The gray scale which is made to overall
image manifestation, by specified bits might
be wanted. The bit plane slicing assumes
that each pixel in an image is illustrated by
8- bits."Imaging that the image is composed
of eight 1-bit planes, ranging from bit plane
0 for the least significant bit to bit plane 7
for the most significant bit" [4]. In 8-bit bytes



, plane 0 comprise all the lowest
arrangement bits in the bytes including the
pixels in the image and plane 7 comprise all
the high arrangement bits. in Figure (1),
and Figure (2) shown example of bit plane
slicing [5].

one §-bit byte

Bit plana 7
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Figure (1). The Bit Plane Slicing [4].
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Figure (2): Example of The Bit Plane Slicing [5].

3- Haar Wavelet Transform (HWT)

Haar Transform is memory efficiency,
properly inverse without the edge effect, it
is fast and easy [6], [7]. The Haar Wavelet
Transform (HWT) is one of the easy and
basic transformation from "the space
domain to a local frequency domain”. "HWT
decomposes each signal into two
components, one is called average
(approximation) or trend and the other is
known as difference (detail) or fluctuation"
[6], [7]. "A precise formula for the values of
first average subsignal" , A’ = (A1, A,.....A
n/2), at one level for a signal of length N i.e.
F :(Fl, Fz,.....FN) is

F2n—-1+F2n
An-= - 2
n=123,....N/2, .....(1)

And the first detail subsignal , D'=(D; D,

...... Dnr2), at the same level is given as
F2n—1-F2n
Ap- ———

7z ,
n=123,....N/2,...(2)

in order to given an idea of its
implementation in image compression [6].
The LL is the original image in this level,
shown in Figure (3).

Figure (3): The Haar Wavelet Transform.

4-Secure Force Algorithm (SF)

The Secure Force algorithm is built on an
architecture where the operations of
encipher and decipher are almost similar,
which reduces the code volume to a large
extent. The styling of SF algorithm prepare
low-complexity architecture for
implementation in WSN. To enhance, the
power efficiency, the encryption operation
consists of only five encipher cycles. A
lower number of encipher cycle will lead to
less energy consuming. In order to develop
the security, each encipher cycle comprises
six easy arithmetical operations operating
on only 4 bit data "(designed to be
compatible with 8-bit computing devices for
WSNs)" [1], [8].

This is to make a sufficient amount of
confusion and diffusion of information to
face, different kinds of attackers. The key
extension, operation, which includes
complex arithmetical operations
"(multiplication, permutation, transposition
and rotation)" to create keys for the
encipher process, is executed at the
decoder [1], [8].

5-Proposed Algorithm

A new algorithm is proposed using
cryptography image by secure forces method. It
uses three steps. In the first step bit plane



slicing is applied to compose original color
image to eight 1 bit plane in each pixel in
image, the second step Haar Wavelet
Transform (HWT) is applied in level 2 and level
3 in each 1 bit plane from 0 bit plane to 7 bit
plane, and the third step applies secure force
around of multiplication, permutation,
transposition, and rotation in each image after
Haar Wavelet Transform (HWT).In

this algorithm SF obtains the cryptography
image without detecting sensitive attacks
through transmitting internet network.

e First Step: This step uses color image RGB
to convert gray scale image because image is
composed of eight 1 bit plane slicing in each
pixel. Each pixel is

represented in color image of RGB value

to binary values, and is composed of 0 bit

plane in LSB to 7 bit plane in MSB.

For example: Color image values to

binary values shown in Figure (4).

Original Image ~ LSB MSB LSB ASE

96 10011100| 01010000
11000101| 10000000

the orginal image of bit-1

image of bit-2
2

image of bit-3

image of bit-4 image of bit-5

image of bit-8

Figure (4): Color Image of Binary Image In Bit Plane.
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e Second Step: This step uses Haar Wavelet
Transform (HWT) for each eight images from

LSB to MSB in bit plane slicing, and each
Image compresses one bit to seven bit by
HWT in two levels.
Level two compresses image in 16 and level
three compresses image in 32.
e Third Step: This step uses secure force
algorithm (SF) for encrypting image after
wavelet transform for image distortion to
prohibit a known that image, and prohibit
visual sensitivity attackers. This algorithm
uses four complex operation by encrypted
image wavelet.
eThe four complex operations are:
Multiplication, Permutation, Transposition,
and Rotation and key expansion.
Step 1: Key = [K1, K2, K3, K4, K5]
Step 2: Hex_Key = 133457799bbcdff1
Step 3: Bin_Key = Hex2Bin(Hex_Key)
Step 4:[K1, K2, K3, K4, K5]=
SF_Key_Gen (Bin_Key)
1- First for matrix of 16 bit int4*4 each
K1 (1:16); K2 (17:32); K3 (33:48);
K4 (49:64);
2- Second for generating matrix of each
16 bit int4*4

3- Shifting key [K1, K2, K3, K4]
and permutation
4- Transposition [K1, K2, K3, K4]
5- Rotation [K1, K2, K3, K4]
Encryption:
Stepl: For first round :Perform xnor
operation in first 16 bits with K1
Step2: For second round : Perform
xnor operation with K2
Step3: For third round : Perform xnor
operation in the first 16 bits with K3
Step4: For fourth round : Perform xnor
operation with K4
Step5: For fifth round : Perform xnor
operation with K5
Decryption:
Stepl: For first round : Perform xnor
operation with K5
Step2: second round : Perform xnor
operation with K4
Step3: For third round :Swiping Block:
performing xnor operation of first
16 bits with K3
Step4: For fourth round : Perform xnor
operation with K2



Step5: For fifth round : Swiping Block:
performing xnor operation of first
16 bits with K1

The flowchart of algorithm of encrypted
image using SF, is shown step by step in

Figure (4).
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Figure (4): The Flowchart of Algorithm
of encrypted image.

A- Encrypted Process:
Encrypted Image Algorithm:
Process:
Input: Original Image, Bit Plane
Slicing, Wavelet Transform , SF.
Output: Encryption Image.
Initial:
A= Load Original Image.
B= Execute Bit Plane Slicing.
C= Execute Haar Wavelet

Transform.

D= Execute Secure Force.
E= Encryption Image.

Stepl: Compose Original Image For
0 Bit Plane To & Bit Plane In B.

Step2: Compress Image of 0 Bit
Plane To 7 Bit Plane In Wavelet
Transformin L2 In C.

Step 3: Compressed Image of 0 Bit

Plane To 7 Bit Plane In Wavelet

Transform in L3 In C.

Step 4: Apply Secure Force In Eight 1
Bit Plane Image In D.

Step 5: Apply Secure Force In
Multiplication.

Step 6: Apply Secure Force In
Permutation.

Step 7: Apply Secure Force In
Transposition.

Step 8: Apply Secure Force In Rotation.

Step 9: Result (Put The result of
Encrypted Image In E).



B- Decrypted Process:
Decrypted Image Algorithm:
Process:
Input: Encrypted Image
Output: Original Image
Initial:
A = Load Encryption Image.
B = Execute Inverse Secure Force.
C = Execute Inverse Haar Wavelet
Transform.
D = Execute Sum of Bit Plane Slicing.
E = Original Image.
Step 1: Apply Inverse Secure Force
Rotation.
Step 2: Apply Inverse Secure Force
Transposition.
Step 3: Apply Inverse Secure Force
Permutation.
Step 4: Apply Inverse Secure Force
multiplication.
Step 5: Apply Inverse Secure Force in
Eight 1 Bit Plane In B
Step 6: Apply Inverse Wavelet Transfo-
rm in L3 image of 0 Bit Plane to 7
Bit Plane In C.
Step 7: Apply Inverse Wavelet Transfo-
rm in L2 image of 0 Bit Plane to 7
Bit Plane In C.
Step 8: Summation 0 Bit Plan To 7 Bit
Plane In D.
Step 9: Result (Put The result of Original
Image In E).

6- Test of Result

The implementation of system in bit plane,
wavelet in 16 , 32, and SF in 16, 32, is
shown in Table (1) and Table (2). The
system is powerful in image

security, and without sensitively by
attackers.

Table (1): Implementation System of
Cryptography.
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Table (2): Implementation System of Table (3): Distortion Measures in Level 2 and

Cryptography. Level 3
Dviztortion BENE FMLIAE MIEE Coralation
Rosz BitPlane | Wavalet 16 | SF 16 Wavalat SF32 hlzzsur=s
Original Gird | 0.9486 | 157.7714 | 24B01.8223 513866
Eit planal 10218 | 152.5584 | 2327.0793 362830

Bit plamal | QL6412 | 1B1.6105 | 33346.5105 118%.8524

Bit plana3 | Q64122 | 1B2.6103 | 33346.5185 11BB.83246

Eit plemad4 | 038185 | 1BD.BERD | 36037.54E1 147218835

Eit plamad | 1.30743 | 134.3635 | 1B053.3464 | 2173.E1E3E

Bit plamat | (.2E24 | 21B.0005 | 470807603 3163.7268

Bit plamaT | 1.7351 | 112.38421 | 12650.2156 | 11288.0347

Bit planaf | 1.B126 | 108.9554 | L1BTL.28B7 | 135365574

Wavalatlé 1 | QL6E20 | 1TO.0DTE | 320437704 7454300

Wavaletld 2 | 0L6SDD | 1BD.S415 | 32T30.B342 105.7420

Wavalztlf 3 | 08800 | IEDD41S | 3173D0.E342 105.7420

Waval=tlé 4 | QL5765 | 1BR.SLE | 3553B.2TH61 | 240.54175

Wavalatld 5 | 1.3238 | 1334115 | 177TOB.62521 | 56D.0TRID

Wavalatld & | QL2075 | 2172606 | 4T2D6.0B36 140, 3RS0

Wavalstlé T | LLTERS | 1003645 | 120043427 BT3R.6654

Wavalatl6 B | 1LETES | 1062427 | 112B7.3132 | D51E.&6437

Waval=tsd 1 | QLGE20 | 1TOUDDTE | 320435.7704 T4. 543006

Wavalet3d 2 | QLGB0 | 1BD.O41S | 32TI0E342 103742402

Wavalet3d 3 | [L&6EDD | 1BD.O41S | 32T30E342 103. 7420

L]

Wavalet32 4 | 05765 | 1BRS16 | 3553B.ATS6 240.54175

Wavalat32 3| 1.3238 | 15334115 | 17770R.6252 | 5&0.07E2D

Waval=tsl & | QL2075 | 21T.2606 | 4T2D6.0B36 JETCERIS

Waval=t31 T | LTOBE | 1005643 | L20D4.3427 BT3R.6654

Waval=t31 B | LTSS | 1062427 | 112B7.5132 C31R.6643

SF16 1 LO3T21 | 151.4800 [ 22040 4875 0. 56667

SF162 LOD0s | 154.0484 ( 237302825 0.58442

SF16 3 L0005 | 154.0464 ( 23730.2815 0.5834422

LN

SFl6 4 006185 | 156.8124 | 24500.15330 0.50743

5F16 5 006185 | 156.8124 | 24590.13308 0587438

%
\:

SF16 & 0.B5R20 | 1645633 | 2T0R1.0ROT 0.BT6TR
)2 SF16 7 0.TB268 | 1705512 | 2BDRET.TD1SS 6.00273
[} E SFl6 B O.TE2D | 1706046 | 2010502000 01570

3 SF311 LOSTIL | 151.4000 | 22040 48755 0. 66667

5F311 L0056 | 154.0464 | 23730028252 0534422

SF333 | 100036 | 134.0464 | 13730.28232 ) 054412
SF324 | 00618 | 136.8124 | 14500.15308 | 0.350743E3
e Table (3) and Table (4) indicate distortion SFil5 | D.0041 | 161.0526 | 250378271 | 0.715478R
measures in image processing in PSNR, SFil6 | 0.85820 | 164.5633 | 270RL.0B076 | (Q.ETETR
RMAE, MSE, correlation. SF337 [ 0.TEIER | 170.3512 | IBORT.T015 | A.B{ATAD
SF32EF [ 0.7B203 | 170.6046 | 20105.92020 | 7.01570452




Table (4): Distortion Measures in Level 2 and 3.

Drztortion PENE. ENIAE MEE Corslation
hlszzwgss
Original Foosa | 077048 | 170.812 29176. 7472 3. 455408
Bit plan=1 DEB435 | 17B.B116 | 315873.5804 1224 B115
Eit planal 0.71541 | 176.1437 | 31028.81487 1156.3588
BEit plan=3 08014 | 17B.190E [ 31735.18554 | 1155.17958
Eit planad 0.7123 | 176.4018 [ 31117.58032 B16. 737743
Bit plan=s 0.EE30 | 17B.B445 [ 319B5.534013 5R81.167135
Eit planaf 083060 | 1E83.363 | 33605.30330 B44 0DE4D
Eit plana7 QLT5T4E | 172.8122 | 2878497000 | 1T3ROTTTR
Eit planal D4BETD | 1088736 | 3ETS0.D0535 | 1575.044808
Wavalstld 1 | 0.70133 TT.3461 | 31451.63125 B1.50434
Wavalat1ld 2 | 073184 | 1747712 | 3035440840 TB.52370D
Wavalat1ld 3 | 070632 [ 176.9152 | 31300.41235 | TE. TERD2457
Wavalatld 4 | 072371 17544 | 3077020047 [ 6805177053
Wavalstld 5 | 0E0TEL [ 177686 | 31363.21886 | &B.04032200
Wavalat1ls & | DLE4268 182.48 3310B.0438 172503001
Wavalstld T | OLTESDM [ ITDL2TEL | 2EEDA.DTE0D 317.40840
Wavalat1l® B | 051021 | 194 B565 | 3TOE0.05864 | 1533011350
Waval=t32 1 | QL7138 [ 1773461 | 31451.6312 B1.5043521
Wavalat32 2 | 073184 | 1747712 | 30544 08405 TB.52370D
Wavalat32 3 | O.T0E32 | 1769182 | 31300.412353 T, TERO24
Wavalat32 4 | 0.72371 17544 | 3077020047 56051770
Waval=t32 5 | 0E0TEL | 177686 | 3156321886 | &B.0403220
Wavalat32 & | D.64268 18248 [ 33.20B 06380 17959500
Wavalat32 T | D.TRS04 [ 1TD.2TE1 | 2EED4 ST 32740540
Wavalat32 B | 051021 | 194 B585 | 3TOE0.05864 | 1533011350
EF16 1 1.09412 | 1476387 | 21787.48737 0L 6TED 1
EF16 2 1.07337 | 14B.B03 | 2214£0.13213 06742335
5F14 3 1.0B100 | 148.5151 | 22056.83250 | O0.8B046500
EF15 4 106607 | 1405205 | 2235638830 | D.865156541
SF16 5 1.03132 | 151.B278 | 23072.92514 | O0.8151BOBD
EF1646 080411 | 154.502 | 23B70.B7&35 0.5374226
SF167 DUB2E53 | 158.2484 | 23350.41112 0. TE451ED
SF168 082007 [ 1667668 | 27TE11.156146 1.1836277
5F311 109412 | 14763087 | 21797 48757 06760410
5F312 107337 | 148803 | 21160.13114 0.6742335
BF313 LOBLOD [ 1485154 | 2205683250 | D.8BI46500
EF31 4 LOG60T | 1495205 | 22356.38830 | D.65156541
EF31 5 103132 [ 151.8978 | 2307292514 [ 0Q.81518DED
SF326 000411 | 134502 | 23BT0.BTE53 05374226
SF31 T 002853 | 1392484 | 15335041112 0.TE45180
TF31 8 0BT T80 108 | 2 011 16100 1. 1856

7- Conclusion

This paper presents a propos of new
cryptography algorithm which prevents

attacker from detecting images

internet networks .
It can use decomposed image in bit plane
method and uses compression method
with secure force algorithm, these three
steps to make the new algorithm more

secure, and

attacker
information on images existence.

to

acCross

it does not where any

observe

and

analyze

6- Anuj Bhardwaj,

7- V.Ashok,

The results obtained from this algorithm
cryptography its efficiency, power, and
high security. From comparing original
image of image decomposed with image
of wavelet and secure force. Distortion
measure is obtained in PSNR, RMAE,
MSE, and correlation between them.

The PSNR in original image is 0.9486 , the
range of bit plane is from 1.0218 to
1.8126, the range of waveletl6 is from
0.70133 to 1.8765, the range of wavelet32
0.71338, the range of SF16 is from
1.09412 to 0.7820, and the range of SF32

1.03721,......... RMES, ..... MSE, ...... etc.
in Tables (1), Table (2), and the range of
correlation in original image is from

3.466496 to SF32 7.9157052.

References:

1- Shujaat Khan, M. Sohail Ibrahim, Kafeel

Ahmed Khan, and Mansoor Ebrahim ,
Security Analysis of Secure Force Algorithm
for Wireless Sensor Networks ", Asian
Journal of Engineering Science and
Technology 2015.

2- John C. Russ, "the Image Processing

Handbook", A CRC Handbook Published
in Cooperation With IEEE Press, Third
Edition, 1998.

3- Tinku Acharya, and Ajoy K. Ray, " Image

Processing Principles and Applications",
Published by John Wiley & Sons, Inc.,
Hoboken, New Jersey, 2005.

4- Rafael C. Conzalez, and Richard E. Woods,

"Digital Image Processing" , Prentice Hall,
Second Edition, 2001.

5- N. S. T. Sai, and R. C. Patil, "Image

Retrieval Using Bit-Planr Pixel Distribution”,
International Journal of Computer Science
& Information Technology (IJCSIT), Vol 3,
No 3, June 2011.

and Rashid Ali, "Image
Compression Using Modified Fast Haar
Wavelet  Tansform”, World  Applied
Sciences Journal 7 (5): 647-653, 2009.
T.Balakumaran, and
C.Gowrishankar,” The Fast Haar Wavelet
Transform for Signal & Image Processing”,
(IJCSIS) International Journal of Computer



Science and Information Security, Vol. 7,
No. 1, 2010.

Elminaam, D. S. A., Abdual-Kader, H. M.,
and Hadhoud, M. M., "Evaluating The
Performance of Symmetric Encryption
Algorithms 1J Network Security”, 10(3), 216-
222, 2010.



