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Abstract 

A pseudo-random number generator (PRNG) or pseudo-random bit generator (PRBG) is a 

program created a sequence of numbers that can mimic sequences of random numbers. The 

PRNGs are valued for their practical speed and reproducibility. In this paper PRNG is presented 

based on combining two chaotic one dimensional (1D) logistic maps and two dimensional (2D) 

Hénon system has been improved. The algorithm generates at each iteration sequences of 128 

bit-sequences based on random initial seeds and control parameter for the hybrid chaotic design. 

The generator is assessed by a randomness test called Federal Information Processing Standard 

(FIPS 140-1) which check the randomness of string with length of (20000) bits. The created 

sequences bits hold a good randomness statistical properties which are demonstrate from the 

results of the test. These string of bits is suitable for cryptographic applications, therefore it 

applied on digital speech encryption as a mask key. The results show that it works very well on 

encrypted the signal through de-correlated the speech samples, and with a high quality for the 

recovered speech signal through the visualization of the signal. 

Index Terms: Chaotic maps, Randomness, Statistical Tests, and Pseudo Random Number 

Generator. 
 

 انخلاصً

ٌُ عباسي عه خُاسصميً نتُنيذ سهسهً مه الاعذاد   ,مُنذ شبً انشقم انعشُائي  اَ مُنذ شبً انبت انعشُائي  

يعتبش مُنذ الاعذاد شبً انعشُائيً مٍما  في انتطبيق نما يتمتع بً    .نٍا خصائص قشيبً مه الاعذاد انعشُائيً

يعشض في ٌزا  انبحث مُنذ الاعذاد انعشُائيع ٌَُ مبىي عهّ سبط خاسطً  .مه خاصيتيه انسشعً َانتجذيذ 

في كم دَسي نهخُاسصميً انتي  .  Hénonمع خاسطً فُضّ رات بعذيه   Logisticفُضّ رات بعذ َاحذ

نمُنذ مه خلال اقيم اوجاص  .هسهً مه انبت معتمذ عهّ قيمً عشُائيً ادخهت انّ انمُنذ كبزسي س 128تُنذ 

َمستُِ امىي جيذ نهبياوات  جيذيانتحهيم الاحصائي َاَضحت انىتائج بان سهسهً انبت انمُنذي نٍا عشُائيً 

انىتائج باوً َاَضحت  .تَطبقت عهّ تشفيش انصُ.مما يؤٌهٍا نتكُن مىاسبً لاستعمانٍا بتطبيقات انتشفيش 

 .كاوت فعانً عهّ تفكيك انصُت في عمهيً انتشفيش مع انمحافظً عهّ وُعيً انصُت انمستشجع
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1. Introduction 

The pseudo-random bits or numbers play a 

role in the gaming industry, statistical 

mechanics, and cryptography [1]. A 

generator is a program used to generate 

those “pseudo-random” numbers. PRNG 

programs have the ability to generate long 

sequences of numbers that fit multiple 

aspects of randomness. While periodical, 

these numbers can undergo rigorous 

statistical testing and have the advantage of 

simple implementation [2]. 

The chaos theory is one of the most 

challenge manner for generators design [3]. 

Chaos theory basically emphases on these 

systems that are frequently very simple to 

define, nevertheless whose changing aspects 

looks to be very disordered. Different 

pseudo-random sequence will constantly 

produce from a different seed which include 

initial condition and the control parameter. 

The core gains here are speed and 

reproducibility, in addition to lower 

requirement for resource intensity.  

Furthermore, several pseudo-random 

number generators have been successfully 

developed through this last decade [4][5][6]. 

Still, assessing the randomness level and the 

global security of the generator is necessary 

to be hard analysis.  

The presented paper improve PRBG by 

applying a hybrid chaotic system from 

combining Logistic map 1D with Hénon 

chaotic system 2D. The two chaotic logistic 

maps and Hénon are combined to generate 

of 128 random bits sequences at each 

iteration. An efficient algorithm based on 

XOR operation to annihilate the collision 

problem that may appear while using the 

function, and permutations among bits 

produced by the output from the hybrid 

chaotic maps. Various statistical tests are 

applied on the generated pseudo-random 

sequences and have positively accepted. The 

algorithm of the generator is an efficient 

since it has: high level of randomness, high 

initial seed value sensitivity, and good 

throughput. 

This paper is partitioned in multiple 

sections. Section 2 presents an overview of 

the used chaotic map. Section 3 discusses all 

the detailed description of the key 

generation algorithm. Section 4 

demonstrates the randomness tests. Security 

analysis and possibly vulnerabilities are 

discussed in Section 5.Conclusion is 

expressed in section 6. 

 

2. Chaotic Theory  
The control parameters and initial conditions 

for the formula of the chaotic systems are 

very sensitive to any slight change in their 

values, therefore the chaotic system are 

characterized by their high sensitivity and 

some properties like ergodicity, pseudo-

random behavior. Chaotic systems are 

suitable for PRNG or PRBG due to their 

sensitive initial conditions.  

Chaos can be defined by some special 

characteristics [7][8]: 

 Unpredictable and nonlinear: this 

means they are sensitive to the 

preliminary state of affairs, where two 

randomly closed initial with slight 

change in the starting point can lead to 

significant different trajectories. 

 Topological mixing: system will 

progress in time so that any certain 

range of the state will represent as 

mixing colored dyes, states are always 

converted or overlaps with any other 

certain range.  

 Randomness: This means that the 

system seems to be random and 

disorderly but in fact it is not. Beneath 

the random behavior, there is a sense of 

order and pattern. 

 Dense periodic orbits: It explains that 

the chaotic system never repeats itself 

in an orbit, and does not ever have the 

same orbit. 
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 Ergodicity: This means that the 

dynamics system gives the same 

statistics when computed over time or 

space. 

 

2.1  Logistic map 

A chaotic logistic map is defined by: 

 

                  2.1 

where r is the control parameter and it’s 

value is between 3.57 and 4.0 [9], X is the 

value for the initial condition, and F(X) is 

the value for the next state of X. Many 

generator based on Logistic map to generate 

the pseudo-random number. The highly 

chaotic case can obtained where the value of 

r is close to 4.0. The chaotic logistic map is 

used under the iterative form: 

 

                  ∀n ≥ 0 2.2 

where X0 the initial seed, is a real number ϵ 

[0, 1], and at the same time all the elements 

which are obtained as output Xn+1 is limited 

by the same interval [0,1], n is any integer 

number greater than zero. 

 In the case when    [     takes this 

range, the output sequences come back 

to the same output after several 

iterations without any chaotic behavior. 

 In the case when   [        the system 

appears periodicity. 

 In the case when    [         it 

becomes chaotic with no periodicity. 

 It has small key space. 

 

2.2  Hénon Chaotic System   
The Hénon map has a discrete-time scale 

n=1, 2,…(i.e. it is a map) system. The 

Hénon is two dimensional real planes and 

has two control parameters (a, b). Here, 

chaotic behavior is due to a dynamic system. 

The Hénon map takes a point (   ,   ) in the 

plane and maps to a new point             . 

Changing parameters a, b can result in many 

possibilities. Where a = 0.3, b  [1.07, 1.4], 

the system is chaotic [5][10]. Hénon Chaotic 

equation system is : 

 

           
         2.3 

          2.4 

3. Key Generation Proposal (KGP) 

The main indication of the proposed PRBG 

is to combine two different chaotic which 

are logistic maps and Hénon system. From 

this hybrid chaotic the combination between 

logistic maps and Hénon will generate a 128 

sequences bits at each iteration. The 

algorithm based on xor operation to 

annihilate the collision problem that may 

appear while using the hybrid chaotic, and 

permutations among bits produced by the 

output from the hybrid chaotic system. 

Figure (1) shows the block diagram for the 

generator. 

All the details for the proposed algorithm is 

expressed in pseudo code 1 as shown in 

Figure (2). 

 

  

 

 

 

 

 

 

 

 

 

Where X, Y, Z are the output from the 

chaotic, which mixed by using xor operation 

to generate the Mask1 and Mask2. Then 

each Mask1 is converted to binary and 

Figure (1) Mask Key Generation Design 
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permuted according to certain condition to 

generate different sixteen bits sequences. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The basic intent is to take a binary sequence 

of length 16 and permutated it to a new 

sequence in such a way that an adversary 

cannot efficiently distinguish between 

output sequence of PRBG and truly random 

sequence. 

4. Randomness basic tests 

Let S = S0, S1, S2,... , Sn−1 be a binary 

sequence of length n. Here are some 

statistical tests to determine whether the 

sequence carries truly random 

characteristics.  

FIPS 140-1 [11] is a multiple statistical tests 

were executed on PRBG and outcomes were 

recorded in Table 1. 

FIPS 140-1 recommends monobit, poker, 

runs and long-run tests. Each test is a two-

sided test where a test-statistic is required to 

lie within an interval. 

The expected results and obtained results are 

demonstrated in the table below. 

 

 

 

 

 

 

 

Figure (2) Key Generation  

Figure (4) Next Sub Key Generation 

Figure (3) Sub Key Generation 

Bit 
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Table 1: Results of standard test on PRBG 

20000 bit stream  

The produced pseudo-random sequences 

have successfully passed the various 

statistical tests as monobit, poker, run, and 

long run test. 

5. Experimental test 

The PRNG which correspond to the PRBG 

has a chaotic behavior as shown in Figure 

(5). 

 The PRBG has good statistical randomness 

so is being applied in speech encrypting 

system [10] and the experimental results for 

the whole encryption system is expressed in 

Figure (6) for speech signal using both 

waveform and spectrogram .  

 

 

 

 

 

 

 

 

 

 

 

It is clear that the PRBG is very effective so 

the encrypted signal is like a noise, by 

listening to it, there is nothing to understand. 

Since the speech encryption system is 

symmetric so, the same PRBG are applied 

for the decryption and the quality for the 

recovered speech is very clear as the original 

speech as express in Figure (7). 

 
 

 

 

6.  

7.  

8.  

9.  

10.  

 

6. Conclusion 

Figure (5) PRNG Behavior 

Figure (6) Encryption system for 

 Speech signal using the generated key 

Figure (7) Decryption system for 

 Speech signal using the generated key 
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A pseudo-random bit generator based on the 

combination of two chaotic 1D logistic map 

and 2D Hénon system was presented. For 

three given initial seeds and two control 

parameters, the generator produces a 

sequence formed of 16-bit sequences. The 

treatment combines xor operation and 

permutations on the 16 bits of the elements 

obtained by the generator. Such a PRBG has 

shown its ability to produce a very large 

number of pseudo-random sequences which 

can be useful in several cryptographic 

applications. The advantages of the 

generator are: a high sensitivity related to 

the initial seed values, a high randomness 

level, the resistance against several attacks 

and the rapidity of the algorithm. 

Chaotic sequences have several good 

properties including ease of key generation, 

sensitive dependence on the initial condition 

and parameter values. Applying chaos plays 

an active role in the improvement of the 

quality of PRNGs and, gives a great 

contribution to improve the security of data 

due to the excellent properties of chaotic 

sequences as disordered behavior and its 

unpredictability. 
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