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Abstract

A pseudo-random number generator (PRNG) or pseudo-random bit generator (PRBG) is a
program created a sequence of numbers that can mimic sequences of random numbers. The
PRNGs are valued for their practical speed and reproducibility. In this paper PRNG is presented
based on combining two chaotic one dimensional (1D) logistic maps and two dimensional (2D)
Hénon system has been improved. The algorithm generates at each iteration sequences of 128
bit-sequences based on random initial seeds and control parameter for the hybrid chaotic design.
The generator is assessed by a randomness test called Federal Information Processing Standard
(FIPS 140-1) which check the randomness of string with length of (20000) bits. The created
sequences bits hold a good randomness statistical properties which are demonstrate from the
results of the test. These string of bits is suitable for cryptographic applications, therefore it
applied on digital speech encryption as a mask key. The results show that it works very well on
encrypted the signal through de-correlated the speech samples, and with a high quality for the
recovered speech signal through the visualization of the signal.

Index Terms: Chaotic maps, Randomness, Statistical Tests, and Pseudo Random Number
Generator.

Sae ¥l e dledis Al gl de ol & e o ple s (Al sdiadl Cadl 4l Al ge 5l (A gdiall Q801 405l e
4 ey Ll Gulatll 3 Lage 40l gaial) 4 Dac V) Al e yoiny | 48] sdiall 2ae Y1 (e 4y (ailiad L]
ab)la by o e s g adl gliall dlac Y1 al e Canall 138 (8 (i jey | 2l 5 de ) iuals (g
B Aol salle 553 JS (&L HENON (pamy Y a8 ada Jla ae LOGISEIC 25 22 Y aia g
A e alsall Sladl a0 )AS Algall ) il 4] pde dad o adiane Cull (0 4lulu] 28 Al
G ta el (s sy s 4] pie Lol ol pal il Alies (s il i gl lan ) Judal
Al @l Gy Gpall a5 o Ciida g il clipday Lelleatin duabio ()5S Lela 5 Las

e inaal) s geall e g3 e adailaall ge il dulee 8 gl GlSE e 4llad il


file:///C:/Users/Sundus/Desktop/الاطروحه/Dec/Paper3/Sundus_mahdi@yahoo.com

1. Introduction

The pseudo-random bits or numbers play a
role in the gaming industry, statistical
mechanics, and cryptography [1]. A
generator is a program used to generate
those “pseudo-random” numbers. PRNG
programs have the ability to generate long
sequences of numbers that fit multiple
aspects of randomness. While periodical,
these numbers can undergo rigorous
statistical testing and have the advantage of
simple implementation [2].

The chaos theory is one of the most
challenge manner for generators design [3].
Chaos theory basically emphases on these
systems that are frequently very simple to
define, nevertheless whose changing aspects
looks to be very disordered. Different
pseudo-random sequence will constantly
produce from a different seed which include
initial condition and the control parameter.
The core gains here are speed and
reproducibility, in addition to lower
requirement for resource intensity.
Furthermore, several pseudo-random
number generators have been successfully
developed through this last decade [4][5][6].
Still, assessing the randomness level and the
global security of the generator is necessary
to be hard analysis.

The presented paper improve PRBG by
applying a hybrid chaotic system from
combining Logistic map 1D with Hénon
chaotic system 2D. The two chaotic logistic
maps and Hénon are combined to generate
of 128 random bits sequences at each
iteration. An efficient algorithm based on
XOR operation to annihilate the collision
problem that may appear while using the
function, and permutations among bits
produced by the output from the hybrid
chaotic maps. Various statistical tests are
applied on the generated pseudo-random
sequences and have positively accepted. The
algorithm of the generator is an efficient
since it has: high level of randomness, high

initial seed value sensitivity, and good
throughput.

This paper is partitioned in multiple
sections. Section 2 presents an overview of
the used chaotic map. Section 3 discusses all
the detailed description of the key
generation algorithm. Section 4
demonstrates the randomness tests. Security
analysis and possibly vulnerabilities are
discussed in Section 5.Conclusion is
expressed in section 6.

2. Chaotic Theory

The control parameters and initial conditions
for the formula of the chaotic systems are
very sensitive to any slight change in their
values, therefore the chaotic system are
characterized by their high sensitivity and
some properties like ergodicity, pseudo-
random behavior. Chaotic systems are
suitable for PRNG or PRBG due to their
sensitive initial conditions.

Chaos can be defined by some special
characteristics [7][8]:

e Unpredictable and nonlinear: this
means they are sensitive to the
preliminary state of affairs, where two
randomly closed initial with slight
change in the starting point can lead to
significant different trajectories.

e Topological mixing: system will
progress in time so that any certain
range of the state will represent as
mixing colored dyes, states are always
converted or overlaps with any other
certain range.

e Randomness: This means that the
system seems to be random and
disorderly but in fact it is not. Beneath
the random behavior, there is a sense of
order and pattern.

e Dense periodic orbits: It explains that
the chaotic system never repeats itself
in an orbit, and does not ever have the
same orbit.



e Ergodicity: This means that the
dynamics system gives the same
statistics when computed over time or
space.

2.1 Logistic map
A chaotic logistic map is defined by:

F(X) =r.X(1-X) 2.1

where r is the control parameter and it’s
value is between 3.57 and 4.0 [9], X is the
value for the initial condition, and F(X) is
the value for the next state of X. Many
generator based on Logistic map to generate
the pseudo-random number. The highly
chaotic case can obtained where the value of
r is close to 4.0. The chaotic logistic map is
used under the iterative form:

Xp1 =7.Xn. (1= X,) ¥n>0 2.2

where X, the initial seed, is a real number e
[0, 1], and at the same time all the elements
which are obtained as output Xp.1 is limited
by the same interval [0,1], n is any integer
number greater than zero.

e In the case when 1€[0,3) takes this
range, the output sequences come back
to the same output after several
iterations without any chaotic behavior.

e In the case when re[3,3.57) the system
appears periodicity.

e In the case when re[3.57,4), it
becomes chaotic with no periodicity.

e It has small key space.

2.2 Hénon Chaotic System

The Hénon map has a discrete-time scale
n=1, 2,...(i.e. it is a map) system. The
Hénon is two dimensional real planes and
has two control parameters (a, b). Here,
chaotic behavior is due to a dynamic system.
The Hénon map takes a point (X,,, Y,) in the
plane and maps to a new point X, .4, Yniq-

Changing parameters a, b can result in many
possibilities. Where a = 0.3, b € [1.07, 1.4],
the system is chaotic [5][10]. Hénon Chaotic
equation system is :

Ypou=1—-a.Y2+2Z, 2.3
Zpy=b-Y, 2.4

3. Key Generation Proposal (KGP)

The main indication of the proposed PRBG
is to combine two different chaotic which
are logistic maps and Hénon system. From
this hybrid chaotic the combination between
logistic maps and Hénon will generate a 128
sequences bits at each iteration. The
algorithm based on xor operation to
annihilate the collision problem that may
appear while using the hybrid chaotic, and
permutations among bits produced by the
output from the hybrid chaotic system.
Figure (1) shows the block diagram for the
generator.

All the details for the proposed algorithm is
expressed in pseudo code 1 as shown in
Figure (2).
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Figure (1) Mask Key Generation Design

Where X, Y, Z are the output from the
chaotic, which mixed by using xor operation
to generate the Maskl and Mask2. Then
each Maskl is converted to binary and



permuted according to certain condition to
generate different sixteen bits sequences.

Psendo code 1: Key Generation

Input:
;J,,ﬂ ¥3.r.ab :5atinitial & parameter of chantic inaccepeble
- Bt to certain vale
: Bet to size of the kay

Ontp‘nt 5

Besin
Bet Mask Eev3 =zeros (1, M)
Fari=1-M/%8 % Each iteration generate § kays
Generate 101} from equation2 2
Generate x2(i), x3(])) fom equations 2.3, 2 4
N =mod {{zba{x1) - floor (b (gl )} *5£ 2713-1)
Y =mod {zhaix2) - floor (2ba (21 * £ 2713-1)
Z =mod {{zbs{x3) - floor (abs{x3 1) * 5f 2715-1)
keyl=X HORY
keyl=X XORZI
key1b =declbin (key 1)
key2b =declbm (eyd)
IF floon{x3.* s£) =0 then
key1b = circle shiftto the Risht (eylb, 1)
End
IF  M3Bkeylbh)=1 % mask key is nestie
Means the pomber is nesative
End
Biganysqnence= Binanvdsanencs concatenate withkeylh
Call Paendocods (2)  %4to penerate other subkeys
IF floon{z3* sf)>=0 then
key2b = circle shiftto the left (kayZh, 1)
End
IF  M3B(kev2b)=1
et the negtive to the number
End

BinarySequence= BiparySsquends concetena be with key2hb
Ca2ll Paendocode (3)  %ito generate other subkeyz”
End
End

Figure (2) Key Generation

Pzeudo code 2: Sub key generator(F)
Input:
P

Qutpaut:
Mazk Eey

n:
Tteration 1 times
Switch bit naighbors
If floor(z3* 5f) < 0 then
Caleulate P=girclskift toleft (B, 3)
end
Binary Sequeance=BimanSeauence congatenatewith kay1b
Cirenlshift to left (P.1)

Figure (3) Sub Key Generation

Pzendo code 3: Next Sub key generator (F)

Input:
P

Qutput:
Mazk Kay

in:
Tteration 3 times
Switch bit neighbors
If floor{xl * 3f) >=0 then
Caleulats P = girelshift to Fight (F, 3)
end

Binary Szmance= BimanySaquencs coneatena te with keyZh
Circulshift to right (P,1)

Figure (4) Next Sub Key Generation

The basic intent is to take a binary sequence
of length 16 and permutated it to a new
sequence in such a way that an adversary
cannot efficiently distinguish  between
output sequence of PRBG and truly random
sequence.

4. Randomness basic tests

Let S = Sp, S1, Sz,... , Sp-1 be a binary
sequence of length n. Here are some
statistical tests to determine whether the
sequence carries truly random
characteristics.

FIPS 140-1 [11] is a multiple statistical tests
were executed on PRBG and outcomes were
recorded in Table 1.

FIPS 140-1 recommends monobit, poker,
runs and long-run tests. Each test is a two-
sided test where a test-statistic is required to
lie within an interval.

The expected results and obtained results are
demonstrated in the table below.



Table 1: Results of standard test on PRBG
20000 bit stream

Test Expected Obtained
Results Results
Monobhit Test
(Number on ones in | 9654- 10346 10022
20000 bit stream)
Poker Test

( a fraction of the

number of
occurrences of 16 bit 1.03-574 5.85
4-bits numbers 1n
20000 bit stream
Run Test Length i
S - 1: 2267- 2733 2350
(Buccessive 2:1079- 1421 1231
occurrences of 1s | 3:502- 748 ;{1};
; - 4:223-402
j =
and Os 1n 20000 bat 5 50. 213 150
stream) 6: 90- 223 93
Long Run Test 0 0
(Runs longer than 34)

The produced pseudo-random sequences
have successfully passed the various
statistical tests as monobit, poker, run, and
long run test.

5. Experimental test

The PRNG which correspond to the PRBG
has a chaotic behavior as shown in Figure
(5).

The PRBG has good statistical randomness
so is being applied in speech encrypting
system [10] and the experimental results for
the whole encryption system is expressed in
Figure (6) for speech signal using both
waveform and spectrogram .
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Figure (5) PRNG Behavior
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Figure (6) Encryption system for
Speech signal using the generated key

It is clear that the PRBG is very effective so
the encrypted signal is like a noise, by
listening to it, there is nothing to understand.
Since the speech encryption system is
symmetric so, the same PRBG are applied
for the decryption and the quality for the
recovered speech is very clear as the original
speech as express in Figure (7).
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Figure (7) Decryption system for
Speech signal using the generated key

6. Conclusion



A pseudo-random bit generator based on the
combination of two chaotic 1D logistic map
and 2D Heénon system was presented. For
three given initial seeds and two control
parameters, the generator produces a
sequence formed of 16-bit sequences. The
treatment combines xor operation and
permutations on the 16 bits of the elements
obtained by the generator. Such a PRBG has
shown its ability to produce a very large
number of pseudo-random sequences which
can be useful in several cryptographic
applications. The advantages of the
generator are: a high sensitivity related to
the initial seed values, a high randomness
level, the resistance against several attacks
and the rapidity of the algorithm.

Chaotic sequences have several good
properties including ease of key generation,
sensitive dependence on the initial condition
and parameter values. Applying chaos plays
an active role in the improvement of the
quality of PRNGs and, gives a great
contribution to improve the security of data
due to the excellent properties of chaotic
sequences as disordered behavior and its
unpredictability.
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