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Abstract  

    Cloud environments have emerged as a powerful technology to meet infrastructure and data service requirements 

cheaply, with little effort, and with a high level of scalability; as a result, it has been heavily used in many areas of 

the information technology sector. Blockchain technology is here to stay and is becoming the next big thing, much 

like the Internet, thanks to its practical applications in supply chains, identity management, smart contracts, 

cryptocurrency, and speedier cross-border payments. Trust and security issues have prevented it from succeeding 

despite efforts to produce digital currency. However, the blockchain users govern its operations; therefore, it does 

not require a central authority to maintain proof gathered from user signatures and data using the Cryptographic 

Hash Algorithm. Blockchain will maintain evidence collected from data and user signatures based on the encrypted 

hash algorithm. The investigator identifies operations, gathers evidence, and creates reports based on the 

examination of storage evidence. The computational load versus the quantity of users, the overall rate of change 

regarding the quantity of users, and the duration of the hash computation regarding the quantity of users. The 

resulting graph is plotted for response, hash calculation, and encryption times. The experimental Proposed System 

Examination of storage revealed that the suggested approach performed better regarding response time and the 

overall change in cloud storage security characteristics. 

Keywords: Blockchain, Cloud Environments, Security Blockchain Solution, SHA-256 Cryptographic hash 

algorithm. 

1. Introduction 

A field from computation has seen significant transformations over the last few decades, moving from distributed 

to service-oriented architecture and from stand-alone programs to client-server architecture. These changes were 

intended to increase the software's usability and boost the effectiveness of business process execution[1]. 

Networking computing is next step is cloud computing, an evolving type of IT delivery. With less expensive and 

complicated IT, it can provide hardware and software as on-demand resources and services via the internet [2]. 

Because of this, a large number of businesses, including Amazon, IBM, Google, Oracle, Microsoft, Sales Force, 

and HP, are racing to offer cloud solutions in different forms. Cloud service providers (CSPs) receive service 

requests from cloud consumers. The third parties that offer their clients cloud storage services are known as 

CSPs[3]. Attribute Authority (AA) and Third-Party Auditor (TPA) are two more third-party service providers that 

are meant to offer cloud security features [4]. We are aware that the two most important factors for businesses and 

institutions using the cloud are security and trust. There are numerous explanations, some of which include [5].The 

data of cloud customers is highly vulnerable to loss, leaking, or attack, and they are left with no way out of this 

untenable scenario. Cloud users need to be aware of who they are exchanging data with or dealing with. 

Transparency is also crucial; cloud customers should know who is accessing their data and how it is being used 

within the cloud. The newest term in the IT industry, cloud computing, has been discussed a lot in conferences, 

workshops, and even periodicals [6]. However, defining cloud computing is still a difficult task; there is still 

disagreement over its exact meaning. There are about a dozen definitions of cloud computing in academics, each 

with its own unique viewpoint [7]. However, the following characteristics of cloud computing is common among 

https://www.iasj.net/iasj/journal/239/issues


273

 4202لعام  آيار (1( العدد )22) اليرموك المجلد مجلة

 
 

them [8] a computer platform called cloud computing makes resource sharing possible for scalable infrastructures, 

middleware, and platforms and apps for application development. Cloud computing platforms are made possible 

by new computer technologies including virtualization, high-power business servers, high bandwidth, and service-

oriented architecture. The three primary categories into which cloud services can be separated are Infrastructure as 

a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS).Users can store and process all of 

their data on the web with cloud computing, but security is unquestionably one of the biggest issues [9]. But a more 

basic barrier keeping businesses from adopting the platform used by cloud computing is inherently less secure than 

traditional network infrastructure [10]. To earn clients' trust that their data is secure, cloud computing solutions 

must include security into every facet of their design [11]. When outsourcing and purchasing services from the 

cloud, cloud customers can increase trust and ensure data security by utilizing blockchain an innovative and 

developing technology. Blockchain security can offer more protection than centralized database security [12]. 

Blockchain uses a cryptographic hash function to the previous block to continuously monitor the list of linked and 

secured documents [13].Blockchain is a cutting-edge, emerging technology that cloud users can use to boost trust 

and guarantee data security while outsourcing and buying services from the cloudBlockchain security can offer 

greater security than centralized database security. Blockchain keeps an eye on the list of linked and secure 

documents continuously by using a cryptographic hash function from the preceding block [14].Moreover, in a 

situation when data disclosure is mandated, the openness of the blockchain can allow for data transparency. These 

benefits allow it to be used in a range of settings, including the financial sector and the Internet of Things (IoT) 

environment, and its uses are anticipated to grow[15]. Because cloud computing is efficient and readily available, 

it has been implemented in numerous IT systems. Furthermore, the fundamental security features have been 

explored in relation to cloud security and privacy issues. 

2. Literature Review 

Numerous earlier studies have demonstrated the applicability of blockchain technology for secure EHR sharing as 
well as other uses in healthcare systems. Numerous healthcare facilities are participating in different blockchain-
based works Secinaro et al. [16] discussed how blockchain is used and its advantages for the accounting, auditing, 
and business management industries. Siyal et al. [17] presented the Healthcare Data Gateway (HDG) framework, 
one of the well-known instances of employing a private blockchain for tracking individual clinical data. Li et al. 
[18] suggested distributed ecosystem and cross-enterprise employing edge computing and blockchain to safely 
share manufacturing knowledge and services. Griggs et al. [19] created an Thorium-based blockchain application 
enabling the safe use of sensors to monitor patients who live far away. Chen et al. [20] suggested a cloud 
application running on blockchain that would store and exchange patient health data. Patients can share and 
control their health records under this framework without the involvement of an intermediary. Wang et al. [21] 
suggested a blockchain-based artificial intelligence system that aids in medical decision-making for patients and 
allows physicians to assess the course of treatment as a whole. Jiang et al. [22] suggested BloCHIE, which is built 
on an off-chain technique, to protect privacy and authenticity when exchanging personal healthcare data and 
electronic medical records. Pandey and Litoriya [23] suggested a framework to protect patient privacy and security 
during the electronic transmission of medical information based on attribute-based signature and MA-ABS. Abid 
et al. [24] suggested a distributed framework based on blockchain that would allow for the safe storage of patient 
records and medications on cloud servers to provide secure patient examination facilities. Zhang et al. [25] 
suggested utilizing signature private key sharing technique to realize data and backups for cloud data storage, as 
well as a safe and effective data storage and sharing scheme for blockchain-based mobile-edge computing [26]. 
As far as we know, blockchain technology is directly related to the computer-generated virtual objects that 
everyone uses. However, there are still a number of documented security issues with blockchain trust in cloud 
storage environments. 
3. Blockchain Security of Cloud Storage 

Blockchain technology offers transparency, immutability, and confidence in your data and transactions, which has 

the potential to completely transform cloud security. Cloud security may be greatly improved by utilizing it for 

tasks like decentralized identity management, immutable audit trails, and data integrity assurance [27]. With cloud 

computing, you can store your information in one central place. Using blockchain technology, you can store data 

in multiple locations around the world, with each node storing a copy of it. Unlike the peer-to-peer blockchain 

design, cloud computing relies heavily on the presence of multiple intermediary companies [28]. Blockchain 

technology improves cloud computing Blockchain technology improves cloud computing in several ways. It 
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improves data security by making data stored in the cloud resistant to tampering. It also increases transparency and 

auditability as all transactions are recorded and traceable. If consumers' private information leaks out of the cloud 

computing infrastructure, there may be financial and psychological consequences at stake[29]. Our primary focus 

is on data security in the cloud computing environment, including integrity and privacy during transmission and 

storage [30]. When integrated with the environment of cloud computing, blockchain technology increased to the 

right service degree can ensure safety. An encrypted electronic wallet is installed in order to use Blockchain 

technology. If the e-wallet is not properly erased, the user information may be abused. The user information can be 

extracted using the remaining user data. One of the biggest challenges is the occurrence of double transactions in 

the Blockchain and forging the Bitcoin record. To deal with such security concerns, an e-wallet that is trustworthy 

and safe is needed. Typically, e-wallets installed on PCs are utilized, but as mobile devices gain popularity daily, it 

is imperative to more closely examine the security of e-wallets on mobile devices. As a result, a transaction doesn't 

finish until its security is guaranteed by accuracy and integrity based on the time stamp generated in a mobile 

device[31].In the event that the attackers compromise or hack the security, a safe and dependable e-wallet 

restoration must be implemented. The security of user transaction data maintained in the e-wallet as well as the 

settings necessary for managing and using the e-wallet must be guaranteed. When the e-wallet is not in use, it must 

offer a means of securely and successfully erasing any leftover user data and it must then dispose of the remaining 

data.Data storage is one of the most popular cloud services. With little to no investment, end users to cloud servers 

and benefit from nearly limitless hardware and software resources as well as widespread access can outsource any 

amount of data [32]. In fact, during the past several years, a number of well-known cloud service providers—

including Google Drive 8, Apple iCloud, Dropbox 16, Amazon S315, Microsoft SkyDrive 14, and Dropbox 16—

have begun to offer these services. The following two crucial aspects of the cloud present obstacles to the 

advancement of data security methods[33]. 

4. SHA-256 Cryptographic Hash AlgorithmIt is claimed that security issues in the cloud environment can be 

solved by blockchain technology. Any transaction data is stored and is difficult to remove due to the consensus 

mechanism of blockchain technology. Otherwise, it becomes difficult for an intruder to interfere with transaction 

data.In this Figure 2; the blockchain technology-related SHA-256 cryptographic hash algorithm is depicted. To 

provide secure access, this technique produces two hashes, and is primarily used to verify the integrity of data and 

messages during the transaction and session time, identify the data and then verify the password. Blockchain 

architecture, or blockchain technology, is a linked list that is created using a combination of blocks and hash 

pointers. [34]. Every block has a distinct hash value in addition to data. 

 

Fig. 1 SHA-256 cryptographic hash algorithm 

SHA-256 is widely used in different parts of the Bitcoin network with enhanced security and privacy based on 

encryption and decryption. Data mining uses SHA-256 as a powerful algorithm to prove the function. The SHA-256 

cryptographic hash algorithm, which is connected to blockchain technology, as shown in Figure 1. It is mostly 

utilized for session time, data identification, password verification, and data and message integrity verification 

during transactions. It creates hashes for safe access. Blockchain architecture, which is a linked list constructed using 

blocks and hash pointers, is known as blockchain technology. Every block, with the exception of the first block, 

which includes no previous hashing, contains information and a unique hash value from the preceding block [35].The 

activities carried out by an authorized investigator include identifying, gathering, analyzing, and producing reports 

using the Logical Graph of Evidence (LGoE). A technique operates on the fundamental tenet that distant blocks 

have a comparable hash value and that a smaller change made in the input block has a complex effect on the output 

string. The 256 bit block in the input is hashed using the following formula:(256) = Σ 256 (𝑥)(𝑥 𝑚𝑜𝑑 𝑦) (𝑥 − 𝑖)       
(1)Where p(x) denotes parole with mean y and Ha(256) is the hash function of the 256 bit block. The input block is 

originally divided into fragments using 1025 bits in this algorithm. The rounding constants and the 64-bit hash value 

are produced. This algorithm consists of 82 repetitions in which the message array is divided into 80 64-bit words. 
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The 16th bit to the 80th bit is when the iterating loop is planned to begin. In the section that follows, the hash 

algorithm's performance analysis and outcomes are covered. 

5. Proposed System 

The purpose of gathering and proving evidence in cloud storage, this study represents and develops Blockchain 

architecture, as shown in Figure 2. Before utilizing Hash Algorithm to encrypt data, the user must first register with 

a trusted authority and obtain the key. The user will then use their password, user ID, and a random number to 

authenticate them. After verification, files encrypted can be uploaded by the user to the cloud. The block includes a 

time stamp value, a list of transactions along with the data's hash value from the preceding block. The smart contract 

allows tracking of any changes made to these data. A report is generated and sent to the user if any access has been 

made. Ultimately, the investigator can obtain the evidence from the Blockchain and the controller, as well as the 

different adjustments made to that evidence. The results of the experimental evaluation show that the suggested 

strategy performed better in terms of response time and overall change rate. As a result, our suggested approach has 

addressed every major drawback of the current systems. Through an authorized server, the user first registers with 

the cloud service provider. Next, the replacement procedure was used to secure the user's identity. The secure hashing 

technique protects user data within the cloud network. To safeguard the data, the hash value is tracked to identify 

any changes that could compromise its security. 

Data encryption  

Start

User registration 

Trust authority  

user 

Creat block for 

each user using 

hash algorithm 

Untheorized user 

data

Investegatore gets 

permission from 

legal 

Data validation 

Store the 

encryption data in 

cloud 

End 
Data storage 

 
Fig .2 Methodology Blockchain Efficiency for Trust in Cloud Storage Using Cryptography Hash Algorithm 

6. Results and DiscussionThe framework for cloud computing is renowned for producing no harm since it was 

introduced to the market. The security and authentication of the user and their data are improved by current 

methods and technological advancements. Thus, the maintenance of user authentication and data secrecy are 

additional advantages of the cutting-edge cloud computing servers. The hash algorithm-based cloud encryption 

offers a mutual and planned architecture encounter model that is vulnerable to security vulnerabilities. The 

suggested paradigm provides more effective protection against dictionary attacks and rainbow attacks thanks to 

the hash replacement technique. These attacks aim to intercept data transmissions, fabricate a phony browser, 

and pilfer user passwords. Utilizing a protocol analyzer, end user activity is examined while the cloud network 

is operational. The cloud server administrator notifies users when they are at risk of attack. Increased security 

is made possible by the hash cipher approach, which uses double encryption and double key. Because the 

method is not computationally complex and takes less time to encrypt and decrypt, it is a time-consuming 

approach with a fast processing speed. Compared to other substitution approaches, less storage space is needed 
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because the encrypted cipher's data size is the same as the original messages. This technique's key exchange 

procedure is easier to use and doesn't provide any difficult problems. The cloud server uses the hash algorithm 

256 encryption to safeguard the information. This concept uses a string of hash values to hash user data. 

Variance in these numbers indicates to the user that user data has been altered or lost. This model's Hash 256 

method significantly adds to the issue of fake browsers by identifying and thwarting attacks at an early stage. 

The results of the experimental research showed that the suggested system performed better in terms of 

accuracy, response time, throughput growth, and total security parameter modification, as shown in Figure 3. 

 

Fig .3 Examination of storage 

7. Conclusion   

As part of our work, we developed an architecture for cloud storage environments using blockchain technology, 

which is used for evidence gathering and provenance maintenance. Perfect data encryption and data storage are 

part of the recommended solution. It was easier for us to generate the SHA-256 hash, which raised our system's 

security level. This paper has examined the general structure of blockchain. Additionally, the security 

requirements for blockchain features and cloud computing have been looked at. As our study has demonstrated, 

blockchain technology holds promise as a useful and practical means of guaranteeing security in cloud computing 

settings. SHA-256 hashing is crucial for data security and integrity in cloud computing environments. Customers 

can more easily create SHA-256 hashes by utilizing cloud cryptography services, which improves their capacity 

to confirm data accuracy and set up safe digital procedures. By following best practices and being aware of the 

services provided by specific cloud service providers, it is feasible to guarantee that SHA-256 is effective in 

preserving the dependability and integrity of data kept in the cloud. 
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