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ABSTRACT: Blockchain has revolutionized cryptocurrency since the advent of Bitcoin. Due to its decentralized
nature, transparency, security measures, and ability to conduct transactions between untrusted parties, b lockchain
has received extensive attention recently. Consensus algorithms manage the blockchain and describe how peers
achieve data consistency and integration. However, other hurdles persist for blockchain systems, including
scalability and energy consumption, and they require to be overcome. The paper introduces a comprehensive
overview of distributed ledger technologies (DLTs) with a deeper understanding of the blockchain. Moreover, we
conduct a comparative analysis of the most widespread consensus mechanisms using various metrics. And briefly
list potential threats, applications across several fields, and possible future directions.
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1. INTRODUCTION

Since its introduction and implementation in 2009 by Satoshi Nakamoto, Bitcoin has sparked numerous
discussions about its success as a pioneering cryptocurrency, its widespread adoption, and the technological aspects that
contributed to it [1]. Bitcoin's underlying blockchain paradigm, which eliminates the need for a mediator and allows for
the creation of collaborative financial models, shared storage, and agreement governance, has gamered great attention
from many academics for its unique characteristic [2]. After Bitcoin's success, many cryptocurrencies followed
Ethereum, ranked second in financial trading, and BNB third, reaching more than 9,000 cryptocurrencies worldwide,
according to Statista [3]. At its core, Blockchain is a form of Distributed Ledger Technology (DLT) that allows for
secure, transparent, and tamper-resistant storage of transactions across nodes within a P2P network. This innovative
technology has transformed the handling of data and transactions in the digital realm [4]. Its applications go beyond
cryptocurrency, impacting areas like e-voting, healthcare, the Internet of Things, government services, and agriculture,
among other sectors [5].

Blockchain consists of a series of blocks, each containing a collection of transactions. Each block holds a unique
hash, a timestamp, and the hash of the previous block, creating a cryptographically linked, continuous chain that resists
tampering and fraud. This structure ensures that once a transaction i recorded within a block, it cannot be altered
without affecting all following blocks. Additionally, it preserves data integrity and the chronological order of blocks,
which rely on the consensus of the majority of network participants [6].

In blockchain technology, the consensus mechanism is a process that enables network participants to agree on the
validity of transactions and the ledgers current state. This ensures that all copies of the blockchain remain accurately
updated and verified. Nodes within the network, known as miners or validators, participate in this process by validating
and approving transactions before they are added to the blockchain, using specific consensus algorithms [7].Typical
consensus mechanisms include Proof of Work (PoW), Proof of Stake (PoS), and others, which help prevent fraudulent
activities and ensure that transactions are validated by a majority of nodes, thus maintaining the blockchain’s integrity
and security. By requiring consensus fromnumerous independent participants, blockchain technology offers a trustless
systemthat removes the need fora central authority [8].
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2. DISTRIBUTED LEDGER TECHNOLOGY (DLT)

Distributed Ledger Technology (DLT) is a digital framework enabling decentralized and synchronized
management of a shared database or ledger across multiple participants or nodes [9]. It aims to provide a transparent,
secure, and immutable record of transactions or other data types. DLT operates on a decentralized peer-to-peer (P2P)
network, where each participant holds a copy of the ledger and collaboratively verifies and updates its content through
a consensus mechanism [10]. A defining feature of DLT & its decentralized structure across numerous nodes,
eliminating the need for a central authority or intermediary to validate and store data. Figure 1 demonstrates the
architecture of DLT.
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FIGURE 1. - Distributed Ledger Technology (DLT) platform [11]

This system’s decentralized architecture enhances transparency, security, and resilience by reducing the risk of'a
single point of failure or potential manipulation [12]. Participants in a DLT network work together to uphold the
ledger’s integrity, ensuring the recorded data remains accurate and consistent. DLT often employs cryptographic
techniques to protect data and transactions stored on the ledger, utilizing took like cryptographic hashing, digital
signatures, and consensus algorithms. These methods enable nodes to agree on the order and validity of transactions,
safeguarding the system's reliability [13].

Figure 2 illustrates two types of network topologies commonly used in distributed systems. Figure 2 (@) illustrates
a fully connected peer-to-peer network in which each node directly communicates with every other node, ensuring
decentralized communication and redundancy, such as cryptocurrencies. In contrast, figure 2 (b) shows a centralized or
hub-and-spoke model, where a central node coordinates communication with peripheral nodes, allowing data exchange
but introducing a single point of control, such as a bank. These topologies represent different approaches to network
design, with the former offering more distributed resilience and the latter providing more efficient, centralized
coordination.

}
}
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FIGURE 2. -(a) Distributed Ledger, (b) Centralized Ledger [14]
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We can categorize distributed ledger technology, which encompasses a variety of mechanisns that enable the
decentralized and synchronized management of a shared digital ledger, into two basic models as follows:

2.1 DLT PERMISSIONS MODELS

DLT can be categorized into four kinds based on permissions modek, which determine the network's participants
and theiraccessto the ledger, Figure 3demonstrates this categorized.

a. Public distributed ledger technologies

Public Distributed Ledger Technologies (PDLTs), such as Bitcoin and, function based on an open and
permissionless framework. This means that any individual can become a participant in the network and verify
transactions. These systems utilize consensus procedures such as Proof of Work (PoW) or Proof of Stake (PoS) to
guarantee the integrity of the ledger [15].

b.Private distributed ledger technologies

Only authorized participants can view and participate in Private Distributed Ledger Technologies (PrDLTs) like
Monax and Hyperledger Fabric, setting them apart from other systems. Authorized entities can only join the network
and verify transactions, which makes it perfect for enterprise environments that prioritize privacy, scalability, and
access control [16].

c. Consortiums distributed ledger technologies

Consortiums Distributed Ledger Technologies (CDLTs) can be described as a hybrid category that incomporates
features from both public and private modek. A CDLT involves a collective of organizations or entities that share the
responsibility of goveming the network and keeping the ledger. The participants, who possess equal rights and
obligations, work together to reach an agreement and maintain the integrity of the ledger. R3 and Corda, when used in
consortium mode, and certain Hyperledger Fabric implementations are examples of CDLTs. By uniting reliable
organizations, CDLTs offer a compromise between public transparency and private control. This makes them well-
suited for situations that demand secure cooperationand data exchange within a predetermined group [17].

d.Hybrid distributed ledger technologies

This kind of chain strives (HDLTs)to hamess the benefits of both private and public models, striking a balance
between transparency and control. It allows the public to access certain parts of the blockchain for transparency and
verification while restricting other parts to specific participants for privacy and confidentiality. Hospitals and health
centers manage healthcare data as an example of the hybrid model. The flexibility of the hybrid approach enables
institutions to tailor blockchain designs to their specific needs, granting them control over chain patrticipation and
information access. Ripple(XRP) and XinFin (XDC Network) are examples of this approach [18].
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Consortium
Controlled by a group

Permissionless Permissioned
FIGURE 3.-The models of DLTpermissions [19]

The main difference between consortiuns and hybrid chains is governance and control. Consortium chains are
subject to shared control by a specific set of entities, while hybrid chains combine the advantages of both public and
private chains, providing transparency and selective privacy. Table 1 describes the characteristics of DLT permissions
models.
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Table 1.- Characteristics of DLT permissions models [20]

Category Permissioned Permissionless
Access Controlled by oneauthority or managed shared Opento everyone
among two or more individuals or companies

Secure Less secure More secure

Decentralized Partially Full

Read permission Could be public or restrict Public

Efficiency High Low

Privacy Exclusive membership transparent and open

toall

Cost cost-effective solution Highly costly

Immutability Could be impacted Extremely difficult to
manipulate

Energy More Environmental Energy consumption

Consensus determination One authority or pre-selected participants All miners

Consensus mechanisms PBFT, Raft, etc. PoW, PoS, DPoS, etc.

Table2. - Comparison of a few cryptocurrencies [21]

Permission Type TrustLewel Cryptocurrency Consensus Algorithm
Trust Neo Delegated Byzantine Fault Tolerance
Trust Icon Loop Fault Tolerance
Trust WTC Hybrid Proof of Work\Stake
L Trust EOS Delegated Proof of Stake
Permission Trust Ark Delegated Proof of Stake
Trust Lisk Delegated Proof of Stake
Trust VeChain Proof of Authority
Trust Nuls Proofof capacity
Distrust Hashgraph Asynchronous BFT
Distrust Bitcoin ProofofWork
Distrust Litecoin Proofof Work
Distrust Dogecoin ProofofWork
Distrust Monero Proofof Work
- Trust Stellar Practical Byzantine Fault Tolerance
Permissionless Trust XRP N/A
Distrust Nano Proof of Stake
Distrust Cardano Delegated Proof of Stake
Distrust Decred Hybrid Proof of Work\Stake
Distrust Zilliga Practical Byzantine Fault Tolerance
Distrust Elastos Delegated Proof of Stake
Distrust IOTA N/A

Table 2 categorizes various cryptocurrencies based on their permission models, trust levels, and consensus
mechanisms. Permissioned cryptocurrencies generally operate in a trusted environment, relying on specific consensus
mechanism such as DPoS, PoA, or other unique models like dBFT for Neo. These systems require some degree of
control or verification by known participants [22]. On the other hand, permissionless cryptocurrencies, which include
Bitcoin, Ethereum, and Litecoin, use Proof of Work (PoW) and function in a trustless, open environment, allowing any
user to participate without prior approval. Other trustless systems use innovative approaches like DAG for IOTA or
DPoS for Cardano to secure their networks. There are ako hybrid systems, such as Decred, that integrate PoW and PoS,
combining the advantages of both to achieve security and scalability. The distinction in permission and trust levels
ultimately reflects different priorities in decentralization, scalability, and controlamon g these cryptocurrencies.

2.2 DLT STRUCTURE MODELS

The underlying data structure that DLTs use is the second aspect of the categorization model, which is explained
briefly and shownin Figure 4.
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a.Blockchain

The most renowned kind of DLT employs a sequence of blocks, each of which has a roster of transactions.
Cryptographic hashes connect the blocks to create an unchangeable ledger. They use efficient consensus techniques
like POW, PoS, PBFT, etc., to authenticate and add new blocks to the chain [23].

b.Directed acyclic graph (dag)

DAG s another type of distributed ledger technologies DLTs that deviates from the linear structure of blockchain.
DAG-based ledgers depict transactions as nodes within a graph, with edges indicating the interdependencies between
transactions. DAG-based systens seek to enhance scalability and expedite transaction processing by facilitating parallel
processing rather than following a linear chain structure and eliminating the requirement for conventional miners. And
are considered a very efficientapproachfor loT infrastructures [24].

c. Hashgraph

Swirlds developed Hashgraph, which uses a unique consensus method and data structure to efficiently validate and
sequence transactions. Hashgraph employs a gossip protocol in which nodes swiftly distribute information regarding
transactions among each other [25]. By engaging in multiple rounds of gossip and virtual voting, Hashgraph nodes
reach a collective agreement on the sequence of transactions, thereby attaining consensus without relying on resource-
intensive proof-of-work procedures. Key advantages of this approach over previous DLT alternatives are high
throughput, low latency, and fairness in transaction sequencing [9].

d.Holochain

Holochain is an innovative framework for DLT that distinguishes itself with its agent-centric architecture and
focus on peer-to-peer networking principles. It grants more independence to network users and ensures data integrity
using cryptographic security measures. Within the Holochain framework, every individual node has its own hash chain,
which contains data that is pertinent to its engagements with other nodes. The decentralized method of data
management allows for scalability enhancements, as nodes are not required to process and store the complete ledger
[26].

e. Radix

The architecture of the radix depends on the concept of sharding, which divides the participant’s network into
smaller pieces called shards and manageable parts called shards, which enable it to process transactions in parallel. The
radix stores transactions through a non-linear graph structure and maintains a global ledger that is synchronized via the
shards. Tempo s RadiXs consensus mechanism designed to provide deterministic finality to transactions by tracking
the logical order of events [27].
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FIGURE 4.-The models of DLT structures [27,28]

3. BLOCKCHAIN OVERVIEW

Stuart Haber and W. Scott Stometta introduced the term "blockchain™ in 1991 under the title of the article ("How
to time-stamp a digital document") [27]. It involves a dynamic growth of data structures, known as blocks, that
are connected and secure cryptographically with each other. The blockchain distributes information in a decentralized
manner, preventing tampering and maintaining its immutability and transparency. Bitcoin, followed by Ethereum, are
the most notable applications of this technology [29].
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Unlike traditional centralized systems, blockchain is characterized by its decentralization, transparency,
immutability, and security. Decentralization entails the absence of a singular authority managing the network, which
fosters cooperation, eliminates single points of failure, and enhances data integrity. Transparency allows all transactions
to be visible to all network participants, thereby promoting trust. Immutability guarantees that once a transaction i
stored, it becomes exceedingly challenging to change or remove, thereby ensuring that the ledger remains secure and
resistant to tampering. Cryptographic techniques such as hashing and digital signatures ensure the blockchain's security
[30].

Blocks within the blockchain include valuable information in addition to a link to the preceding block. A hash256,
a fixed-length cryptographic hash function, typically represents this connection and acts as a unique identifier for the
block. Figure 5 illustrates the "Genesis Block," which is the first block of a blockchain that acts as the fundamental
building block forthe whole chain.

Genesis Block

1 2
O D
+ Hash: 9FA73BD12 * Previous Hash: 9FA73BD12 + Previous Hash: TAB320AC2
+ Hash: 7AB320AC2 + Hash: 1A37DE49F

FIGURE 5. - Blockchaingeneral architecture [30]

3.1 THE FUNDAMENTAL COMPONENTS OF BLOCKCHAIN

The key elements of blockchain will be explained in detail as follows:
1. Block
Each block in a blockchain has a similar structure, but the data it contains differs. To understand a blockchain
block, we can break it down into two main components [31]:
a.Block Header
o Block Number: This indicates the block's positionin the blockchainsequence.
o Previous Block Hash: This is the hash value of the preceding block, ensuring the integrity and immutability of
the blockchain.
o Current BlockHash: The hashvalueofthe current block after validation.
o Timestamp: The exact time the block was created, helpingto arrangethe blocks chronologically.
o Difficulty Target: This adjusts the required number of leading zeros in the block’s hash to regulate the rate of
block creation based on network conditions.
o Nonce: A variable used by miners to find a hash value that satisfies the networks difficulty target during
mining.
o Merkle Root: The top hash in the Merkle tree, summarizing all transaction hashes in the block, ensuring data
integrity with a 256-bit hash.
b.Block Body
e List of Transactions: This contains the validated transactions added to the block, with each transaction
including:
o Senderand Receiver Address: Public addresses of the participants involved in the transaction.
o Digital Signatures: A cryptographic signature confirming the authenticity of the transaction, ensuring it is
tamper-proof.
e Amount: The quantity of coins or data transferred.
o Transaction Fee: The fee paid to miners forincludingthe transaction in the block.
o Transaction ID: A unique identifier generated by hashing, used to reference the specific transaction.
o Merkle Tree Structure: A hierarchical structure of transaction hash values, used for efficient verification of the
integrity ofthe transactions.

204



Abbas Fadhil Mahdi et al., Al-Salam Journal for Engineering and Technology Vol. 4 No. 1 (2025) p. 199-219

Hash,,, =
Hash(Block Header)
| Hash,, |* | Hash,,, |< Hash,,, | 1
1‘ T T Biock Header
] Hash,_, B Hash_ —-I Hash,,, l Hash,,, |
Merkle Root Hash Merkle Root Hash Merkle Root Hash | Merkle ROOT Hash +
T
- — —
a
List of List of List of . | Target difficulty |
Transactions Transactions Transactions
Block n Block n+1 Block n+2

|Tx1| |Tx2‘ |Tx3| lTxAI

Block n+2 Transactions

FIGURE 6. - Blockchaingeneral architecture [32]

Figure 6 illustrates the structure of sequential blocks within a blockchain, where each block contains a header and a
series of transactions. The block header consists of fields such as the version, the hash of the previous block (creating a
link to the prior block), the Merkle root hash (which summarizes all transactions within the block through a Merkle
tree), the timestamp, the nonce (utilized for Proof of Work), and the target difficulty level. The hash of each block
header acts as a unique identifier and is referenced by the subsequent block to maintain asecure, continuous chain. For
instance, block n+2 includes four transactions (Tx1, Tx2, Tx3, Tx4), whose hashes are merged to create a Merkle root.
This setup preserves data integrity and immutability by cryptographically connecting each block, making unauthorized
alterations difficult to achieve.

2. Miners

It is an individual or organization that uses computational power to collect transactions from the network, validate
them, and form blocks to append later in the blockchain. The validation process involves verifying the legality of
transactions, verifying the sender’s sufficient balance, and confirming that the transactions comply with network
requirements. Miners are crucial to ensuring the network's security and functionality [33]. Figure 7 shows the
sequential steps of the miner's role in dealing with transactions.
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FIGURE 7. -life cycle of transactionandthe role of a miner [34]

3. Consensus algorithms

In distributed systernrs, network participants, known as "Full nodes or Miners,” use consensus protocok to reach an
agreement on the system's state. These protocolk are considered essential to maintaining the integrity and reliability of
data without the need for a central authority and can be classified into two basic parts: voting-based consensus and
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proof-based consensus, both of which have different kinds of mechanisms, as shown in Figure 8 Consensus protocok
are distinguished by the following features:

o Agreement:ensuringallhonest nodes agree on the same data.

e Fault Torrance: It ensures that the system continues to operate even if one of the nodes fails or behaves
maliciously. Although various types of failures or malicious behaviors may occur, the system remains secure and
available.

¢ Incentives: Throughthe rewardsystem, nodes are encouraged to follow the network protocol honestly.

[ Blockchain Consensus Algorithms J

Proof-Based

Voting-Based

PoS PoA l PoA PoET PoSpacel

PBFT I Raft Tendermint PAXOS SCP ' RBFT [BFT—SMART] [RPCA] {HotStuffJ

FIGURE 8. -The categories of consensusalgorithms [35]

a. ProofofWork

Nakamoto proposed PoW as the first consensus algorithm to verify blocks in the Bitcoin network. POW is a
competitive mechanism that requires miners to meet a specific degree of difficulty in order to validate a particular
block. This involves attempting to create a hexadecimal number that is less than the level target pre-set by the network
using the SHA256 hash function. A single miner or miner pool accepts a block as true when the hash value of the entire
block falls below the hash difficulty. Despite its ability to withstand the 51% attack and Sybil attack, the PowW
algorithm consumes a significant amount of computing power, necessitates high resources, exhibits slow transaction
processing efficiency, and contributes to increased carbon emissions and water consumption. Estimates suggest that
Bitcoin mining consumed 1573.7 gigalitres of water in 2021, in addition to electronic waste, amidst growing concems
over the impacts of climate change [36]. Figure 9 shows a mechanism for creating blocks and verifying their validity
based onPoW consensus.
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FIGURE 9.-Conventional (PoW) miningstructure [37]
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b.Proofof Stake

S. King and Scott Nadal proposed proof of stake (PoS) in the peercoin cryptocurrency in 2012 as a performance-
oriented altemative to PoW [38]. PoS chooses a validator for each block depending on the stake amount and duration
(coin age). Nodes with a larger coin stake than the rest of the network are more likely to mine blocks, but if they act as
malicious nodes or fail to validate the transactions correctly, they will lose part or all of their stakes. PoS does not
require a huge amount of computational power and, therefore, is considered energy -efficient compared to PoW, leading
to faster block generation and increased throughput estimated at thousands [39]. Validators with more coins (or
"stakes") are more likely to create blocks and collect rewards for the rich-get-richer problem. It may concentrate money
and power among a few validators, and this vulnerability can be exploited to launch a majority attack [40]. It's worth
noting that the coin (peercoin) operates on a decentralized P2P network using a unique hybrid model that combines
proofofwork forinitial coin distributionand proof of stake for network security, as shown in Figure 10.

A wait for a next
round
competition

address of
node A

block hash YES

create a block » SHAZ56

header . algorithm
input output

A create a new
block

coin age of A=
lock hash / targel

timestamp

previous
block hash

FIGURE 10.- Conventional (PoS)mining structure [41]

c. Practical byzantinefault tolerance

Miguel Castro and Barbara Liskov proposed the algorithm (PBFT) in early 1999 to operate in distributed systens
susceptible to Byzantine faults. Byzantine faults refer to nodes that behave arbitrarily, maliciously, or disconnect,
resulting in the provision of incorrect information to other nodes in the network that impacts correct consensus
decisions [42]. Using the majority rule, the PBFT ensures system stability and work continuity as long as the number of
malicious nodes does not exceed one-third of the network. It is characterized by processing transactions faster because
it does not require any intensive computational operations, but increasing the nurmber ofnodes in the network may limit
its ability to expand due to the increased density of communication between nodes, which leads to increased overhead.
In general, the algorithmincludes three main phases: pre-prepare, prepare, and commit, as shown in figure11l. The most
prominent cryptocurrencies that use the PBFT are Hyperledger Fabric and Tendermint.

request | pre-prepare | prepare | commit | reply
Client I I I T >
\l | | P/
Node 0 T T T >
Node |/ MI /
ode | |\\ /><><|/ >
\,
Node 2 | I I N
oce I | I I g
| I | |
Node 3 ——)¢— f } +

FIGURE 11.- Practical Byzantine FaultTolerance (PBFT) [43]
d. Delegated Proof of Stake consensus
DPoS is derived from the voting-based consensus algorithm (PoS), which aims to achieve consensus in the
network without the need for intensive computational power, but it differs in how the validator is selected. Stakeholders
do not participate directly as verifiers, but they vote fora limited number of delegates, sometimes called witnesses, who
are responsible for verifying transactions and producing the block. Validators can eliminate poorly performing or
malicious delegates, and because the community of verifiers is larger than the delegates, they are rewarded less than the
delegates. BitShares, Steemit, and EOS are projects that use DPoS [44]. Figure 12 reflects the steps in selecting and
assigningnodes based on stakeholder votes to validate blocks in a DPoS blockchain system.
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FIGURE 9. - Delegated Proof of Stake consensus (DPoS) [44]

e. Proof of Authority consensus

This type of algorithm is very suitable for private or permissioned blockchains in which the participants are known
and trusted. The POA chooses the verifiers based on their identity and reputation, which they have eamed over time by
participating in the network, rather than their computational power or stake. The governing authority of the private
network or consortium usually approves them in advance. Every time a new block joins the chain, it receives an
incentive value that enhances its reputation. On the other hand, if they engage in any suspicious act or activity, their
reputation suffers [45]. PoA is considered one of the most important strategies to mitigate the severity of common Sybil
attacks because it uses trustworthy relationships between participants to perform collaborative tasks, but there are
doubtsaboutits resistance to theseattacks in an environmentdevoid of permissions [46].

Table 3.- Comparison of common consensus mechanisms [44]

Aspect PoW PoS DPoS PBFT RAFT
Decentralization Complete Complete Complete | Incomplete | Incomplete
Numbers of nodes Unlimited | Unlimited | Unlimited Limited Unlimited
Energy consumption High Low Low Low Low
Block generation Long Short Short Short Short
Transaction confirmation long Short Short Immediate | Immediate
Scalability High High High Low Low
Throughput Low Low High High High
Consistency Probability | Probability | Probability | Finality Finality
Fault tolerance 50% 33% or 50% 50% 33% 50%
Permission No No No Yes Yes
example Bitcoin Peercoin EOS Tendemint Etcd

Table 3 compares different consensus mechanisms, highlighting their unique attributes and trade-offs. Proof of
Work (PoW), used by Bitcoin, s highly decentralized with high energy consumption and probabilistic consistency,
while Proof of Stake (PoS) and Delegated Proof of Stake (DPoS) both reduce energy needs and improve transaction
speeds, with DPoS specifically enabling higher throughput. Practical Byzantine Fault Tolerance (PBFT), used in
Tendermint and RAFT and utilized in distributed systerms like Etcd, is more suited for permissioned environments.
PBFT offers immediate transaction finality and high fault tolerance with limited scalability, whereas RAFT focuses on
consistency and fault tolerance for distributed databases. Each algorithm serves different use cases, balancing
decentralization, energy efficiency, and transaction finality according to specific needs.
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Table 4.- The throughput of few cryptocurrencies and the time consumed to create a block [18,21]

Consensus Block Time  Transaction #of
algorithms Cryptocurrencie Algorithm TPS Minutes Confirmatio  confirmatio
S n Time n block
Bitcoin SHA256 7 10 78 minutes 6
Ethereum Ethash 15 0.25 6 minutes 30
ECCAK256

PoW Litecoin Scrypt 28 2.3 30 minutes 12
Monero Cryptonight 30 2 30 minutes 15

Zcash Equihash 27 2 60 minutes 24
Waves (LPoS) LPoS 100 1 N/A N/A

POS Qtum POS3.0 70 2 60 minutes 24
Nxt SHA256 100 1 N/A N/A
Blackcoin Scrypt 0 1 N/A N/A
Nano Blake2b 7000 Instant N/A N/A
EOS DPoS 4000 0.5 1.5 seconds N/A
DPOS Cardano Ouroboros (DPoS) 257 0.33 5 minutes 15
TRON DPoS 2000 0.05 5 minutes N/A
Lisk DPoS 3 0.284 N/A N/A
BitShares DPoS 100000 0.05 N/A N/A
Ripple N/A 1500 0.06 4 seconds N/A
PBFT Stellar N/A 1000 0.08 5 seconds N/A
Zilliga Keccak 0 455t04 m N/A N/A
PoC Burst Shabal256 80 4 N/A N/A
IOTA Curl-P 1000 Instant 3 minutes N/A
DAG Byteball (Obyte) DAG 10 05 N/A N/A
Travelflex DAG 3500 1 N/A N/A
Dash X11 56 25 15 minutes 6
POA Decred BLAKE256 14 N/A N/A
pol\_/'\)///b prcl,ds Komodo Equihash 100 N/A N/A
Peercoin SHA-256 0 10 N/A N/A
Espers HMQ1725 0 5 N/A N/A
dBFT NEO RIPEMD160 1000 0.25 N/A N/A
Pol NEM (XEM) Ed25519 10000 1 N/A N/A
PoB Slimcoin Dcrypt 0.0000 15 N/A N/A
3

The table summarizes cryptocurrencies by their consensus algorithms, highlighting metrics such as transactions per
second (TPS), block times, confirmation times, and confirmation blocks across diverse modek like PoW, PoS, DPoS,
PBFT, PoC, DAG, and hybrids. It compares the performance and efficiency of each approach.

4. FEATURES OF BLOCKCHAIN TECHNOLOGY

Blockchain technology has several important features that make it unique and enhance its worth for diverse
applications. Figure 13summarizes these primary characteristics.

1.Decentralization

A core feature of blockchain technology is its decentralized nature, where numerous computers—referred to as full
nodes—maintain a shared ledger. These nodes collectively manage the peer-to-peer network, ensuring the validity of
transactions in a decentralized manner [7]. As a result, two parties can transact directly without an intermediary,
enhancing both fairness and security. Consensus protocols facilitate operations such as storage, updating, verification,
and maintenance, ensuring data consistency and safeguarding against corruption. Consensus is achieved when enough
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nodes agree on the data to be recorded in the blockchain. This trust-building process occurs independently of any
centralized authority and often involves mathematical algorithms or voting mechanisms [47]. Each node in the network
operates autonomously, with equal rights and responsibilities, meaning that issues at the node level do not compromise
the entire network. By distributing information across multiple nodes, the blockchain mitigates risks associated with
data loss or destruction by avoiding a single point of failure. Decentralization also strengthens user privacy, reduces
information misuse, and overcomes bottlenecks typically seen in centralized systems, effectively removing the need for
a middleman [48].

2.Immutability

Terms like persistency, tamper-proofing, and unforgeability are often used to describe the concept of immutability
in blockchain. This principle ensures that once data is added to a verified block and incorporated into the blockchain, it
cannot be altered, deleted, or tampered with. The hash256 algorithm cryptographically connects each block to the next,
so even the slightest modification produces a different hash in all subsequent blocks, immediately revealing any
change. This linkage secures theshared ledger across the network, making it truly immutable [47].

3.Transparency

Transparency, often referred to as "auditability,” is a defining feature of blockchain technology that allows anyone
to view transaction data at any time [7]. This openness enhances the integrity and accountability of the system, ensuring
that no information is altered improperly or fraudulently. The transparent nature of blockchain enables easy transaction
history tracking through public addresses accessible to all, providinga high level of trust in the system [49].

4. Autonomy

In the traditional system, all transactions are processed based on the parties' trust and commitment to fulfilling
them. On the contrary, blockchain provides a system that does not consider trust to be a problem and operates on a
peer-to-peer network that does not necessitate a trusted party to ensure a specific procedure. Some have called these
"systems trustless,” but this expression is inaccurate and has negative connotations, as the consensus algorithm is the
basis fortrust[50].

5.Security

The blockchain's security surpasses that of a central authority, which is more than 50% vulnerable to hacking,
thanks to its protection by hash256 encryption, consensus algorithns, and the simultaneous monitoring of distributed
ledgers across network nodes. As a result, a hacker must break the encryption chain and change all copies of the data
distributed across hundreds or thousands of nodes, making data forgery impossible [51].

a. Privacy

Blockchain technology enables user anonymity, protecting against intrusion and unauthorized access. Transactions
are authenticated without disclosing personal information, ensuring that parties involved in data exchanges remain
anonymous [52].

b. Programmable

The blockchain & considered open-source technology that allows developers to create decentralized applications
using smart contracts to automatically execute contract terms when pre-defined conditions are met [48, 52].

8. Immutability

7. Programmable \ l / 1. Decentralization
@ /— 2. Immutability
6.Privacy @———P O@

/ I \ 3. Transparency

4. Autonomy

5. Security

FIGURE 13.- Features of blockchain technology [53]
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5. THEMETRICSOF BLOCKCHAIN EVALUATION

Blockchain usually uses several metrics to evaluate its performance, which we can summarize and illustrate in
Figure 14.

e Throughput

Definition: the total amount of processed transactions per second by miners in a blockchain network referred to as
TransactionPer Second TPS

Important: High throughput indicates the blockchain's capability to handle a larger volume of transactions and its
ability to scale [54].

Number of Transactions per Block
TPS = @)
Block Time

e Scalability
The extent to which the system can grow without significant performance loss, increased costs, sacrifice of
security, and decentralization
e Latency
Definition: Ako known as "finality,” the duration required to process a transaction from its moment of creation
its completion throughoutthe blockchain network.
Important: Lower latency is critical for improving blockchain performance because it reduces transaction
confirmation delays [55].
Latency = Pr opagation time + Block time + Validation time )
e Faulttolerance
Indicate the ability of the existing blockchain system to tolerate the maximum number of nodes that may act
arbitrarily or maliciously or be subject to failure or interruption without affecting the consensus mechanism or the
continuity ofthe system. It is measured in percentages [56].
e Energy consumption
Definition: The amount of energy consumed to process transactions in the network.
Important: Energy-efficient blockchain systens are more sustainable, less polluting, and have lower operating
costs [57].
E=WxNxT ®

Where symbol E the total electrical energy consumed for all nodes, W Denote power consumption in Watts per

node, N Indicate thenumber ofnodes and T Time taken to completethe work per node.

e Storage

As blockchain grows, efficient data storage and management are critical to reducing bloat and long-term system
sustainability [58].

e Costtransaction

Transaction fees critically play a role in measuring the performance of a blockchain system because they directly
affect the transaction confirmation time and thus impact throughputand latency, as is happening now in Bitcoin [7].

e Nodes

More full nodes by miners in the network mean extra replicas, increasing security and decentralization, but they
can also increase energy consumption and raise communication costs [59].

e Size block

Definition: number of transactions (usually measured in megabytes) that are includedin asingle block

Important: Larger block sizes increase the blockchain's throughput by allowing more transactions within the block,
but they also take longer to propagate because a heavier block requires more time, computational resources, and

bandwidthto transmit across the network.
Performance
properties
| | 1 | ]
Fault Energy

FIGURE 14.- Performance propertiesof blockchain [60]
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6. THEBLOCKCHAIN LAYERS

Many articles have classified the blockchain layers into five, as shown in Figure 15, and we will explore each with
a sufficient explanation.

e Network layer

A blockchain system relies on a mechanism to distribute data among participants. This mechanism, known as the
peer-to-peer (P2P) network layer, allows nodes to discover and connect with each other, facilitating the dissemination
of transactions and blocks while synchronizing the blockchain's current valid state. Nodes in the network are
categorized into full nodes and light nodes. Full nodes, often referred to as miners, uphold the system's trust by
verifying transactions and blocks according to the consensus rules and maintaining complete copies of the blockchain.
Light nodes, on the other hand, focus on generating parameters and transmitting them across the network. The network
layer is essential for distributed ledgers, as it enables intensive communication for peer identification and state
synchronizationamong nodes. Efficiency in this layeris largely determined by the speed of these operations [61].

e Consensus layer

It ako refers to the data manipulation layer, which ensures reaching a coordinated agreement or decision between
synchronized nodes on a single block of transactions in a decentralized environment with a trustless system [2]. This
layer encompasses various consensus algorithms, categorized into three main sections: the first section comprises proof
of work-based consensus algorithms, like POW in Bitcoin and PoS in Ethereum, which offer high security but demand
intensive computational effort, resulting in low transaction processing efficiency. The second is consensus algorithims
based on voting that provide relatively high performance, such as PBFT, but require intensive message exchange
between participants and high communication costs, especially in a large network. The third is the hybrid approach,
which combines the two previous approaches with the aim of improving performance and enhancing security, such as
Tendermint, which combines PoS and PBFT, and EOS, which combines DPoS and PBFT algorithms [62].

o Datalayer

The data layer encompasses various data-related components, including transaction models, data structures, Merkle
trees, hash functions, and digital signatures. There are two primary transaction modek for managing digital asset
ownership: the unspent transaction output (UTXO) model used by Bitcoin, which focuses on spending outputs from
previous transactions, and the account-based model employed by platforms like Ethereum, which updates balances
within individual accounts. Different data storage structures, such as linear chains and Directed Acyclic Graphs
(DAGs), are used to organize transaction data. Merkle trees play a vital role in summarizing all transactions within a
block, creating an encrypted digital fingerprint to ensure data integrity. By repeatedly hashing pairs of transactions, a
single hash known as the Merkle root is produced. Digital signatures, particularly those based on Public Key
Cryptography (PKC), provide a secure method for verifying data authenticity and ensuringits integrity [61].

e Execution layer

This layer is responsible for executing the contract or bytecode, which is low-level machine code in the runtime
environment that contains the compilers and containers and is installed on the DLS network nodes. Ethereum has
Ethereum virtual machines (EVM), akin to the Java virtual machine (JVM), for executing instructions. Hyper Ledger
Fabric, on the other hand, supports the execution of smart contracts using Chaincode, but Bitcoin lacks this feature due
to its reliance on a simple scripting systemfor transaction execution [62].

e Applicationlayer

The application layer, also referred to as the presentation layer, serves as the interface connecting decentralized
applications (dApps) to the underlying blockchain network via smart contracts. Developers utilize specialized
programming languages to design scripts, APIs, and user interfaces, specifying the requirements that the blockchain
system must meet. For example, Solidity is widely used on the Ethereum platformto develop smart contracts, enabling
the verification and enforcement of contract execution [61].
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FIGURE 15.- Applicationsof blockchain [14]

7. BLOCKCHAIN CONSENSUSVULNERABILITIES

The reliability and resilience of blockchain technology are largely determined by the consensus algorithms
responsible for validating transactions and blocks. This section highlights the most significant attacks that could
potentially compromise the security of a blockchain system. While there are various other threats across different
categories, this discussion focuses on summarizing the most common ones. Figure 16 provides an overview of these
attacks.

7.1 THE MAJORITY ATTACK

A 51% attack, also known as a majority attack, occurs when an entity gains control of more than 50% of the
network’s total computing power or nodes. This dominance allows the attacker to disrupt the consensus mechanism by
introducing malicious content or blocking the addition of legitimate blocks. Often referred to as hijacking consensus,
this type of attack poses a greater risk to public blockchains, which rely on open participation without requiring
permissions or trustamong participants. These networks typically depend on proof-of-X consensus mechanisms.

To mitigate majority attacks in proof-of-work-based systems, one potential strategy is to increase the
computational difficulty arbitrarily, making it infeasible for an attacker to amass the required computational power. The
specifics of such attacks and the measures needed to counter them depend on the blockchain's architecture and the
consensus algorithms it employs [63]:

e PoW:need more than 51% of computation power.
e PoS: need more than 51% of the committed stake.
e PBFT: more than 33% of all synchronized nodes, orenough to take overthe primary node.

7.2 SYBIL ATTACK

A Sybil attack seeks to dominate network participants by generating numerous fake identities that appear &
legitimate nodes, allowing attackers to gain majority influence and control over decision-making processes. These
attacks often target voting mechanisns, enabling the manipulation of validator selection, consensus protocols, or
network modifications to favor the attacker’s goals.[63].

An eclipse attack, while similar to a Sybil attack, differs in its approach. It isolates a specific node by surrounding
it with malicious nodes, cutting it off from the rest of the network. This isolation allows the attacker to mislead the
targeted node, either by convincing it to approve fraudulent transactions or by withholding updates from the broader
network. In this way, the attacker can control the information seen by the isolated node and manipulate its actions
without necessarily affecting the entire network. Permissionless systems that are highly resistant to Sybil attacks
typically implement proof-of-work or proof-ofstake principles. Conversely, mechanisms with weaker resistance often
rely on reputationsystems to counter such threats[64].

7.3 DOUBLE SPENDING ATTACK

An attacker exploits weaknesses in the consensus process to create a situation where he can spend the asset
multiple times. There are several ways to double-spend, as follows.[63]:
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a. Race attack: The attack begins when two different transactions are created in rapid succession to spend funds
that are only enough for one transaction: one for the merchant and the other for himself or someone eke. He hopes that
both transactions will be validated and included in the blockchain. Double spending will occur if the merchant accepts
the transaction beforeits confirmation.

b. Finney attack: This type requires the attackerto mine a block as one of the miners. The attacker prepares ablock
that contains a transaction, sending coins to either his own address or another address under his control. The attacker
then sends a second transaction containing the same amount of coins to a different recipient, such as a store or service,
using the normal network protocol. Once the recipient receives or confirms it, the attacker releases the pre-prepared
block containing the initial transaction, leading the network to believe it contains the actual and correct transaction and
adding the block to the blockchain. Consequently, the network invalidates the second transaction because the initial

transaction has already used up the coins. The attacker will succeed in recovering his money, along with the goods or
services provided by the store or merchant.

Blockchain
Attacks
|
[ I I ]
Consensus and
y Peer-to-peer Smart contract- .
Iedga;ttetralgl?:.ed network attacks based attacks Wallet-based
| | g | ; t L Parity multisig
Finney attack Sybil attack DAO attack wallet attack
—  51\% attack Eclipse attack
Distributed
| Raceattack denial-of-service
— Routing attack

FIGURE 16.- Kinds of blockchainattacks [65]

8. APPLICATIONS OF BLOCKCHAIN TECHNOLOGY

Because of its fundamental principles of decentralization, transparency, and security, blockchain technology has
significantly transformed from being the foundation of cryptocurrencies like Bitcoin to a potent tool that spans various
fields in the real world, as shown in Figure 17. It offers a promising solution to numerous challenges. In this section, we
will explore some of these fields.

e Healthcare

Health data security is crucial for pharmacy companies, as it is valuable and often stored on hospital servers.
Blockchain-based loT technology can help prevent misuse and misuse of health data by allowing doctors to access it
only if the patient permits it, in addition to releasing patients from the hospital's centralized structure and keeping in
constant contact with doctors. This systemensures proper security for personal information [66].

e Education

Implementing blockchain technology as a secure storage solution for educational certification systens to enhance
document security, minimize fraud, and shorten authentication time. Leveraging blockchain allows for the replacement
of traditional systems, paving theway fora new modelin studentinformation sharing [67].

e Cloud computing

Blockchain technology in the field of cloud computing has attracted the attention of many companies that require
security, reliability, accountability, and audibility, as it provides complete tracking of data from modification,

processing, storage, and use, and in the event of any unauthorized action, the responsible entity can be identified [37,
68].
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e \oting

The trustworthiness of blockchain technology makes it an effective option for voting systems. The current
traditional system cannot be trusted as long as it is managed centrally; therefore, it is vulnerable to vote tampering, has
a single point of failure, and is more complex in use. A blockchain-based voting system can save effort and energy by
allowing voters to cast their votes fromanywhere and eliminate voter impersonationand double-voting [69].
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FIGURE 17.- Applicationsof blockchain technology [45]
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e Financial

Blockchain technology has been extensively adopted in the financial and economic sectors for applications such as
trade finance, insurance, money transfers, and stock trading. It facilitates real-time transactions without relying on
intermediaries or banks. Additionally, blockchain enables the secure registration and transfer of asset ownership, such
as vehicles and properties, and ensures theauthenticity and integrity of critical documents and data [70].

e Supply chain

Blockchain technology can ako be utilized in the food supply chain, a crucial sector for human health, food
quality, and pricing. Tracking activities such as farming, processing, production, and distribution creates a tamper{proof
record of food origins. This enhances the ability to identify contaminated supply chains, remove unsafe food before it
reaches consumers, and cut out exploitative intermediaries, thereby improving quality of life and minimizing food
safety risks [71].

e Otherapplication

Various other fields have used blockchain technology to achieve goak that increase their efficiency and raise their
level of performance, for example, but not limited to smart cities, energy trading, insurance, 10T, wireless networks,
crowdfunding, and military purposes [18].

9. POSSIBLE FUTURE DIRECTIONS

Due to its unique potential and growing importance in academic and industrial circles, blockchain technology
offers numerous promising directions for future development. We will briefly describe some ofthese directions.

e Scalability solutions

Blockchain has revolutionized cryptocurrency and completely changed the management of data and transactions in
the digital world due to its decentralized nature, improved transparency, increased security measures, the ability to
facilitate commercial trading between untrusted parties, and its contribution to preventing fraudulent activity. However,
the primary issue with blockchain systens is their limited scalability, as they can only process a maximum of 7
Transactions Per Second (TPS) in Bitcoin and not exceed 30 transactions in Ethereum. Therefore, addressing or
eliminating these constraints will be a significant milestone in advancing blockchain technology, enabling various
applications without compromising or affecting systemdecentralization and security.

e Mobile Crowdsensing based on Blockchain

Many academic researchers have dedicated their endeavors to utilizing mobile crowdsensing MCS in combination
with blockchain technology. The primary reason for this correlation can be attributed to shared factors mentioned as
follows: First, blockchain technology depends on distributed ledger technology (DLT), which requires a significant
nunber of MCSN participants. Second, blockchain’s decentralized nature ensures that data collected from mobile
devices remains tamper{proof. In MCS systems, ensuring that the sensed data is reliable and hasn't been modified by
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any malicious entity is crucial. Blockchain's immutability and cryptographic security can protect data integrity by
maintaining an auditable ledger of all data submissions. Third, blockchain enables the use of cryptocurrency tokens or
other forms of rewards to incentivize participants. Smart contracts on the blockchain can automatically reward users
based on predefined conditions, like data quality, quantity, or frequency of contribution. Fourth, blockchain can
enhance privacy by allowing users to contribute anonymized data while proving its authenticity, thereby protecting the
privacy of participants. Fifth, blockchain, especially in combination with reputation systems or proof-of-data
mechanisms, can help verify the authenticity and reliability of submitted data by tracking the history of data
contributions from individual users and their reputations within the system. Lastly, blockchains can help scale
crowdsensing systems by allowing multiple participants to contribute data across different geographical locations or
applications, such as environmental monitoring, traffic monitoring, or smart cities.

e Energy-efficient consensus mechanisms

In light of the growing concems about the environmental impacts on climate security around the world caused by
blockchain mining devices, which result in increased carbon emissions and a higher water footprint for Bitcoin in
addition to consuming a large amount of electricity, many researchers are tuming to find altemative solutions that
would develop more efficient and energy-saving consensus algorithms.

¢ Integrationwith Al models

Blockchain technology can bea highly reliable data source for Al algorithms, secure training data, create auditable
records, and enhance the accuracy of Al-driven processes such as supply chain tracking, predictive analytics, and
medical diagnostics. Therefore, it can lead to enhanced Al outputs and increased transparency in decision-making
processes.

10. CONCLUSION

The paper contributes a detailed review of blockchain technology's architecture, characteristics, and features based
on an investigation of several research papers that focus their methodology on this technology. While blockchain
overcomes the major limitations of traditional systems, It continues to encounter considerable obstacles regarding
scalability and energy consumption. We have discussed the typical consensus algorithms that describe how peers
achieve data consistency and integration and compared these mechanisns using diverse metrics. Moreover, the paper
presents an analysis of the DLT, which provides clear insights into their suitability in different applications. Finally,
future research must pivot on scalability solutions, developing consensus mechanisns that are energy efficient, and
integrating blockchain technology with artificial intelligence that can expand its practical utility and revolutionize
secure and decentralized systems.
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