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Abstract

As life progresses and develops, cryptography has become an indispensable science.
The development of this science has given flexibility and security in exchanging
information and data of various kinds by making it difficult for unauthorized persons
to access them.

In this paper, we proposed a new NTRU-like encryption scheme using a different
mathematical structure for the public key, as well as for text encryption and
decryption to have more resistance to attacks, which makes this method suitable for

many applications.

1. Introduction

Online banking and shopping have made cryptography commonplace. Many
users also prefer to encrypt their data, while others encrypt emails. As a result, to
comprehend modern encryption, one must first comprehend the mathematics that
underpins it. The strength of encryption is affected by the computational complexity
of the algorithms employed to decrypt it. In 1997, Coppersmith and shamir [1]
demonstrated the NTRU encryption effectiveness against Lattice attacks. In 2002,
Gaborit et al. [2], introduced a new cipher system analogous to NTRU called CTRU,
which is based on the F,[x] /(x" — 1). In 2005, Coglianese and Goi [3] presented an
improved cipher system for NTRU called MaTRU, which uses a more efficient linear
transformation with a security level like that of NTRU. In 2007, Sari and Puri [4] used
the same key to encrypt and decrypt data using a stream of ciphers. In 2009, a
quaternion-based public key cryptosystem QTRU is constructed by Malekian et al.
[5], the conclusion is that QTRU is more resistant to some attacks than NTRU.

In 2010, a new version of the NTRU cipher system was introduced by researchers
Nevins et al. [6] in which the original NTRU ring is replaced by the Einstein integers
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ring, such that Z + wZ={a+wb |a,b€Z, i’=-1, 0 = e2i3}. In 2010, Malekian
and Zakerolhosseini [7] suggested a new algebra called Octonion algebra which is
characterized by being noncommutative, non-associative, and by having alternative
algebraic structure, this algebra is used to structure a new public key cryptosystem
called OTRU. In 2013, Lei and Liao [8] used the NTRU lattice cryptosystem to create
a new NTRU key exchange protocol. In 2015, Majeed [9] proposed CQTRU, a new
cryptosystem based on commutative quaternion algebra, CQTRU is more resistant to
attacks than NTRU.

In 2016, Yassein and Al-saidi [10], [11], [12] presented the binary and hexadecnion
algebras and this algebra is used to structure BITRU and HXDTRU, respectively.

in 2018, Yassein and Al-saidi [13], [14] suggested a new public key cryptosystem
analogous to NTRU based on bi-cartesian algebra which is called BCTRU. In 2019,
Lyubashevsky and Seiler [15] created NTTRU, which creates public keys and cipher
text with an approximate size of 1.25 KB at the 128- bit security level using the
number theoretic transform (NTT) over the cyclotomic ring Z;eg,[x] / (x768 —
x38% +1). In 2020, Yassein et al. [16] suggested a new algebra called carternion
algebra. This algebra is used to structure a new cipher system called QOBtru. In
2020, Yassein et al. [17] proposed a new commutative quaternion algebra to create a
new public key cryptosystem called NTRTE.

In 2021, Yassein et al. [18] presented QMNTR, a new mathematical structure with
two public and five private keys, as an enhanced cipher system for QTRU. Shihadi
and Yassein [19] introduced a new public key cryptosystem analogous NTRU based
on tripternion algebra which is called NTRS. Also, Abo-alsood and Yassein [20]
suggested the bi-octonion subalgebra of octonion algebra, which is used to create a
new public key cryptosystem called BOTRU. Shihadi and Yassein [21] introduced a
new public key cryptosystem analogous NTRU based on tripternion algebra which is
called NTRsH. Abo-alsood and Yassein [22] suggested the subalgebra of octonion
algebra called Qu-octonion subalgebra, which is characterized as being non-
commutative and associative. This algebra is used to structure the cipher system
called QOTRU.

In 2022, Shihadi and Yassein [23] suggested an improved NTRU system called
NTRtrn. Also, Abo-alsood and Yassein [24] proposed an encryption system that is

characterized by its security and high efficiency, called TOTRU.
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In 2023, Yassein et al. [25] design Secure Variant of NTRU-encrypt called QuiTRU
via multi-dimensional HH-Real algebra. Also, Yassein et al. [26] proposed an

alternative to QTRU called AHqTr depends on sign based on quaternion algebra.

2. NTRU Cryptosystem
This section proposed a brief about the NTRU [1]. It based on the truncated
polynomial ring of degree N — 1, where N is prime number. NTRU indicated by K =
Z[x]/(xN — 1), such that K, = Z,[x]/(x" — 1) and K, = Z,[X]/(x" — 1) refer to
ring of truncated polynomial mod p and mod q respectively, where gcd(N,q) =1
and gcd(p, q) = 1 with g is significantly larger than p. The basic subsets which used
in NTRU defined as the following:
such that f'(x) has df coefficients equal to 1, d; — 1 equal to —1 and Ly = {f € K|
the rest 0}.
such that g(x) has d, coefficients equal to 1, d; equal to —1andthe L, = {g € K|
rest 0}.
such that r(x) has d,. coefficients equal to 1, d,- equal to —1 and the L, = {r € K|
rest 0}.
L, = {m(x) € K| m(x) is chosen modulo p between —p/2 and p/2}.
Table 1 shows the three phases of the NTRU cryptosystem:

Table 1: Summarize of NTRU cryptosystem

Alice Bob

Key generation

Choose private f € L, that invertible in
K, and K.

Choose private g € L.

Compute f;* inverse of f in K,,.
Compute f,,; ! inverse of f in K,,.
Compute h = f;=! * g(mod q).

Send h to Bob

Encryption
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Choose the plaintext m € L,,.
Choose arandom r € L,..

Use the public key h to compute e =
ph * r + m(mod q).

Send the ciphertext e to Alice.

Decryption

Compute a = f * e(mod q)
=pg *r + f *m(mod q).

Compute m = f,, *a(mod p).

3. TATRU Cryptosystem
A new public key cryptosystem is introduced called TATRU which depends on
truncated polynomial rings K = Z[x]/(x" —1),K, = Z,[x]/(x" = 1) andK, =
Zq4[x]/(x" — 1) and the same public parameters (N,p,q), L¢, Ly, Ly, and Ly, in
NTRU and subsets L,,, L, and L, which are defined as following:
L, = {w € K| such that w has d,, coefficients equal to 1, (d,, — 1) equal to —1 and
the rest 0},
L, = {@ € K| such that ¢ has d, coefficients equal to 1, (d,, — 1) equal to —1 and
the rest 0},
L, = {a € K| such that a has d, coefficients equal to 1, d, equal to —1 and the rest

0.

The TTRU cryptosystem goes through three phases, which are summarized as
follows:
I. Key generation phase

The recipient generates the public key h by selecting four private keys f €
Lr,g € Ly, and ¢ € Ly, such that f has an inverse f; " and f,* (f; ' * f = 1 mod q
and f,;”' * f = 1mod p ), ¢ has an inverse mod q denoted by g7 ! (7! * ¢ =
1 mod q ), and the following formulas:
h= fyt*g* @g* (mod q)

The private key setis {f, g, ¢}.
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I1. Encryption phase

At this phase, the sender encrypts the plaintext m € L,, and makes it ciphertext
e by selecting two private ephemeral keys r € L, and a € L, and using the following
formula:

e =p(h*r + a) + m (mod q).

I11. Decryption phase
After receiving the encrypted message, the recipient takes several steps to
retrieve the plaintext m, as follows:
Compute:
a= f*xe(modq)
= f*x (p(h*r+a)+m)(modq)
=pf*x(h*r+a)+ f*+m(modq)
=pf*(h*r)+pf*a+f*m(@modq)
=pf «((f7 + g+ @7%) *7) +pf *a+ f xm(mod q)
=pg* ¢g *7+pfxa+f+m(modq)
Take
b =ax*¢@ (modq)
=pg*r+pfraxe+frmxe (modq).
The coefficient of the polynomial pg * r + pf * a * ¢ + f * m x ¢ (mod q) most lie
in the interval (—q/2,q/2].
According to suppositions, when reduce pg *r +pf *a *x @ + f * m * ¢ (mod q)
to mod p, theterm pg = r + pf * a * ¢ vanishes and the term f * m * ¢ (mod p)
remains.
Assume, s = f*mx* ¢ (modp)
fy ' *s =mx* @ (mod p)
fy ' *s* @yt =m (mod p),
the coefficients within range (—p/2,p/2] are then adjusted. Pseudocode (3.3)

demonstrates decryption phase.

Table 2: Summarize of TTRU cryptosystem

5
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Alice

Bob

Key generation

Choose private f € Ly that invertible in K, and
K,.
Choose private ¢ € L, hat invertible in K, and
K,.
Choose private g € L, that invertible in K, and
K,.
Compute f; ! inverse of f in K, .
Compute f,, ! inverse of f in K, .
Compute ¢, * inverse of ¢ in K, .
Compute ¢, inverse of ¢ in K,
Compute h = f;1 * g * @z (mod q).

Send h to Bob

Encryption

Choose the plaintext m € L,,.
Choose a random r € L,..

Choose a random «a € L.

Use the public keys h to compute
e =p(h*r+ a)+ m(mod q).
Send the ciphertext e to Alice.

Decryption

Compute a = f * e(mod q)
=f* (p(h*r+a)* m)(modq)
Compute b = a * ¢ (mod q)
b =ax*¢@ (modq)
=pg*r+pfraxe+frmx @ (modq).
s = b (mod p)

m= f,;'*sx*q@, (mod p).

4. Performance Analysis of TTRU
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4.1 Security of TTRU

TTRU security is based on the security of the key and the security of the message
(ciphertext) through the private keys that make up the public keys h and the private
keys on which the ciphertext e is based.

Assuming the space L, shall be larger than the spaces Ly and L, the security of key
depends on the site of spaces Ly and L, of private key f and ¢ respectively, which are

given as following:

N\ /N—d i
L = = @mz(N-zd,)’
d )\ d
and
N\ /N-—d, §
Ly = = W@ph?(N-2d,)!’
dy dy

Therefore, the space of key security is equal to

(ND?
(df!dy)2(N-2df)!(N-2dy)!

Depending on the space L, and L, of the private keys r and o respectively, which are

given as the following:

N N - dr
N!
Lyl = ; . = @D2(N-2dp)!’
r r
and
N N - da
N!
Lol = ; ; T (daD2(N-2dy)!
o (04

Therefore, the space of message security is equal to:

(N1)?
(dy!dgD?2 (N—2dp)!I(N—-2dg)!"

4.2 Execution Time of TTRU

The TTRU time depends on the number of mathematical operations
(convolutional multiplication and polynomial addition) for the key generation,
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encryption, and decryption phases. Table 2 shows the execution time of the TTRU

encryption scheme.

Table 2: Execution time of TTRU

Phases Mathematical operations
Key : o

) Three convolution multiplications
generation

) Two polynomial addition and one convolution
Encryption o

multiplications

) Two polynomial addition and five convolution

Decryption

multiplications

Therefore, execution time is equal to 9t + 4t; where t is number of multiplication

times and t, is addition times.
5. Conclusion

TTRU is like NTRU public key cryptosystem depends on truncated polynomials
ring. In terms of key security and message security, TTRU is more secure than
NTRU. In terms of time, TTRU is a slower than NTRU, But this problem can be
addressed by reducing the value of the degree of the polynomial. NTRU is a special

case of TTRU in which the private keysis ¢ = a = 1.
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