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Employment of Chinese Cyber Power in Regional Conflict
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Abstract: Cyberspace is a new arena for conflict between international
powers, especially since the cost of cyber—conflict is less than its
traditional warfare counterparts regardless of the nature of the weapons
used, whether traditional or non-traditional. Cyber conflict is necessarily
based on strategies to deter, attack, and defend. The aim of the
cybercrime conflict is to ensure the defensive sufficiency of the state,
ensuring its national security and safeguarding its supreme interests.
Despite Japan—-China relations characterized by convergence and
cooperation in post-Cold War economic spheres, Japan continues to
retain the growing Chinese influence in East Asia. These variables
prompted Japan to announce a hedging strategy due to uncertainty
about the intentions of the rising power in the region, which is important
to China. China has many memories of Japan's militarization from
World War |, World War Il, and beyond, when Japan became the
cornerstone of the U.S. containment strategy for popular China in
1949. Therefore, this study aims to define cyber power, regional conflict
management strategies, and cyber power pillars in general. The study
also elaborates on the Chinese strategies used in cyber actions in its

conflict with Japan after 2017.

Keywords:— Cyber power, regional conflict, existential threat, regional

actions, Japan, China.
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