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This paper has been developed to compare encryption algorithms based on
individual magic squares and discuss the advantages and disadvantages of each
algorithm or method. Where some positions of the magic square are assigned to
the key and the remaining positions are assigned to the message, then the rows,
columns and diagonals are summed and these results are as ciphertext and in
the process of decryption the equations are arranged and solved by Gauss
elimination metod. All algorithms were applied to encrypte the text and images,
as well as using both GF(P) and GF(2%), and the speed and complexity were
calculated. The speed of MS9 by using GF(P) is 15.09085 Millie Second, while
by using GF(2%) it will be 18.94268 Millie Second, and the complexity is the
value of the ASCII code raised to the exponent of the number of message
locations multiplied by the value of the prime number raised to the exponent of
the number of key locations.

1. Introduction

Due to the development of software in the modern age of life, the need to develop encryption
algorithms to protect data when transmitted over the Internet [1].

Which led to the development of many different encryption algorithms, and the focus was on
developing encryption algorithms that are not known (known algorithms as AES,RSA,DES,...etc) in
general and focusing on their development [2].

In this paper, the advantages and disadvantages of encryption algorithms using several types of single
magic squares of different sizes compared [3].
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Since the idea of the emergence of the magic square is very old, dating back to B.C times, as it was
found in ancient books such as one of the books of one of the well-known chemists, Jabir bin Hayyan

[4].

As well as entered magic squares in several different fields such as sorcery, astronomy and many
games [5].

Mathematicians and cryptologists are the other ones who used magic squares and it was introduced
into the field of cryptography [6].

A group of intelligence games whose idea was based on the idea of magic squares such as chess,
Sudoku and others, as the movement of the clicker in the chess game was the basis of its idea based on
the magic square as mentioned by some books [5].

The following is a set of previous works related to the idea of the current paper, which based on the
cryptography or the magic square:

In 2009, Ganapathy et al developed an encryption algorithm that produces a different ciphertext using
the magic square as an alternative approach to dealing with ASCii code , which depends on the seed
number of the magic square and the starting number so that the resulting result cannot be traced easily,
which gives high security [7].

In 2014, Dharini et al. developed an encryption technology to increase security in cloud computing in a
way that the use of the RSA algorithm was combined with the magic square to provide more security

[8].

In 2015, Duan et al. developed an encryption algorithm based on the idea of a odd magic square using
two specific magic squares, and the complexity and speed of the proposed work were calculated [9].

In 2017, Umar proposed an encryption algorithm to get rid of the problem of repetition in the ASCii
code using the magic square of order 32, which was able to easily track the matter and solve the
problem and give more security and provide a high level of security [10].

In 2019, AL-Hashemy et al proposed a 3D encryption algorithm to encrypt color images based on the
magic square, where a number of random keys are generated in the size of the image to be encrypted,
then the image is divided and the magic square is used, then the XOR binary operation is used [11].

In 2020, Mohammed et al proposed an encryption algorithm based on the magic square and with the
help of matrix with size 4 x 4 | where the proposed algorithms were used for encryption and data
hiding, relying mainly on the magic square, and all results depended on the specified field GF(2%) [12].

2. Previously technologies and advantages

Magic squares have many well-known distinctive properties so that, as in the game of Sudoku, the sum
of each row, column or diagonal is one fixed result that called the magic constant. This kind of magic
square called a normal magic square [13].
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The magic square called Prime Magic Square if it contains all the properties of the normal magic
squares in addition to the fact that all the numbers in the magic square are prime numbers [13].

The magic square is treated like ordinary matrices, as it has different sizes such as matrices where it is
called magic square of order three (MS3), magic square of order four (MS4), magic square of order
five (MS5)....etc [3].

The magic square is called the composite Magic Square if it contains all the properties of the normal
magic squares, in addition to that if the outer numbers frame of the magic square is removed, the
remaining result will remain a magic square and so on until reaching to the smallest magic square size

[4].

Magic squares are used in encryption, where some locations are assigned to the key and the remaining
locations are assigned to the message. Then the sum of each row, column and diagonal is calculated
according to the known properties of the magic square [14].

Contrary to the properties of the magic square that the sum of the row, column or diameter is equal, in
this case of using the encryption algorithms , the sums are not required to be equal [14].

After studying these equations resulting from summing all the rows, columns and the main and
secondary diagonals every one of them separately, it was found that there is a dependency in two of
them in every magic square, and this reliability includes all the odd magic squares that are being
studied in this paper [14].

In all the magic squares that have been studied in this paper, the first cancelled equation is located in
the middle of the rows and the second in the middle of the columns in relation to the magic squares of
order three (MS3), of order five (MS5), of order seven (MS7) and of order nine (MS9) as in the
following figure 1[15]:

x x

X x

a- MS3 b- MIS5 c- MS7 d- MS9

Figure 1. The cancelled equations in the odd magic square.

These resulting sums represent ciphertexts that the recipient will receive. Which its number is equal to
the number of the message locations in the magic square used [15].

On the other hand, the recipient will receive the encrypted texts with his possession of the key as value
and positions and will solve the equations together as linear equations to get the original information
sent, whether texts or images [15].
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The proposed system for solving equations is all subject to the specified field, which depends on a
certain prime number [5].

Through the analyzes and statistics used in this paper, the equations have been solved by Gaussian
elimination [16].

Since the current devices used depend on the 8-bit system, the proposed system was developed with
encryption from the field based on the prime number GF(P) to the use of the polynomial number,
which all field is based on GF(2°) [6].

These techniques in the magic squares depend on generating keys and assigning randomly generated
and their values are between (0-255) [16].

As for the distribution of key locations, it is done randomly, provided that a line, row, or column is not
completely canceled [15].

3. A set of cipher examples using odd magic squares:

Here are full examples showing the encryption and decryption processes for odd magic squares, as
follows:

3.1 Example of using MS3:

e The Encryption
It is assumed that the key values used areas { 3, 7, 9}.
While the values of the message to be encrypted are {4 ,4,4,4 ,4 , 4}

It is assumed that the following key locations have been chosen:

3|7
9

Figure 2. The key choosing in MS3.

Then the remaining positions are filled with the message as follows :

3(7|a
alo| a
alala

Figure 3. The MS3 with key and message.

Then the six totals are calculated according to the following equations:
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klk klk k| k klk klk klk
k k k Kk k k
@ (b) (©) (d) () ®

Figure 4. The equations used in MS3.

Thus, the following sums will be formed, which will be a ciphertext sent to the other party.

Suml=11,Sum2=12,Sum3=14,Sum4 =12, Sum5 =16, Sum6 = 17.

e The Decryption

The receiving party will have the key and the ciphertext and have 6 unknowns whose values will be

the values of the sent message when known. The unknown values will be assumed by X1 - X6 as
follows:

3 7 K1
K2| 9 | K3
K4 | K5 | K6

Figure 5. Arranging the known information by the recipient prior to the solution.

And based on the six equations that he adopted in the encryption process, the following table will be
formed by the recipient. So that if the unknown is present in the equation, the value 1 will be placed
in the table position, and if it is not present, the key number will be present, the value 0 will be
placed in the table position and the key value will be subtracted from the old sum.

rest of the sum
Xi| Xo| Xa| Xa| Xs| X6 | (51 sum — the key value if found)
0J1]0[1]0]0 8
1]0]1]0]0]1 12
1/lolojo|O0]|oO 4
olo|o|1]1]1 12
ololoflo]O0]1 4
1/o0olol1]0]0O0 8

The equations will be arranged so that the principal diagonal does not contain a zero as follows:
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rest of the sum
Xi| Xo| Xg| X4 | Xs| X (old sum — the key value if found)
1/olo[o0o]o]oO 4
ol 12]o0[1l0]o0 8
1l0]1]00]1 12
1/olof[1]o0]o0 8
0ololo0|1]|1]1 12
0lo | 00|01 4

The previous equations will be solved together by Gaussian elimination, where the triangle part
below the main diagonal will be solved first, where all numbers outside the main diagonal will be
eliminated by using the Gaussian elimination rules which represent by adding or subtracting two
equations together or multiplying a certain equation by a constant and depending on GF(P), then the

triangle that lies above the main diagonal is solved also by applying the Gaussian rules of
elimination down to the following form:

rest of the sum
Xi| Xo| Xg| X4 | Xs| Xe (old sum — the key value if found)
1/0l0]0]o0]o0 4
0l12/l0/l0|0]oO0 4
0lo0|1]0]0]o0 4
0l0|0|21]0]0 4
0lo |00l 1]o0 4
0lolo0o|o0]|o0]1 4

Then the resulting final sums will represent the value of the original texts sent

{4,4,4,4,4, 4},

3.2 Example of using MS5:

The Encryption

By using MS5 there will be 5 sums for rows and 5 sums for columns with two sums for each
diagonal , the grand total will be 12 sums, and that there are two sums of them that will cancel out

due to the dependencies which are the row in the middle and the column in the middle, so the sums
that will be used in the encryption are 10 sums.

Thus it is assumed that the selected key locations are as follows:



Ibrahim Malik Alattar , Abdul Monem S. Rahma, Al-Qadisiyah Journal of Pure Science 26, SPECIAL ISSUE NUM.4 (2021) PP.559-572 565
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~ |~
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Figure 6. The key choosing in MS5.
It is assumed that the message to be encrypted is {5,5,5,5,5,5,5,5,5,5}

And the key used is {1, 2, 3,4,6,1,2,3,4,6,1,2,3,4,6 }.

MS5 will be as follow:

SN T RIS U
SIS INNIN)
ul|w oy |
N[ (U1

UlON =W

3 6 |5
Figure 7. MS5 before the encryption.

N

The ten sums will be calculated and the results will be as follows, and they will be considered
ciphertext and sent to the second party.

Suml1=18 , sum2=23 , sum3=19 , sum4=23 , sum5=20 ,sum6=12 , sum7=25, sum8 = 21 , sum9=25
, Sum10=22.
The Decryption

The receiving party will have the ciphertext and the following information where it will enforce the
unknowns X1 -X10.

Ki1|1 |2 |K2]|K3
3 |K4/4 |6 |K5
1 [2 |K6|3 |4

6 |1 |K7|K8]|2
K93 |4 |6 |Ki10

Figure 8. The arranging information by The recipient for MS5.

By creating the solution table, putting the value 1 in the case of found the unknown in the equation,
putting zero in the case of found the key value and subtracting its value from the sum, the solution
will be as follows:
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X1 X2 X3 X4 X5 X6 X7 X8 X9 X10 SUM
1 1 1 0 0 0 0 0 0 0 15
0 0 0 1 1 0 0 0 0 0 10
0 0 0 0 0 0 1 1 0 0 10
0 0 0 0 0 0 0 0 1 1 10
1 0 0 0 0 0 0 0 1 0 10
0 0 0 1 0 0 0 0 0 0 5
0 1 0 0 0 0 0 1 0 0 10
0 0 1 0 1 0 0 0 0 1 15
1 0 0 1 0 1 0 1 0 1 25
0 0 1 0 0 1 0 0 1 0 15
After arranging the equations, we get the following:
X1 X2 X3 X4 X5 X6 X7 X8 X9 X10 sums
1 0 0 1 0 1 0 1 0 1 25
1 1 1 0 0 0 0 0 0 0 15
0 0 1 0 1 0 0 0 0 1 15
0 0 0 1 0 0 0 0 0 0 5
0 0 0 1 1 0 0 0 0 0 10
0 0 1 0 0 1 0 0 1 0 15
0 0 0 0 0 0 1 1 0 0 10
0 1 0 0 0 0 0 1 0 0 10
1 0 0 0 0 0 0 0 1 0 10
0 0 0 0 0 0 0 0 1 1 10

After applying the Gaussian elimination rules based on GF(P), we will get the original text in the
sum column as follows:

>
—_
><
N
>
w
>
N
>
u
>
(o)}
>
AN
>
[ee}
>
O
>
[N
(e}

sums

wu

OO0 |0 |0 |OC(Oo|OC O
O|C|IC |0 |0 OO (O|m|O
OO0 |0 |IC|C(O|R (OO
OO0 |0 |0 |O(Rr[OC|O|O
OO0 |0 |IO(R (OO0 |0
OO0 |I0O|IR (OO |O|O |0
O|C|IC|IR|IOOC(OC|C|O|O
C|OoO|R|IO|IOOC(O|O |0 |0
O |OC|I0C|ICC(O|OC|O|O
=[O0 |OC|O|C
vcror|joi|jor|or|o|u|ul|u

Also, a text message encrypted and decrypted was done with MS5 and a clarification of the Gaussian
elimination process see appendix 1.

3.3 Example of using MS7:

e The Encryption

In the case of MS7 there will be 14 sums as 7 sums for rows, 7 sums for columns, and 2 sums for
each of the diagonals, the cancel two sums for each row and column (which are in the middle).

It is assumed that the message to be encrypted is {3,3,3,3,3,3,3,3,3,3,3,3,3,3} and the key used is
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{2,4,6,8,10,12,14,16,18,20,22,24,26,28,30,32,34,36,38,40,42,44,.......70} (the length of the key is
35).

It assumed that the selected key locations are as follows:

klk |k
klk
k |k |k

o
—

slzslaaisn

klk
k k
k |klk

| | | o | o
|
| | |

e

Figure 9. The key positions in MS7.
After placing the key values in their positions in MS7 and filling the remaining locations with the
message, 14 equations will be collected and the result will be sent as ciphertext to the other party.
e The Decryption

After the keys are placed in the agreed positions as in Figure 9 and the remaining locations will
remain unknown the unknowns will be X1-X35.

Then the table will be formed as in the example of using MS3 and MS5 by putting the number 1 in
the formed table in the case of found the unknown in the equation used and putting the value zero if
there is a value for the key and subtracting its value from the sum.

Then the equations are arranged so that the main diagonal does not contain the value zero.

Then The Gaussian elimination rules are used based on GF(P) to retrieve the sent message
{3,3,3,3,3,3,3,3,3,3,3,3,3,3} .

3.4 Example of using MS9:

e The Encryption

When using MS9, there will be 18 sums after cancelled which have dependencies.

And it is assumed that the following key locations have been selected:

K| K| K| K|K|K K

K| K K| K|K K|K|K
K K K| K K K|K|K
K| K K| K|K|[|K
K K K K| K K| K
K K|K|K K| K|K

Figure 10. The key positions in MS9.

Where there will be 63 key locations. The 18 sums will be calculated and the results will be sent as
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encrypted text to the other party.

e The Decryption

As in MS3 , MS5 , and MS9 a table will be created based on key values and ciphertext , values for
unknowns X1-X18 will be assumed.

Then the equations will be arranged. Then the equations will be solved by Gaussian elimination and
depending on GF(P) to retrieve the original text sent.

4. Analysis of the results:

4.1 Comparison Summary

After applying the previous proposed algorithms MS3, MS5, MS7 and MS9, and by using each of
GF(P) and GF(2%) ,the value of speed, complexity and other information has been put in a table to
summarize everything that matters to the algorithms and give a brief and accurate summary as follows
in Table 1.

Tablel. Comparison of the sizes of different magic squares.

MS The Message keys . Encryptlcl)n /
type of . o The complexity Decryption
Order positions | positions .
GF average time
MS3 GF(P) 6 3 (256)¢x (P)3 27.45215
MS3 | GF(298) 6 3 (256)6x (256)3 07.89478
MS5 GF(P) 10 15 (256)10x (P)15 24.54793
MS5 | GF(28) 10 15 (256)10x (256)15 11.79402
MS7 GF(P) 14 35 (256)14 x (P)35 18.14987
MS7 | GF(28) 14 35 (256)14 x (256)35 16.20036
MS9 GF(P) 18 63 (256)18x (P)63 15.09085
MS9 | GF(298) 18 63 (256)18 x (256)63 18.94268

The following Figures 12 and 11 show a comparison of the complexity of magic squares using GF(P)
and GF(2%), respectively.

GF(P)
6E+232 = MS3
4E+232 MS5
MS7
2E+232 MS9
Al S
0

Figure 11. The complexity in the different sizes of MS using GF(P).
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GF(2%)
.
1.2E+1895 //
1E+195 ) e
8E+1594 - = MSES
6E+194 /// MET
4g+194 7 MSS
ser10a |- —
o

Figure 12. The complexity in the different sizes of MS using GF(2%).

The following Figures 13 and 14 show a comparison of the execution time of magic squares using
GF(P) and GF(2%), respectively.

GF(P)
30
m MS3
20 m MS5
= MS7
10 m MS9
0

Figure 13. The execution time in the different sizes of MS using GF(P).

GF(28)

20

EMS53
i5
EMSS
u

10 Ms7

mMSS

o

Figure 14. The execution time in the different sizes of MS using GF(2%).
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4.2 Discuss the results

We notice from Table No. 1 that if the size of the magic square increases, the complexity will increase
dramatically, especially when the key locations increase.

We also note that using GF(P) if the size of the magic square increases, the execution time will
decrease.

While using GF(28) if the size of the magic square increases, the execution time decreases.

And when consider the rate of increase in complexity with the increase in time, will note that the
increase in complexity is very large compared to the increase in execution time.

Therefore, we can consider that MS9 is better than MS7, which in turn is better than MS5, and MS5 is
better than MS3 in encryption.

5. Conclusions

When comparing the different sizes of magic squares, many conclusions were obtained from them: If a
large prime number is used, the complexity will be high as well.

When the number of message locations in the magic square increases, the speed will increase.

The larger the size of the magic square will give better results, meaning that MS9 is better than the rest
of the magic squares that were compared.

When using GF(P) on the larger magic squares it will be faster than if it is used on the smaller magic
squares.
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Appendix 1

Will encrypt the message (accountant) by using MS5
and the prime number chosen is (251) and the key
value is all 10 and it's locations will chose randomly
as follows

10 | 10

10 10 | 10

10 | 10 10 | 10

10 |10 | 10

10 | 10 | 10

The remaining locations will filled with the message
after convert it's letters into ASCII code as followed :

a=97,¢=99,0=111,u=117,n=110, t=116.

Then the MS5 will be as follow:

97 | 99 | 10 | 10 | 99

10 |11 {117 | 10 | 10

10 | 10 {110 10 | 10

10 | 10 | 10 (116 ) 97

1100 10 | 10 | 10 116

The encryption process includes calculating the sums
for rows, columns, and diagonals, and deleting what
causes dependency, so there are 10 sums as follows:
{sum1=315mod P =mod 251 = 64, sum2 = 7, sum3 =
243,sum4 = 5, sum5 = 237, sum6 = 240, sum7 = 156,
sum8 = 80, sum9 =48, sum10 = 88).

The decryption process done by put the value 1 if
found the letter in the equation or put 0 if not found
and the remainder will be the sum received minus the
values of keys in that equation as shown:

a c C o u n t a n t rem
1 1 1 0[O0 0[O0 0 0 0 | 44
0 0 0 1 1 0[O0 0 0 0 [ 228
0 0 0 0o 0 1 1 0 0 [ 213
0 0 0 0[O0 0[O0 0 1 1 | 226
1 0 0 0[O0 0[O0 0 1 0 [ 207
0 1 0 1]0 0[o 0 0 0 [ 210
0 0 0 0o 0 1 0 0 0 116
0 0 1 [N 0[O0 1 0 1 | 61
1 0 0 10 1 1 0 0 1 | 48
0 0 1 0[o 1 0 0 1 0 | 68

Then reordering the rows as the main diagonal not
contains 0 as followed:

a C c o u n t a n t rem
1 0 0 0 0 0 0 0 1 0 207
1 1 1 0 0 0 0 0 0 0 44
0 0 1 0 0 0 0 1 0 1 61
0 1 0 1 0 0 0 0 0 0 210
0 0 0 1 1 0 0 0 0 0 228
0 0 1 0 0 1 0 0 1 0 68
0 0 0 0 0 0 1 0 0 0 116
0 0 0 0 0 0 1 1 0 0 213
0 0 0 0 0 0 0 0 1 1 226
1 0 0 1 0 1 1 0 0 1 48

Then these equations will be solved by the gauss
eliminations first will solve the down triangle after
that will be solve the up triangle, in the first triangle
will be start from the first column up to down then
the second column ....etc.

The process of the solution include sum or subtract
the rows or multiply number by row to get rid of
numbers and make all zeros as shown:

Row?2 = (Row2 - Row1) mod 251 as shown:

loJ1]1]o]lo]o]o]o[250][0]88 |
Then the number 1 at the end of the first column is
eliminated by:

Row10 = (Row10 - Row1) mod 251.

And continue for all the down rectangle until reach to
these steps:

a C C o u n t a n t rem
1 0 0 0 0 0|0 0 1 0 207
0 1 1 0 0 0|0 0 250 | O 88
0 0 1 0 0 01]o0 1 0 1 61
0 0 0 1 0 0|0 1 1 1 183
0 0 0 0 1 0|0 250 | 250 | 250 | 45
0 0 0 0 0 1 0 250 |1 250 | 7

0 0 0 0 0 0 1 0 0 0 116
0 0 0 0 0 01]o0 1 0 0 97
0 0 0 0 0 0|0 0 1 1 226
0 0 0 0 0 01]o0 0 0 4 213

Then continue to the second rectangle as the same
methods used until reaching to that:

rem
97
99
99
111
117
110
116
97
110
116

CCICIQ|ICIQ|ICIC|O|m
ClQ|ICQ|ICQC|IC(Oo|m|IOn
ClQ|ICQ|ICQC|IOm OC|IC|n
CQIQCIQ|IQCOm(CIOC|IC|C
ClQICIQIOm|CC|Q|C|=
Clo|ICOm(CIOC|O|IC|=

ClC|IOm|CQC|IC(C|C(C|™
ClOImQIOQ|IC(C|O|C|
Om|CC|CQC|ICC|C|C|=
m|o|C|C|C|C|C|C|o|o|™

Then the reminders represent the original message
before convert it from ASCII to character as follow:

a=97,¢=99, ..etc. > the message is "accountant”.
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