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Abstract

The research is devoted to the analysis of page loading time, which is an important
indicator for any web-site. As a rule, the sites are hosted on web-servers with certain
characteristics. The users interact with the environment is largely aggressive and uncertain
(external threats such as penetration, denial of service, the introduction of code into the
language of structured SQL queries, etc.). It should be noted that there are the
uncertainties generated by hardware and software are also important. Any site can be sub-
is influenced by the influence of the external environment and various subsystems of
servicing the functions of web-sites, which leads to occurrence of contingencies and
generates uncertainty of his work. The degree of uncertainty is cannot always be assessed
on the basis of statistical material alone. This leads to an increase in the number of
methods and means of intellectualizing the performance of evaluations on the basis of
methods of artificial intelligence, and methods based on the use of fuzzy estimates. The
assessment of the security status of Internet sites as poorly formalized objects on the basis
of fuzzy logic methods considered in the article is implemented in the form of technology
for assessing the states of reliability of a web site. The proposed approach allows a more
flexible adaptation to the particular problem and allows diagnosis object already in the
step of calculating an integral index of reliability. Flexibility is achieved due to the fact
that the state of reliability can be estimated At once on several reliability indicators.
Keywords— fuzzy logic, methods of system analysis, metrics, analysis and features of a
web-site.
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Introduction

Currently, information systems (IS) are
actively developing, including the intellectual
ones. An important link in the development of
information technologies are web-sites, which
number is more than 4 billion [1-3], and their
number is growing rapidly. Therefore, the
analysis of the quality and reliability of the
created and operated programs, the underlying
requirements for the work of web-sites are special
requirements. Web-sites depending on the
location of elements (pages, sections, navigation)
and their relationship with each other can have a
different structure [4]. The key ones are linear,
hierarchical and lattice. In the design,
development and operation of a web site as an
information resource, the main criteria and
indicators evaluation of its quality, reliability and
efficiency.

Description of the metrics of websites
The selection of the best characteristics,

which are included in the basis of the web
application, implies the use of such a thing as
"metrics". Basically, the metric represents a
numerical characteristic of the system. When
these characteristics are formed, various factors
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are taken into account [6]. The most common
ones are the mean time between failures MTBF
(ms), access (%), delay (ms), channel bandwidth
(Kb), time to the first byte TTFB (ms), DNS
domain server search time (ms ), redirection of
the universal URL resource pointer, the number
of HTTP requests, the size of the main page (Kb),
the connection time (ms). There are three types of
metrics for assessing web-sites: server, user and
network.

Server metrics allow you to determine the system
resources used and the possibility of resource
conflicts. These metrics are aimed at tracking the
resources of the machine level, such as network,
memory, processor and disk utilization. They
give an idea of the internal conflicts that underlie
the computer. Allocate the hardware and software
metrics of the server systems (see table 1 and
table 2).

Table (1) Hardware metrics of server appliances

Metrics Calculation / Range Comment
Latency - Waiting time before sending data or the time
at the beginning of the transfer.
The shorter portion of the transmitted data,
the more frequently occurs latency.
The transmission speed is characterized by
the maximum channel capacity at large
portions of the transmitted data, while the
costs for latency are reduced
Mean time between | Tu The metric of the work of equipment, set by
failures MTBF NE the manufacturer.
, where TU is the total Due to the reliable operation of modern
working hours; computer equipment, this metric is missing
NE - number of failures from some manufacturers or is given as a
lifetime warranty
Network tracking | (2¢) Describes the time of the system.
indicator where Td is the operating | Similar to the MTBF metric, but only
time; T - total time provides network maintenance problems
Site volume - Number in Kb
Number of | / O | SD* ND, where SD is the I /
operations O disk speed, ND is the
number of disks
Time to firstbyte TTFB | TFB The required wait time before the first byte of
the requested resource arrives from the server
after sending the HTTPGET request
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Table (2) Software metrics of server systems

Metrics Calculation / Range Comment
Number of threads NTh Multithreading
Replication delay Tp Parameter - time in ms

You can track metrics to determine performance
and reliability aspects: It is necessary to be aware
of the interdependence between the system
indicators and the application load. Probably, the
system will need additional hardware resources
(real or virtual). In the case of constant load, data
values increase metrics. This may be due to
external causes: background tasks, constantly
running tasks, network activity or input / output (I
/ O) devices.

WebPageTest.org defines TTFB as the browser
wait time until the first byte of the requested
resource is received, which begins after the DNS
lookup time and connection time [7]. Some
sources combine DNS time, connection time, and
latency in the TTFB metric, since TTFB
represents the amount of time required to respond

to the server and create a web page.

Figure (1) shows the TTFB value of 124 ms,
which is essentially perfect. Typically, the
optimal TTFB should be in the range of 5-180
ms. It is considered that the web page is slow if it
has a large TTFB, since the start time of the
display will be delayed. This is a form of
feedback used to evaluate web sites for
effectiveness research. It should be noted that
(uodiyala.edu) loads most of the components,
such as Java Script JS, CSS style sheets, Flash
animation, not immediately, so the website's
delay is minimal. The delays of the web page are
mentioned in different sources [2, 6]. Metrics
(Figure 1) are as follows:

* DNS lookup time- the time to search for the IP
address for the corresponding domain;

* Connection time - the time required to establish
a TCP connection;

* Timeout - waiting time until the first byte is
received after the connection is established;

* Content downloads time - the time it takes to

download the entire object.

Load First Start User  Speed
Time Byte Render Time Index
120.050s | 0.277s | 2.193s | 0.526s @ 29970

Document Complete

Time Requests

Fully Loaded
s Time  Requests i
In In
9,169 9,169
0 KB 120.050s 107 KB

URL: http://www.uodiyala.edu.ig/
Host: www.uodiyala.edu.iq

1P: 94.228.39.10

Error/Status Code: 200
Priority: Very High

Client Port: 65115

Request Start: 0.135s

DNS Lookup: 27 ms

Initial Connection: 107 ms
Time to First Byte: 124 ms
Content Download: 479 ms
Bytes In (downloaded): 47.6 KB
Uncompressed Size: 47.2 KB
Bytes Out (uploaded): 0.4 KB

Figure (1) Key metrics for web page delay
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Table (3): Hardware metrics of user systems

Metrics

Calculation / Range

Comment

Requests per second RPS

()77

P - memory, PO - RAM, TZ -
preset time

The amount of memory for
programs

Measured in MB

Table (4): Software metrics of user systems

Metrics

Calculation / Range

Comment

Bandwidth of the channel RWIN

RTT

RTT - Round-Trip -Time, RWIN
- TCP receive window

Simultaneous Users

Number

Application response time 100~300

Integral performance of IP in
terms of user [8].

The amount of time between the
appearance of the user's request
to the application and the receipt
of a response to the request.
Depends on the type of user
request, from which user and to
which server it is accessed, from
the current state of the network
elements and the settings of the
operating systems and DBMS [9]

Download time 1-10

The time it takes to fully load a
web page with a browser.
Measured in seconds

Stages of loading a web page: request—
forwarding— searching in the DNS cache—
TCP—

receipt— processing— reply— download.

TTFB can be from 1-5 sec to 100-200 ms, but the
page loads much faster and will be ready for use
in a shorter time. Many web-sites are seeing a
general increase TTFB 5-10 times. There are also
some disadvantages to Gzip compression:

* increases the total server load during
compression;

* Data processing can take a long time, since the
first byte is not sent until the compression is
completed;

* A large TTFB often causes the user to re-create
the current request to the web server, which
increases the overall load and the required
resources due to consecutive requests.

Network metrics are associated with the
emergence of network problems, which are
accompanied by a decrease in productivity.
Network delays lead to an increase in the duration

of query execution (Table 5).
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The application response time, as a rule, is
formed from the time.

* Preparation of user requests;

* Transfer of requests between the user and the
server  through  network  segments and
intermediate communication equipment;

* Processing requests on the server and sending
responses to the user;

* processing the responses received on the user's
device.

To determine the optimal performance of IP in
order to determine which metrics are determining,
a service level agreement must be drawn up
between the various services.

Web pages are often compressed in the Gzip
format to reduce the size of the downloaded file,
which prevents sending the first byte until
compression will not be completed, and greatly
increases TTFB.
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Table (5): Website network metrics

Metric

Formula / Range

Comment

Network Latency

Y(tp +tl+ Q(t)) , where tp is the
packet delay; tl - propagation delay;
Qt - delay in queue

The performance of the network
is extremely important for cloud
applications, as it is a conductor
through which all information
passes

Bandwidth of the channel 126:M55  \vhere RTT - Round-Trip-
RTT+JL '
Time; MSS - segment size; L - loss of
frames
Packet Throughput PPS Rwin \where RTT - Round-Trip-Time; | Reflects the number of frames
lguin - TCP Receive Window tran_smitted per time _unit )
It gives an opportunity to assess
whether the equipment copes
with the load and whether its
performance corresponds to the
declared
Frame loss

iz where W is the segment load
3w

Network availability

MTBF R
——  where MTBF is the mean
MTBF+MTTR

time between failures; MTTR - Mean
Time To Repair

It is used to assess the reliability
and stability of the network.
Displays the time that the
network is functioning without
fail or need to reboot for
administrative or maintenance
purposes

Bandwidth

(Fmax'Fmin): where FmaX-Max.
frequency; and F;, -min. frequency

Response time

B .
—4 | where B the maximum

bandwidth; F is the number of
flows

The average speed of the full
load of the pages of the website.
Use a weighted average score for
users, servers, and day periods.
Time in seconds

Response time is an important indicator, first of
all, for any visitor to the site. Therefore, it is
important for the site owner to download the
main page of the website. Many users do not have
enough speed to quickly download large portals.
Waiting for the page to load fully should not
exceed 5-10 seconds. To date, for example, MS
Windows does not have performance counters to
measure the latency of individual application
requests.

However, there is a "Resource Monitoring" which
is an excellent tool for analyzing network traffic
on the local machine. "Resource Monitoring"
provides information about lost packets and
additional information about the delay of current
TCP / IP sessions. The information about the lost
packets makes it possible to represent the quality
of the connection. The delay describes the time it
takes to completely traverse a TCP / IP packet.
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Approaches to determining the state
Determining the security status of Internet sites is
a complex task, the solution of which requires an
integrated or systemic approach. Diagnosis is
performed based on a fuzzy set. To do this, it is
necessary to determine the degree of fuzziness of
all terms relative to the center.

Let X = {x} be a family of objects denoted by X,
then the set A in X is A = {x, pA (x)}, xeX,
where PA (x) is the degree of belonging of x to A
When the sets A and B (A U B) are joined,
MAUB(X) = Max (LA(X), UB(X)), xeX .

M)

The intersection of A and B (AnB) has the
relation PANB(X)= min(LA(X), UB(X)), xeX.

)
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The degree of fuzziness is determined from the
implication A on B, then we find the inverse
implication B on A and compare the obtained
implications:

A—B =max(4 , B) = max(1 - A, B);

@)

B—A =max(B , A) = max(A, 1 - B);

Yasir .A
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I&)E B = min(A, B) == min(max(1 — A, B),
max(A, 1 — B)).

(5)

Proposed evaluation criteria based on data
collected from publicly available sources

Table (6) : Website working parameter's state

So S1 S2

Ra >8 7

R, >70 45 ~ 55

D > 780 381 ~ 450 321

Tpws >1200 580~ 880 380~ 580 200~ 300 <200
P > 7168 1536~ 4096 700 ~ 1536 180 ~ 350 >180

S4 Ss Se

S3
~ 380 181 ~ 260 5~190

34 ~48 19 ~ 29

Tcon | >5500 1550~750 340~780 t 248~ 286

=50
—gm=s]
-——s)

s3
- =S
—— 5
56

Figure (2) A website condition radar chart for 6-indicators datasets

Based on (Table 6), we construct a diagram
(Figure 2), which shows the position of possible
states of the web site operation in space. It can be
concluded that the closer to the center, the higher
the safety of the site.

Conclusions

The assessment of the security status of Internet
sites as poorly formalized objects on the basis of
fuzzy logic methods considered in the article is
implemented in the form of technology for
assessing the states of reliability of a web site.
The proposed approach allows a more flexible
adaptation to the particular problem and allows
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diagnosis object already in the step of calculating
an integral index of reliability. Flexibility is
achieved due to the fact that the state of reliability
can be estimated At once on several reliability
indicators. Diagnostics at the stage of computing
the integral index of security states is achieved
due to the fact that the calculations can be divided
into different stages. Each stage evaluates any of
the individual indicators, which ultimately leads
to a conclusion about the state of the
corresponding element.
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