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INCREASING ROBUSTNESS OF DATA HIDING
IN AUDIO SIGNALS

'  I lussciu A, Laftn
J)cl)at llticn! ofcotltlrttcr scicticc, Collage of:;cienccs fot' tyontn, Uttiycxit), oI

llab'lan

1-A i rn  o f  thc  Sc l rch
Iu this scilfch, rvc will first study tbc usc o 1- stcganogr aphy rvith cryltogrir|Jry

nrclhods availablo for aLrdio fi lcs, to inorcrsc thc robustucss of rLrdio signals- lhcr '.vc
inrplcnrcrt  algor i thrr  ( lo!v bi t  cncodirg) 1()  hidc :r  ncss.rgc, cncryf lcd wit l l  r r  kc).  i  I
:ur arrr l io l i lc,  so t l ral  i t  can only Lrc dccodcd usiug lhc siLmc kcy (or pLrbl ic Lcy
cnpLolfaf l ry nrclhods cirn trc uscd, i .c.  publ ic/pl ivatc l icys).  Vc rvouLl bc
ir) \ 'csLiNir l i Ig thc di f fcronl rLudio I-on)rats ( i .c.  , , \U, W,\V, Al | l : ,  NII ' i )  curfrr l l ] . ,
lv i r iLr l ) lc f t )r  iur l lcmcntal ion.

2- l  r  t lor l  uct iot t
Inrruir lcrrL Nor ' lc l  rvc \ \ould l r l l  bcablc lo opcnly scud cncryptcd cnr ir i l  ot  lL lc: ;

lo cucl l  othcr.  I  k)wc\,cr lhcfc arc ol tcn cxscs u,hcn this is not possiblc,  s lc l l i t r ro1] l rr l i l r l
c i rn cornc inlo pl :ry.  l f  thc Lr of cryptography is prol t ib i ls,  \1 'c can scrrd clrcryl- '1r( l

mcl;sur ics by hiding lhc cncqlr tcd mo:js l tgc in anothcr innocuous l l lo rr  l r r  '

5 lc l l i rDol!  rphio lcchr l iL lLlcs.
ConpLrtcr I i lcs ( imagc:; ,  soLrnd rccordi l lgs, cvcn disl is)  contrr in rrnLrsc( l  l l

iusiuui l lc i rnt  rrc i ls of  dal l l .  Slcgat lo8mfhy[2] t i lkcs i ldvl t l l t i l i lcs ol  lhcrc :rr t i r : ; .

rc| lacirrg lhcm with inlbnDat;on (cDcryptcd mai l ,  lbr i l ) : r tencc)- l  hc f i lcs crn thcn Lrc

c\clrnrgcd \r i lhonl rDyorc krrowi lrS Nhat rcal ly I ics i rrs idc lhcr)1. Slcgrnolfaphy r i rn

lulso b0 Lrscd 10 pl i rcc a hicldcn "tradcnurk" in nirgcs, I r lusic,  !Dd sof l \ r l l rc,  a tcchlr i  I  lc

fc lar[ \ l  l0 i rs wi l tcr lnarki l l t ] -

3-Cod i r rg  N nrcss : lgc  in  uu t l io  us iug  low-b i t  mc(hod
llulir hiding in audio signals is espccially Lli l l icull sincc tho hLr|ntri i  aull iLIrj

: iyr i lcDl ( l l l \S) opcrutcs ovcr a widc dylr i l  l ic r.rngc. IIo\vcvcr, \vhi lc tbc l iAS ] l lrr j  rr

lr lgc dyrranric r i lne,o, i t  has a fai l ly small di l lcrcntial ransc As x rcsull ,  loud rorrrr ' l  r

lcr to nrxsli oLrl qiiicl soullds. In our nlcthocl, wo will try to c)iploil lllcsc trrLits.
l .orv bi l  cncodingll  I  is onc way ofcnrbcdding dlta ir l lo othcr dlr la strtrct l lrc::

I ly;cplaci g lLrc lcirst signif iclrrt  bit  ofcach s rpl ing point by a codcd birrrrry str ir '" ,
\ \ 'e cao cncodc a largc autount ofdata in an audio signal 

' lhis mcthod is uscl i l l  ot l l l  r11

clolc(1, digiLal- lo diSilal cnviroDntcDts.

I  - l n rp l cn l cn t l t i on
.l- I  -\Lrdi l)Ir i lc lrorinnt

' I  
:rJ usc of stcganography tcohniqucs combincd wjth c|cryption l lecds lhc (|r lr I

..:rd lllc formats. -A data fornat ,rlust including thc lbllowing altribLltcsl l-

. : :Lr) i ! l l re
: alr ir lrncls
:

_ar salrplc
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5-l;ralllc ratc
6-]rrrmc sizc in bytcs

A filc fornrat spccifics thc structurc of a sound filc, and is 'rcprcscnlcd b]' an
tltllia IriLt l ornftt abjcct, wlich contains: 1-Thc filc typc(WAVIl, AU, AIITF, ctc.)

2- ' i  i rc f i lc i ,  icngth in bytcs
- l-  l  i rc lcnStir  of  tht i  audio data cor l taiDcd in thc f i lc
1 An audiolbrnlal  objcct that spcci f ics thc dat: t  fornlat o[ thc audio dal i !  co|taincd i i l

1 l)c f i lc.
Lr inrplcnrc lation , rvc trcilt thc -^U filc .ls 8_bit mu-larv clrcorJpd f5]

. l  2I i I lcr l 'p l ion rDcthod uscd
r\ l:cncral apfroach to Pass\vord-l)lscd cryPtollrlphy is 10 corlrbinc a pr:j:iwortL

\ iLI)  u r i l l t  t ( )  producc l l  kcy. l 'hc sal t  can bc vic lvcd as an irdcx i r t to a larJlc j ict  oL

I icys dc| ivcd l ionl ,  thc lassword, l t )d l lccd nol 1o bc l icf t  sccrct.  So i t  is inpossi l ) l t i  11)

onpo|cDt lo coustrucl  o tablc o1- possiblc kcys An ofponcnl wi l l  thus bc I imit(11 1'r

: ic:rrch;ng lhroul i l  |xsr;wo : icfxralcly for c;rch sal l .  Wc construct kcy dcr ivr l i r ' r r

tcclrr j ( l l rc: j  th iLt  l l fc c\Pcnsivc , to incrcasc lhc cosl  ofcxl l rust ivc scarch'  rr 'c inclut lc ;r ' r

r r " r . .  .  t . .  , | L I  i l l  l l r ,  k . y , l . r i \ . r l r n r l  t ( ( l r r r ' ( l l r r '
Sl l ts . rnd i lcr l t ion:;  count [orrDcLl thc brsis 1br pas: iword bi iscd cncD'| l rorr  ' \

: i i r l l  h irs scrvcd thc furposc of prodrrcing a largc sct ol  kcys corrc: jpol l ( l ing to:r  f i \L I

prr : ; : , rvor ' r l ,  r rnrong rvhich ol lc is : ic lcctcd l l t  randol l l  accordirrg 10 thc sLLlt-  An in( l iv i { l i r i r l

Lcy in lhc :rct  is sclcctcd b :rppl f  in l l  a kcy dcr ivat ion l lnct ion KD|,  es

r)l- r.'l)r(P,s)

\\ihcrc l)li is thc clcrivcll licy, I' is thc pir:isword, S is tho srrlt us showrl in tllc 1lllurri l

l ' l lsslYoft l

Snl t

Itcr:rtiou
Count
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Figure( 1) I(cy Dcrivation tr'unction
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of re function dcfincd in [,rvc cl iosc Pl]KDIrl,  Nh;cl i  cntploys:1 l l tJr
l lncl iorr , in t l) is caso NlD5.
l) l l l (DF I (P,S,c,( lklcn)
O|t iorrs: I lnsh
i r )puL :  I ) ,S ,c ,dk l cn
Whclc 1, is pass$ord

S is a salt
C is i lcnl ion count
I) l i lcn is intcndcd I of<lcrivcd l icy

OLrl jrLrl  DK
r\l11or' i t lul stcps:.

I Sclcct sLri lablc lcngth for dl i lcn.
I : \ |ply hush luuction for c i lcrxt ioDs to lhc concatcnxtioo of thc fesslvo&l P i ln(l  thc
ri, ,1l S, l lrcn cxtIacl thc l lrsl dklcrr 1() producc a r lcrivccl kcy I) l(.1 

1 =l lash(1 S),
l2:I I . tsl( ' l ' l ) ,

TC- llash(1'c- l),
i)K.r l 'c < 0..<lkln-l>

I OrLli)Lrl  t lrc dcrivcd kcy DK. [4]
St'  glrraly:; i : ;  l i rcuscs or lrvo aspcct:
I l)cdccl iorr o1-crrbcddcd;ucssagc, turd
2- l)c: j tr uctio,r o1- cj lbcdclcd urcssagc.

l r  lbc jnrplclrcnl i | l ioD thc dclcct iol l  proccss is di l l lcul t  s i lcc l l r \S hus l  lu ir ly
l i l | r i i l  I  d i l lcrcr) t i i l l  r lngc.

Our iu\) lc lDcl l tal ion is slrong aSciusl  i l l tacks such(l  losL-slcl lo ul l i lc l i ,  Srcl tu
ol l )  r( lack) sincc lhc r l l i rc l ier is unarvarc of thc cDcryjr t ion algori thur ard r lso 1h.
piLr. inrclcrs oi-1hc r lgor i l l l rn.  

' fhcfc 
is no scculc stcgosystcrn i f  thc xl lacl icr  I (no\r ' r ;

both host mcdiLul,  af id stcgo mcdiunl.  l 'hc cncrypl ion adds luolhcr lcvcl  ofsccuri ly
lo i i rc convcnt ioiral  s lcgosystcm. I t  is ncccssirry to nlr i r l ta in thc samro salt  aD(l  i lcf i r t i { ,n
co i r l l l

to icncmtc t l rc sxmc l(cy i r1 bolh cl lcrypt ion and dccrypt ion proccis. ' fh is rcdrrcc thc
l ic l  spacc in a brLrtc force at lack. I lu l  thc sal t  wlt ich is coDpi lcd wi lh thc sourcc co, lc

iLrtl l , nrakcs iL harclcr to gucss. Also thc triplc DDS is rcglrdcd as a altcurrLiyc L()
.{, l l \crLiouaL DllS.' l 'hus l l lc i lnploulcntation showr in thc block diagram fornr r: ir
1rgt. ' )
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of stcSirno8rnfhy ttt : lcks afc:.Stcgo o'Jv a.ack, IIos!stcqo a*acti
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rur rrr,.rypriorr
_r-i,upjror | 1ix dillirclr aLrdjo tbrnrars (\i;V,,riil,). 
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