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I-Aim of the Search

In. this scarch, we will {irst study the use of steganography with cryptography
methods available for audio files, to increase the robustness of audio signals. Then we
implement algorithm (low bit encoding) to hide a message, encrypted with a key, in
an audio {ife, so that 1t can only be decoded using the same key (or public key
cryplography methods can bLe used, ie. public/private keys). We would be
mvestigating the different audio formats (l.e. AU, WAV, AIIl, MP3} currently
avitilable for implementation.

2-Introduction
In an ideal world we would all be able to openly send encrypted email or files

to cach other. However there are oflen cases when this is nol possible, steganograpliy
can come inte play. I the u ol cryptography s prohibits, we can send encrypicd
messages by hiding the enerypted message in another innocucus lile using
steganographic lechniques.

~Computer files (images, sound recordings, even disks) conlain unused or
insignilicant arcas of data. Steganography[2] takes advantages of these arcas,
replacing them with information (enerypted mail, for instance). The files can then be
exchanged withont anyone knowing what really Hes inside them. Steganography can
also be used to place a hidden “trademark” in mages, music, and software, a technique
referred to us walermarking.

3-Coding a message in audio using low-bit method

Dala hiding in audio signals is especially diflicult since the humuini auditory
system (1IAS) operates over a wide dynamic range. [owever, while the HAS has a
larpe dynamic range, it has a fairly small differential range. As a result, loud sowls
teud to mask out qitict sounds. In our method, we will try to exploit these trats.

Low-bit encoding[1] is one way of embedding data into other data structines.
By replacing the least significant bit of cach sampling point by a coded binary string,
we can encode a large amount of data in an audio signal, This method 1s usclul enly in
closed, digital-to-digital environments.

4-Implementation
+-1 Audio File Forinat
I'e use of steganography (echniques combined with cneryption needs the data
s=d file formats. A data format must including the following allributes: 1-
S 2chnique
- Ichannels
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S-Irume rate
6-Frame size in bytes

A file format specifics the structure of a sound file, and is ‘represented by an
Auwdio File Format object, which contains: 1-The file type(WAVLE, AU, AIFE, cle.}
2-The files, length in bytes
3-The length of the audio data contained in the file
4- An audiolormat object that specifics the data format of the andio data contained in
the file. :
In implementation , we treat the AU file as 8-bit mu-law cncoded.[5]

4-2 Fneryption method used

A general approach to password-based cryptography is to combine a passwornd
with a salt to produce a key. The salt can be viewed as an imdex into a large set of
Leys derived (rom (he password, and need pot to be kept seeret. So 1t 1s impossible {0
opponent Lo construct a table of” possible keys. An opponent will thus be limited to
scarching through password scparately for cach salt. We construet key derivation
techniques that are expensive ,to increasc the cost ol exhaustive scarch, we include aa
teration count in the key derivation technique

Salts and ilerations count formed the basis {or password-based cneryption. A
salt has served the purpose of producing a large sct of keys corresponding o a given
password, among which one is sclected at random according to the salt. An mcdividul
key in the set is selected b applying a key derivation [unction KDF, as

DE=HDEP.S)

Where DIC Is the denived lit:y, P is the password, S is the salt as shown in the figure 1

Password , Key 112
o bits
’ ' MPL N
Salt g MD5
>
Iteration
Count

Figure( 1) Key Derivation Function
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ncryption algorithm
"Onc of the function defined in [ ,we chose PBKDII, which cmploys a hash

function ,in this case MDS35.,
PBRDE 1(P,S,¢,dklen)
Options: Hash
Input : P8¢, dkien
Where P is password

S is asalt

C is iteration count

Dklen 15 intended | of derived key
Output DK
Algorithm steps: |

I- Seleet suitable length for dklen.
2 Apply hash function {or ¢ iterations to the concatenation of the password T and the
salt &, then extract the first dklen to produce a derived key DK

T1 =ITash{p\s),

T2=I1ash(T1),

TC= Hash(Te-1),
DI=Te < 0..dkln-1>

3-Cutput the derived key DKL [4]
Steganalysis focuses on two aspect:

I -Dedectuon of embedded message, and
2-Destruction of embedded message.

In the plementation the detection process is difficult since HAS has o [airly
sl differcotial range.

Our mnplementation is strong against attacks such{T{ost-stepge attack, Steyo-
only attack) since the attacker is unaware of the cncryption algorithm and also the
parameters of the algorithm, There 1s no sceure stegosystern 1l the attacker knows
both host medium, arid stego medium, The encryption adds another level of sccunty
to i conventional stegosystem. It is necessary to maintain the same salt and iteration
count
o penerate the same key in both encryption and decryption process. This reduce the
key spuce in a brute force attack. But the salt which is compiled with the source code
ituell, makes it harder to guess. Also the triple DES is regarded as a alternative 1o
conventional DES. Thus the implementation shown in the block diagram form as in

g2
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Audio file AU file Ciphertext
(AU) length

—* LEmbe-

>

Stegano-
graphed

. Ciplter
Ciphertext text

Password

Fig.2  Block diagram of the propased
< sysiem

S>-Conelusions and Future woiks

The major disadvantage of [ow-bit encoding, s poor Immunity to manipulation.
Incoded information can he destroyed by clhannel noise. resampling, cie., unless it is
encoded  with redundancy techniques. This method s uscful in closed, digrital
civironments. Other data hiding, techniques such as phase encoding, spread spectruin,
and ccho Inding have better immunity to manipulation. The drawback of i
implementation is the difficulty n the detection process because HAS has o faiiiy
stall differential range,

Examples of steganography attacks are: Stego-only attack, Host-stego attack
and chosen miessage attack. Our implementation s strong against these types ol
alltacks since the attacker js unaware of the encryption, algorithm and also (he
parameters of the algorithm. The cneryption adds another Jeve) of sccurity to the
conventional steposystem, )

Future Works
I-Provision of greater flexibility in terms of the algorithm used for cheryption.

2-Provide option to use “phase Encoding”, “Echo data hiding”
3-bupport for different audio formats (WAV,AIF)),

7.References

(1] Bender W., Gruhl D., Morimoto N., Lu A., “Techniques for daty hiding>, 18,
Systems Journal, Vol 35, Nos 3&4, 1996,

[2] Juva Sound AP] - ht[p:/fjﬂv;l‘sun.comz’products;’java medialsound/

[3] PKCS#5: Password-Based Encryption Standard. Version 2.0, RSA Laboraior
March 1999,

(4] Java Cryptography Extension (JCE) -

11tlp:z’/jzwa.sun.comz’produc[s;’jccz’ B

[5] Declan McCullagh, “Bin Laden: Steganography Master?”, Wired News ~on 20G

(hLtp:/m-ww.wircd.com/ncwsz’poliricsKO, 1283,41 658,00.htun!) ‘

[6] Homepage - http:// bladeenc.mp3.no/




ddgall dylafl 7 zlogloll AN dulS,l dgd daly

LAl

s e gl L 3l ) ol e Sl asiad RES Y S Sl Vi B
H ) oUisY (Ramidid) ool pdi dae)ss) R lsn B0 Al a5 apeall SIL 58505
({:LI:‘- Chu _,1) Ct\iAH H_\;luh 3‘)71;;” Ja dosa Cifas e Uy als Uj .C]\:liq oo BJEJ:m!I'I

Ll sy sl (& AU, WAV, AIFF, MP3) i Ailiadl Speall fes il s g8

...l_\i_ﬂ.“ U;11IJ{;\JT




