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I-Abstract :

The flow pattern of ridges in a fingerprint is unique 1o the person in that no
two people with the same fingerprints have yet been found. For automated ingerprint
image matching, a machine representation of a fingerprint image is ofien a sct of
muntiac’s m the print; a minimal, but fundamental, representation is just a set of ridps
cndings and brfurcations. However, after all the years of using minutiae, a prcc:if;c
definition of minutiac has never formulated.

In this work we give a defition for minutiac and derive an cxpression, which
estibnates the probubility of falsely associating minute-based representations from two
arbitrary lingerpriats.

2-Introduction

Fingerprint bascd  personal  identification is routine used in forersic
faboratories and identification units around the world and it has been accepted in the
court of law for nearly a century.

The fundamental premises on which finperprint identification is based are [1]:
1. Fingerprint detatls are permanent.

2. Fingerprints ol ap individual are unigue.

The validity of the first premise has been established base on the anatony and
morphogenesis of friction ridge skindt is the sccond premise, which is heing
challenged in recent years. In this study, we define the individuality problem as the
probability of a false association: given two {ingerprints from two (ingerprints,
determine the probability that they arc “sufficiently” similar. I{ two fingerprints
oripinating from two different fingerprints are examined at a very ngh level of
detanl {resolution), we may find (hat the fingerprints are indeed different.

However, most human experts and automatic fingerprint identification
systems (AIS) declare that fingerprints originate from the same source if they are
“sufliciently” similar [2]. How much similarity is enough depends on typicil
(intra-class) variations observed in the multiple impressions of a finger.

3-Nlinutia Definition
There are very good reasons for formulating a precise definition of

minuiizac:

I. The ground truth of minutiae, both ridge endings and ridge bifurcations, in a
fingerprint image will be well defined for manual annotation.

2. Aulomaled minutia extraction algorithm can be compared.

3. Automated extraction algorithms can be designed with sub-pixel accuracy.

4. Vendors could compensate for biases in their minutia extraction algorithms
and can construct templates that are more interoperable.

5. A good model of a minutia will allow for the definition of a well-grounded
quality measure that considers. how well the data fits the model,
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The location and orientation of minutiac could be defined based on the resull of
fingerprint processing. Commonly, a pixel that has only onc neighbor in the tiinned
image is said to be a ridge ending, while a pixel that has Uires neighbors is said to be o
nidge bilurcation. :

Clearly, the location and oricntation of minutiac arc greatly dependent on the VArous
processing steps. For example, (hreshold a ridge at half the ridge height, or close (o

the top of the ridge will atfeet the thinning and hence the final location o) (e

ridge
cnding,

In general; the minutia locations in image I(x,y) should he cqual o the
locations in image with transformed intensities  g(I(x.y)). Henee, the positivns of

X

- - . . - . ER ]
minutiae should not be based on some il-defined, non lincar function (like thre-hold) A
of the image (unction. That is, the positions should be calculated using the imape '»’_

huaction itself,

In a way, asking where the ridge of a fingerprint ends is very mucl Jikes
asking, while walking off a mounting ridge in the direetion parallel to the ridge, where
the ridge ends and where the vallcy starts.

What we want to di is model the image {unction [ (xy) of a minuti. "I
perpendicular cross-section of a ridge is very much like a portion of sinusoid s (ke
tunction W(x), while a parallel cross-seetion atong the Iength of the ridge is a 5100l
step function L{x). We model these [unctions as

L{y) = 1/ (14" and Wy=1/2 (I+cos @ux/p))

with the minutia function m ( x, y )-h L{y) W(x) defined for -f3/2 < x < 32

Hence his the height of the ridges, o and [ are scale constants. In pracice 1f
the period ol the ridge oscillations is r, the we clioose P=r and «=r/10 [3}. Ilere 1 eon
be estimated gold-=bally or locaily for the ridge in question.

{-FingerPrint Processing

The purpose of (ingerprint image processing is to extract. a condensed
tepresentation of the imagpe, This representation (referred ag a template) is wsed for
fgrerprint matching,

Fingerprints can be represented by a large number of features, including the
vverall ridge flow  pallern, ridge  frequency, location and position o sinoular
points{eore(s) and delta(s), type, direetion, and location of mintue points, ridge counts
between pars of minutiae, and location of pores (sce Figure 1).
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Figure 1. A fingerprint imaga of ypa “right
loop". Tho ovarall ridge structure, singular
points, and sweat pores are shown.

From the ridge flow patfern 15 extracted the minutiae detail that makes o
figerprint dilterent Irom other print. A {irst part of {he detail that is usually used
in Nineerprint representation 1s the set of endings and ridge bifurcations in the Qow
pattern Figure 2 gives a portion of a fingerprint image,

The minutise extraction process typically consists of ridge extraction,
followed by thinning and minutiae extraction.  Ridge extraction, or ridge
scpmemtation, is essentinlly the step ef finalizing the fingerprint image. That is,
somchow the finperprint image,

[ () —» [0,255] is converted to B (x,y) —»{0,1}, where the value 0
corresponds to valleys and 1 to ridges.
One way to accomplish this is to select a global threshold T and converting,
the nnage I{x,y) to 2 binary image as

L, Ixy)>T
B(x,y)=
0, I(xy)<=T

Due to the poor quality of many fingerprint images, this approach is most
often adequate for extracting minutiac. In areas of the fingerprint that are dry, no
ridges may be detected, while in arcas where the [inger is wet, no valley may be
deteeted. .

The typical solution is to use a threshold T(x,y), which is a function of the
spatial location, Virtually every published method of feature extraction [4]
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compules the orientation ficld of the fingerprint image, which reflects the local
ridge direction at every pixel.

At this point, a binary image has been compuled which more or less
faithfully represents the original image. The ridges will have width that will vary
over'the [ingerprint images.

The next processing steps are typically composed of a sequence of image
operations: Directional  smoothing, Thinning [6], Morphological filtering and
minutia pruning. (Post processing). These types of operations may be performed i
different order,

3-Metric of Similarity

In order to solve the individuality problem, we need to first define a prior the
representation of fingerprint (pattern) and the metric of similarity.

In this study, we have chosen minutiac representation of fingerpiints
because 1t 1s utiljzed by forensic experts, has been demonstrated 1o be relativzly
stable, and has been adopted by most of the auwtomatic [ingerprint matelimg,
systems.

The sunilarity metric 15 the number of corresponding minutiae between Gyve
minutiae seis. (Given a representation scheme and a similarity metrie, there are Lo
approaches for detenmining the individuality of the finperprints. In the empiricad
approach, representative samples of fingerprints are collected and using a typical
fingerprmt matcher.

The aceuracy of the matcher on the samples provides an indication of Qi
unigueness ol the fingerprint with respect to the matcher. There are knoan
problems (and costs) associated with the collection of a large number of
reprehensive samples. In the theoretical approach to individuality estimalion, i
model all realistic phenomenon  affeeting inter-class and intra-class pattein
vattatious. Given the similarity metric, one could then, estimate the probability of «
lulse association, In this work, we proposc a theorctical formulation of the
finperprint individuality,

S-Fingerprint Probability Modet

We have developed a model to obtain a realistic and accurate probability of
correspondence between {ingerprints.

The probability obtained using this model can be cstimated by makizpy the
following assumptions:

L. We consider only two types of minutiac features: ridge endings and ridge
purilication. Additionally, we do not distinguish between the two types ol
minutiac because the can not be accurately discriminuted. Sirce minutiae
can reside only on ridges, which follow a “[low” pattern, we implicitly
modcel the statistical dependence between minutine  directions  and

locations.
2. We assume a uniform distribution of minutiac in a {ingerprint with the
restriction that two minutiac .can not be very close to cach other. this I

asswmption approximates the slightly overviewed uniform distribution of
minutiac found by Stony[5].

4. Correspondence of a minutiac pair is an independence event and each
correspondence is equally important.
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4. We do not take into account fingerprint image quality in individuality

deterimnation since it is very difficult to reliable assign a quality index to

a [ingerprint.

The {ingerprint correspondence problem involves matching a template with

e inpul. we assume that a reasonable alignment has been established between the
template and the input. The alignment of the input minutiac sct with the template
innatiac is done so that the minutiac correspondences can be determined within a
small tolerance. given a input fingerprint containing n minutiae, our goal is Lo
compule the probability that any arbitrary fingerprint(template in a database of
fingerprints) containing m minutiac will have exactly ¢ corresponding minutiac
with the miput sce Figure 3.
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Figura 3. Fingerprint and minutiae.

Since the finperprint minutiac are deflined by their loeation, {(x, y ), and by
angle of the ridge on which they reside, 0, the mput and the template mintiae sets, |
and T respectively, are defined :

[ = {{xfl, y,l, Oll };{ X‘Z,}"E. {}l:’.}:“-:{ x'n, y'n_olu}} (l)
1= {{}(1' vi, O} { x2, yl.{b}a---a{ Xm, ¥m, Ot} (2)

A minutiac  j  in the inpul fingerprint s consider as  “corresponding” or
“muatching™ to the minutiae 1 1 the template, iFand only if

J&ex)tr (vi-y) <o oand )

Min([O',-—Uj |, 360-|0'1-Uj|)£ 00’ (4)
Where 1y 1s the tolerance in the distance and Gy s the tolerance in the angle.
Let A be the total arca of overlap between the input and the . template {ingerprints
alter a rcasonable alignment has been achieved. the probability that any arbiteury
minutiac in the input will match any arbitrary minutiae in the template , only 1 terms
of location, and only in terms of direction, are given by [gs. (5), and (0)
respectively. Eq. (5) assumes that (xg, y1) and (x"y, y"1) are independent and Iiq.(6)
assumes that 0, 07 are independent.

Lot 8= x"-x , aym};’_}! and d\[: Sy 4-6),3

nrt C -
P(d<r )= = )
A A .
209 (6)
P(Min ([05-0;1,360-]0%-0;[) < Og)= ————
360
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I[ the template contains m minutiae, the probability that only one minutize in
the input will correspond to any of the template minutiac is given by mC/A. Now,
given two input minutiae, the probability that only “first” onc corresponds to any of
the m  template minutiac is the product of the probabilities that the [Trst mnput
minutiac has a correspondence (mC/A) and the second minutiac dosc not have 1
correspondence ((A-mC)/(A-C)). Thus, the probability that exactly one of e two
inpul minutiac matches any of the m template minutiac is 2 x mC/A x (A-mC)/(A-C),
since cither the first input minwtiac alonc may have a correspondence or the second
input minutiac alone may have a correspondence. if the input fingerprint has n
minutiac , the probability that exaclly one input minutiac matches one of the m
template nunutiae is '

n mg A-mC
PACann, 1)y =] ]

A A=-C (7)
The probability that there are exactly I corresponding minuline between the 1 inpul
and nntemplate minutiac is given by

n mC (u-HC
PACgp)= | p A A-C (8)

Letting M- A/C, assuming M to be integer (A >> C), and rearranging, we obiain

1 mC (m-) C
p A A--C

M )
[Il J - .

The above analysis considers a minutiae correspondence based solely on he
ndputiac location, Next we consider a minutine correspondence that depends on
mrutiae dircetions as well as minutiaze positions. For the sake of this analysis, Tet as
assume that the minutiac directions are complctely independent of the minutiae
positions and matching minutiae position and minutiae direction arc therelire
adependent events.

Lel L be such that

POMin (1075-05[,360-{07-0;]) < 0p) =L in Eq. (G).

GUiven ninput and m template minutiac, the probability of p minutiac falling into the
santlar positions can be estimated by Eq. (9). once p minutiae positions are matched ,
e probability that q <p minutiac among them have similar dircction is given by

P{ACom,n,p) =

P
{ q] (L) (1-Ly, (10)

where L is the probability of two position-matched minutiac having similar dircetion
wad 1« Lois the probability of two position-matched minutiac taking diflvrence

H.HQ
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directions. Therclore, probability of matching ¢ minutiac in both position as well s
glrection is given by

min{m,n}| n M-m
n n-p P
POALCmu,p) = [ i J x g (DY a-L)y™ (1)
n
P—q

G- Discussion and Parameter Estimation

Until now, we have assumed that locations are uniformly distributed  within
the entire lngerprint area. However, the number (or the area) of ridge arosc o]
fingerprint types Is approximately the same. Since A is the arca of the overlap
between the template and the input (ingerprints, the ridges occupy approxumately A/2
ol the arca, with the other half being occupied by the valley. Since the minutiae can
lic ouly on ridges, ic., along a curve of length A/w, where w is (he ridge period, he
value of M in Lq. (11) should therefore be changed from M—-A/C to M—(A/w) /42 10)

, Where 2ry 1s the lengith tolerance in minutiae location. this analysis assumes that the
ridpe dircction mformation/ uncertainty is completely captured by Eq. (6).

Our model has several parameters, namely 1, [, w, A, m, u and (. The value ol 1,
further depends on Q. The values of g, L, and w arc estimated 3n this section lor i
pgiven sensor resolution.

The value of ry should be determined to account for the varlation in U
different impressions of the sane [inger. However, since the spatial tolerance i
dependent upon the scale at which the {ingerprint images are scanued, we need o
caleulate 1t Lor the spectlic sensor resolution.During aligning, we plve a matled pair ol
fingerprints using the overall transformation, (8,,8,) for cach corresponding minutize
palr was computed; distance offset (d:\[ij,;‘I + Eiyj') estimates Tor all minutiae il
mated fingerprint pars were pooled to obtain a distribution for distance between the
correspondiny minutiae. we are secking that value ol ry for which P(d < rg) = 0,975,
the villue of rg which counts for at least 97.5% ol variation in the minutiac positions of
senuine fingerprint matehing. The value of r0 is found be 15 pixels for fingerprini
scanned al 500 dpi resolution]5].

To estimalte the value of L, we [irst estimate the value ol 0y. the value of 0y can
also be estimated thruogh expriments so that it counts for 97.5% variation in the
minutiae angles in penuine fingerprint matching.

The value of w was taken as reported in [4]. Tt estimated the value of ndee
pertod as 0,403 mm/ridge {rom a database ol 412 {ingerprints,

7-Conclusions

The model proposed bere is relatively simple, Tt ignores most of the known
(weak) dependence among the features and does not direetly include featurces such as
ridee counts, fingerprint classes , ridge frequencies, permanent scars, clc.

For these reasons, we suspect that the proposed miodel does no yet compete in
predieting the performance of a human fingerprint expert matcher. By additionatiy
considering a more detailed {ingerprint representation (e.g., different minutiac tvpes,
sweat pore information), the confidence genuine mates can be reinforced and the
spurious associations among the mmpostors can be ruled out. The extension of our
propesed model to include additional features is a topic [or our future research,
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