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Abstract The subject of the research deals with the 

role of electronic messages in proving informational 

crime, which is one of the important topics in the 

field of proving and combating informational 

crimes, which have become frequently committed at 

the present time as it is one of the new crimes that is 

characterized by the difficulty of proving the 

behaviors committed, which constitute it, as it poses 

a threat to the security of The state and the rights of 

individuals, and electronic messages are among the 

most prominent forms of modern electronic 

evidence that can be relied upon to prove this type of 

crime, which was imposed by the technological 

development in the field of practicing the work of 

modern technological technologies. Because of the 

special nature of information crimes, the competent 

authorities to investigate them faced great 

challenges, the most important of which were two 

things. As for the second matter, these crimes have 

no material effect, and the crime scene has a moral 

rather than material scene and it may be extended 

in a country or several countries, which creates 

 difficulties facing the investigation authorities when searching for it on the Internet and 

inside the corridors of the computer, because it is a guide that facilitates Change it and 

tamper with it without leaving a trace in most cases. As a result of the inability of the 

traditional investigation and investigation procedures to keep up with the development 

of these crimes and the insufficiency of physical forensic evidence to prove their 

occurrence due to the recent methods of committing them, which necessitated the 

investigation authorities to rely on a new type of evidence that is compatible with their 
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nature, which is electronic evidence, one of the forms of which is electronic messages. 

Many legal and technical problems, the most prominent of which is the legitimacy of 

taking this type of evidence within the evidentiary evidence, the legal value of electronic 

messages and their authoritativeness in the facts to be proven. And since the issue of the 

increase and rapid spread of this dangerous type of crime is one of the most 

controversial and complex issues, most countries of the world have tended to unify their 

international efforts to combat it and the need to join the international and regional 

agreement in the field of international criminal cooperation to combat information 

crimes, because electronic evidence, including electronic messages, does not stop at 

Borders of a particular country, considering information crimes a cross-border crime. 

This cooperation must take place for the purpose of facilitating the procedures for 

collecting this type of evidence and enabling criminal prosecution of those accused of 

committing this type of crime.
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