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Abstract

The exchange of data between customers and organizations has become a major
target for hackers who seek to illegally access this data, compromising the three
main components of security information: confidentiality, integrity, and availability
(CIA). Structured query language injection (SQLI) is one of the most common
forms of cyberattack. However, most of the previous research has only looked at
SQLI attacks that target web-based applications. There hasn't been much time to sort
the kind of SQLI payload that the client sent into the vast amounts of data needed to
create machine learning models. Additionally, there hasn't been a study that looks at
the risks of machine learning models making mistakes and how they affect the three
information security principles.
To address this gap, this research aims to create a model that serves as an
intermediate protective interface that is a link between the customer's layers and the
database server to improve security during communication from SQLI attacks.
Additionally, it shortens the time required to identify the client's request type.
Finally, study the impact of false predictions of machine learning algorithms on
CIA. The proposed method is to train a model using a logistics regression technique
(LR) with the Spark ML library that works to process big data containing SQL
payloads (harmful and benign).
Comparing our proposed model with previous studies, the results obtained show that
the proposed model achieved outstanding results, with an accuracy ratio of 98.10%,
a precision ratio of 98.13%, a call ratio of 98.10%, and an F1 index of 98.10%. The
results also showed that the time needed to detect and prevent such attacks was only
00.09 seconds.

Keywords: SQLI, Logistic Regression, Big Data, Confidentiality, Integrity, and
Availability.

dadal) il Ly A Ao Y alaall Adaldl) cfpit) a0

30«6 @E L,alAJ ‘201.;)5 CM L c*lgh)é ?31.; JLAQ
Gl ¢ L) i glil) Anala cigs KV Apalal) S 5!
Ghall calary A i€l daalad) clulall ogle s

" Email: omar.alshareef@uofallujah.edu.iq

361


mailto:omar.alshareef@uofallujah.edu.iq

Farhan et al. Iragi Journal of Science, 2025, Vol. 66, No. 1, pp: 361-374

Ladal)
Ol Aiahall Uty Gaa 3L 638 sl 1€ 5ls e Deall G ULl Jolis de juss aaad Bl

e e A iKY Cileagd) JISE ST aal SQL (SQLI) (fia any bl clilyl) & pud () smasy
Ciliglail) Caagins A SQLE cileas st e bl S5 ALl ciluhall 4ulle <S¢ saill 12
bl b Jenl) Ly 3 SQLE Algen g0 Caieail ogllaall gl @ Laa el ) sasiandl)
shlae Jlas duhs dgag e e b ) aleill 23l el die Ll shse 23 Jlly dedial)
cloglaall oy AU foaldl) e layiliy ) alail) 2 Slail A8LlSY) culad il
Als Abay (585 ddaguy diles AgalsS damy z3ses oLl ) Gl 13 Coagy sadll o2 Aalladls
LLayl SALL clesa oo JualV) el GlaY) Cpruat] clilal) 5208 20la Jaeall Glisa oy
5B s Taly daaadl U8 e dupal) ) £ GLESY patisal gl (g liy sed oIS )
L6 Jlarinly z3sad ¥t & dagid) diphll CIA. e ) aleill culye) )il 45llal) eyl
Sl gsimd l dadall il dsllas e Jexi 30 Spark ML 46Se g (LR) sl lassy)
3aaally 5)lzall SQL cNgas
o) zisall of lgle Jgeand) &5 ) bl cpedil ALl Ll ae el Ladses 4)liags
%98.10 Juai¥) dausiy %98.13 Aaall Lousiy %98.10 Al Aoy Ctly Cum (8hudio il (3ia
00.09 S Clangd) oda Jie piay i€l 2PN gl of i) cipelil WS .F1 98.10% yises

1. Introduction

The rise of users accessing data through online apps has called for safety programs that can
withstand assaults on database servers. Therefore, the three fundamental principles of
information security—confidentiality, integrity, and availability—are essential when
developing online applications [1].

According to the categorization of the Open Web Application Security Projects (OWASP),
SQL injection is one of the 10 most critical vulnerabilities in online applications and one of
the most popular attacks against them. In this type of attack, the attacker alters the SQL query
to retrieve data illicitly. Given the prevalence of SQLI attacks, developers of online
applications must take special care to validate user input at every stage of the development
process [2], [3], and [4].

The prevalence of big data and how it is processed and managed have emerged as
important issues. Businesses can more reliably manage, analyze, and protect huge amounts of
data through machine learning and artificial intelligence technology [5], [6].

Given that a growing amount of information is being transferred and stored online, users are
at risk of cyberattacks aiming to steal private information from businesses and individuals [7],

[8].

The confidentiality, integrity, and accessibility of private data held by businesses and
individuals may be at risk due to inaccurate predictions from SQL payloads on big data.
Accordingly, this research aims to:

e Creating a model that acts as an intermediate protective interface represents a separation
layer between the client layer and the database server layer. The purpose of this layer is to
increase security and ensure the integrity of data during communication processes and
interaction between systems from SQL injection attacks.

e Interpret the effect of false predictions of machine learning models on the CIA. This study
assesses the extent to which FP affects the confidentiality, integrity, and availability of data in
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a timely manner, as well as the extent to which FN affects the availability of data in a timely
manner.

e Reduce the time taken to determine the type of load sent from client to server by employing
a Spark library that reduces the time taken when handling a large dataset.

This research presents a model to specify the type of requests sent by the client, whether they
contain malicious or benign SQLI payloads. The model uses the Logistic Regression
algorithm with the Spark ML library, which works as a model for separating the client and the
database for the purpose of protecting data from direct access. However, the following are the
contributions of our research:

e Firstly, build a model that protects big data from unauthorized attacks using LR with the
Spark ML library. This approach works as a middle layer between the user and the database.
This layer analyzes payloads sent from the customer's layer to determine whether the payload
is harmful or safe.

e The second contribution is analyzing the predicted values by the proposed model, which
assesses the extent to which inaccurate predictions affect the CIA of the data.

¢ The third contribution is reducing the required time to determine the payload type using the
Spark ML library. The optimal use of the Spark ML Library indicates that it operates in
memory, which saves time when classifying loads.

In the following paragraphs, we will provide a summary of how this paper is organized.
The second section of this research will present previous studies, while the third section will
explain the theoretical part of this study. The fourth section explains the methodology of this
work. The fifth and sixth sections will explain the results, discussions, and conclusions of this
work.

2. Related Work

Although there have been many previous studies on identifying and mitigating SQL
injection attacks targeting web-based applications, it is worth noting that no research has yet
been carried out that involves detecting and preventing such attacks in the big data
environment, as well as analyzing the risks of mispredictions of machine learning models and
their impact on the principles of data security. The majority of earlier studies did not mention
how long it would take to classify the client's payload type. That is a key feature when
building machine-learning models. This section will present the most of our research from
previous studies.

This paper [9] looks at how to make a dataset with extracts from known attack patterns.
The dataset will include SQL tokens and symbols that are present at injection points. To test
how well the method worked, a web-based app was made to show how to use vector variables
that contained dictionary word lists. This showed how to handle a lot of learning data. The
provided dataset has undergone pre-processing, labeling, and feature hashing in preparation
for supervised learning. The proposed solution involves deploying a trained classifier as a
web service, which a custom dot-net application will utilize. This application will implement
a web proxy API to intercept web requests and accurately predict SQL injection attacks,
preventing malicious submissions from reaching the protected back-end database. This study
presents a comprehensive demonstration of implementing a machine learning-based
predictive analytics system and deploying the resulting web service. For accurate prediction
and prevention of SQL injection attacks, the system is made. Its effectiveness is tested using
Confusion Matrix (CM) and Receiver Operating Curve (ROC) analyses.

On the other hand, O. Hubskyi et al. [10] present a study that built a neural network-based
approach to detecting possible risks associated with SQL injection in HTTP requests. The
approach determines whether a Uniform Resource Locator (URL) constitutes a malicious
attack or a harmless action. Furthermore, a quantifiable metric for evaluating the efficacy of
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SQL injection detection is presented. Using the previously mentioned approach, the neural
network model will be fed with 12 neurons. A multilayer perceptron based on Rumelhart's
methodology was utilized to synthesize a neural network model. You can precisely change the
weight coefficients of the neurons in Rumelhart's multilayer perceptron, which is a specific
form of the Rosenblatt perceptron, by using the error-reversing process. The distinctive
feature of this phenomenon lies in its multilayered nature, typically comprising two or three
strata. The Rosenblatt perceptron, a type of neural network, categorizes input vectors into
binary classes of zero and one. The categorization of each input vector is determined by
utilizing the purposeful array Y, which is a constituent of the training sequence and comprises
two arrays. The synthesized model has achieved 95% accuracy upon training on the input
data.

Furthermore, Kranthikumar and Velusamy [11] focus on the study of comparative research
pertaining to the detection of SQL injection. The Support Vector Machine (SVM), Naive
Bayes, the Gradient Boosting technique, and the Regular Expression (REGEX) class are four
machine learning techniques developed and evaluated. The classification of SQL input,
whether from the original query or the applied query, can be achieved by using a classifier
known as REGEX. This classifier employs regular expressions as its primary instrument. The
procedures were evaluated using a composite dataset comprising 20,474 SQL injection
queries. The test results show that the REGEX method needed 3.98 seconds of computing
time to find an SQL injection attack when the pattern scanning method was used. REGEX
exhibits a high level of performance, boasting an accuracy rate of 97%.

Finally, N. Gandhi et al. [12] showed that a CNN-BiLSTM-based model can find SQL
injection by using convolutional layers to get query information. The BiLSTM architecture
facilitates the acquisition of extended temporal relationships by sequentially analyzing data in
both forward and backward directions. Convolutional neural networks are utilized to conduct
the initial feature extraction. To get features out of an embedding matrix, you need to use a
single-dimensional convolutional layer with filters that have kernel sizes of 128, 256, or 512.
These kernel sizes are 3, 4, and 5, respectively. The Bidirectional Long-Term Memory (Bi-
LSTM) model can process data in both forward and backward directions, enabling more
detailed analyses. In the end, the input passes through two fully interconnected layers before
reaching a SoftMax layer, which analyzes it to ascertain whether the query is malicious or
benign. The CNN-BIiLSTM model that was suggested exhibited a notable accuracy rate of
98% and outperformed alternative machine learning algorithms. Table | shows a summary of
the previous studies and the problems related to this study.

TABLE I. :A SUMMARY OF PREVIOUS STUDIES
Ref Model Accuracy Problem Definition
o This research uses the synthetic minority over-sampling
technique to create a balance in the data set used in this
study that increases the accuracy of the model as well as
[9] SVM 98.6 ensures that the data set is not matched to the truth. Did
not mention the time taken to detect the type of load sent
by the customer. The impact of this model's false
predictions on the CIA of the data was not mentioned.
The problem with this study does not mention the time it
takes to determine the type of payload the user is sending,

Neural Network of Direct Signal

[10] Propacation 95 and whether it contains benign or malicious payloads.
Pag Moreover, the effect of incorrect predictions on the
performance of this model was not mentioned
Sl _Vector Mgchme St/ The consuming time to verify the load type is 3.98
Gradient boosting 94.27 - .
[11] . . seconds, which affects the response speed of sending a
Naive Bayes classifier 70.79 request
REGEX classifier 97.48 quest.
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. The time it takes to verify the load type is 45
seconds, which affects the response speed of sending a
. request.
[12] CNN-BILSTM % . The impact of this model's false forecasts on the
confidentiality, integrity and availability of data was not
mentioned.

3. Theoretical Framework and Background

This section will discuss the basic concepts related to this study. The main focus will be on
the basic principles of information security, methods of data processing, the theoretical aspect
of the model proposed in this study, and the addition of evaluation methods.

3.1 Principal Information Security

The principles of information security discussed here are among the most crucial aspects
of shielding online applications and preserving their data’s confidentiality, availability, and
integrity.

The security of web applications is assessed on the basis of the three safety standards of
confidentiality, integrity, and availability. Regardless of the kind of system being developed,
these principles outline the fundamental requirements for developing web applications.
Consequently, predictive outcomes will be evaluated using the following three principles [7].
Confidentiality is a means of protecting sensitive information and data against unauthorized
access by unidentified people. Consequently, some individuals may seek unauthorized access
to the data and information of organizations and individuals, exposing them to substantial
financial losses and violating their confidentiality.

Integrity is the process of guaranteeing data accuracy. Unauthorized parties should be
prevented from modifying the data. Web-based services are highly susceptible to malware
attempts that compromise the data’s integrity when accessed via the Internet. Information
must preserve its consistency, precision, and dependability throughout its lifecycle.
Availability is the third-most essential aspect of the security of information. This standard
pertains to conveying time-sensitive data to individuals via web-based applications. A lack of
data for businesses and clients can result in enormous and calamitous losses [13], [14].

3.3 Data Pre-Processing

Data preparation aims to reduce the quantity of data, establish associations among the data,
standardize the data, remove noise and duplicate values, and fill in missing values [15].
Retrieving numbers from text and turning them into class features is a popular application of
the CountVectorizer method. Only frequently occurring terms in the training material are
taken into consideration. By employing a matrix fit transform, “CountVectorizer” is able to
produce a term frequency matrix from which individual word frequencies can be determined
[16] [17]. Figure 1 represents a description of the data pre-processing process.
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Figure 1: pre-processing

In this study, the countvectorize method was used to convert the text data set into digital data.
This method enters the data set and applies a series of procedures, as shown below:

Convert text to a word list using the CountVectorizer.

Remove redundant phrases.

Remove everything except the most frequently used words.

Remove all stop words.

Change all vocabulary to lowercase.

Create an ascending list of all the words.

A value of 1 indicates the presence of the term in the text, and a value of 0 indicates its

absence.

Repeat 1-7 to convert the text dataset to a digital form.
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3.4 Training Testing
In the present research, the holdout strategy is used to divide the data set into a set for
training representing 80% of the data and a test set representing 20%.

3.5 Prediction Model

The present research uses supervised ML. This approach divides queries into two types (0
and 1), namely, benign and hazardous. This strategy aims to develop a classification that
identifies the relationship between independent and dependent variables.

The linear regression procedure in the below equation determines how the logistic
regression approach works (1).
j=ho()) =071, (1)
Equation (1) is ineffective when coping with binary data. Consequently, equation (2) is
utilized to predict whether the submitted query contains a malicious payload (the likelihood 1)
or a safe payload (the likelihood 0).

. . . 1 .
p( =1]i) = he(D) = Trom (0T = a(870),
p(=0[)=1-p(=1)=1-he(). (2
Equation (3), which refers to the sigmoid function, can retain the value of 87i within [0, 1].
Then, we look for a number such that p(j = 1|i) = hg(i), i.e., p(j = 0]i), is big when i
belongs to the 0 class and small when i belongs to the 1 class.
o(t) = — (3) [19],[20]

(1+e by’

3.6 Performance Evaluation of Prediction Model
In the last stage of constructing prediction models, the model is evaluated using a variety of
indicators, including accuracy, time, precision, and recall, to determine the results.

These scales are generated using a confusion array with multiple values. As shown in
Table 11, the confusion matrix, which contains elements (FP, FN, TN and TP), represents the
outcomes of a classifier applied to multiple scales.

TABLE: CONFUSION MATRIX

Predict class

Class X Class Y
Class X TN FP
True class
Class Y FN TP

True positive (TP): the percentage of cases that are accurately identified by the prediction
model as containing dangerous payloads.

False negatives (FN): are negative results that the approach expected accurately.

False positives (FP): are positive results that the approach expected inaccurately.

True negative (TN): indicates how many instances a prediction model correctly identifies a
case as having a benign payload [21], [22], [23]

The formulas below represent the metrics used to assess the model and learn about its
performance efficiency.

Accuracy refers to the sum of all correct forecasts, whether positive or negative. The formula
is as follows:
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No.of properly identified observations (TP+TN)
Total no.of observation (TP+TN+FP+FN)

Accuracy = * 100. 4)

Precision indicates the TP to sum TP and FP. The mathematical equation is defined as
follows:

No.of true positives (TP)

Precision = * 100. 5)

No. of true positive+false positive(TP+FP)

Recall indicates the ratio of TP to the sum of TP and FN. The mathematical equation is
defined as follows:

No.of true positives (TP)

Recall = * 100. (6)

No. of true positive+false negative (TP+FN)

The F1-score is the proportional mean of precision and recall. The mathematical expression is
as follows:

F1 — score = 2 * Precision*Recall +100. (7)

Precision+Recall

4. Methodology
4.1 SQLI Datasets

The model in this work uses a dataset that contains 85,974 samples, divided into two sets
based on sample type. The first set used 80% of the dataset for a training phase. while the
second set uses 20% of the dataset to test and evaluate the model. The dataset used in this
study is summarized in the table below.

TABLE I1. DATASET SUMMARY
Dataset Name Number of cases Learning step Testing step
SQLI 85974 68604 17370

The dataset used in this paper was collected from the Kaggle website [24], where the original
data contained 109,518 samples, including both malicious and benign payloads. The data set
used in this work is illustrated in the following figure:
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Figure 2: Dataset Before Pre-Processing

4.2 Framework

The model framework that is built to detect and prevent SQL injection attacks consists of
three layers. The first layer represents the data transmission, which represents the client layer
through which requests are sent to the database server. The hidden layer represents the
protection layer, which contains the logistic regression framework using Spark ML, which
deals with big data, for client-side request classification. The third level is the database server
layer, which stores data for organizations and individuals.
When the client sends the request, the intermediate layer (the protection layer) receives it and
examines it to see if the payload is malicious or benign. If the payload is determined to be
dangerous, the model will stop it from moving on to the third layer and store it in the dataset
instead. When the number of harmful payloads provided surpasses 1,000, the model is
retrained. The goal of preserving these payloads is to improve the training of the model on
new samples that were not previously present in the basic dataset.
The proposed approach to identifying and preventing attacks on large data sets is depicted in
the figure below:
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Figure 3: The Proposed System to Classify Submitted Queries

5. Result and Discussion

The proposed approach examines the results of the values (FP and FN) that are obtained
when applying machine learning models and then analyzes the impact of these values on the
performance of these models. In this section, we present details of the impact of incorrect
predictions on the CIA. In addition to the physical and software requirements used in this
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study, as well as the results obtained when implementing the logistic regression model,
compare the results of previous studies with the current study.

5.1 Requirements
The basic requirements used in this work will be explained in Tables IV and V.

TABLE Ill. SOFTWARE REQUIREMENT
Software Requirement
System type 64 - bit OS , x64-based processor
Programming Language The programming language Python (utilizing Spyder within Anaconda3).

TABLE IV. HARDWARE REQUIREMENT
Hardware Requirement

Processor Intel(R) Core (TM) i7-5500U CPU @ 2.40GHz 2.40 GHz
Installed RAM 8GB
Hard disk 500 GB.

5.2 Logistic Regression Model Results

The results are shown in the table below that were obtained after applying this model to a
dataset containing 85,974 payloads, which were separated into two parts. The first part
includes 45,051 safe loads, while the other part contains 40,923 harmful loads. The rejection
method was used to divide the data, with 80% of the group selected for training, leaving the
remaining percentage for testing and evaluation. However, the following tables show the
results of our work, where table VI shows the accuracy, precision, recall, and F1 score of the
proposed model. Table VII represents the number of correct and incorrect predictions. Table
VI presents the time taken during the training and testing phases.

TABLE V. RESULT OF THE PREDICTION MODEL

Name of Parameter Value
Accuracy 98.10
Precision 98.13

Recall 98.10
F1 score 98.10

TABLE VI. CORRECT AND INCORRECT PREDICTIONS

Name of Parameter Value
True positive 8135 case
False positive 260 case
True negative 8657 case
False negative 64 case

TABLE VII. TIME CONSUMING

Name of Parameter Value
Time Training set 30.05s
Time Testing set 00.09s

371



Farhan et al. Iragi Journal of Science, 2025, Vol. 66, No. 1, pp: 361-374

5.3 Effect of Incorrect Predictions

False positive prediction (FP) shows that the proposed approach fails to meet the three
safety requirements, as the method incorrectly predicts that the carried payload is harmless
when it is dangerous. As a result, the web application receives a fraudulent request, providing
the attacker with unauthorized access to the data and compromising the confidentiality,
integrity, and availability of the data.

A false negative prediction (FN) indicates that the system violated one of the three safety
standards because the model incorrectly predicted that the transported payload was hazardous
when in fact it was harmless. Thus, it hinders the web application from making a benign
request, thus preventing the actual user from receiving the data and resulting in a loss of
availability.

5.4 Comparison with Previous Studies
The following table describes the comparison between the results of previous studies and
our approach.

TABLE VIII. COMPARISON BETWEEN CURRENT AND PREVIOUS STUDIES

Ref Model Accuracy Size of Dataset
[8] SVM 98.6 181303
[9] Neural Network of Direct Signal Propagation 95 30,233
Support Vector Machine 94.92
Naive Bayes classifier .
[11] i yes classifi 70.79 20474
Gradient boosting 94.27
REGEX classifier 97.48
[14] CNN-BILSTM 98 4,200
Our model 98.10 85,974

6. Conclusions

This study explains how to build a supervised logistic regression model to detect and
prevent SQL injection attacks. The model has obtained an accuracy of 98.10 results, while the
time taken to detect these attacks is 00.09 seconds as a result of using the Spark ML library.
However, the Spark ML performs memory operations in a distributed manner. Thus, the use
of this library reduces the time required to detect and prevent data attacks and improves the
accuracy of the approach in classifying the sent payloads. When ML models are used, they
generate a set of values. Each value affects the model’s effectiveness regarding
confidentiality, integrity, and data availability. From these values, the results are as follows:
False positive values impact the three information security principles of the CIA because the
approach classifies requests sent with malicious payloads as benign payloads. Thus,
unauthorized users are able to access and violate the fundamental principles of information
security, as false positives result in significant losses for institutions and individuals. Thus,
authorized institutions and individuals lose access to their data.

The false negative occurs when a model incorrectly identifies a benign payload as harmful,
thus blocking access to the data even for authorized users. As a result, authorized users lose
access to their data.

For the real advantages and disadvantages, it does not affect the availability of data to users
because the model classifies the payloads sent correctly.

Therefore, while developing a predictive model with ML approaches, deep learning, or any
other technology, the number of false positives and negatives that can slow down web apps
and prevent legitimate users from accessing crucial data for their business must be reduced.
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However, the proposed model can classify one type of attack, which is only an SQL injection
attack. Future work is needed to classify more than one type of attack, such as scripting
attacks across sites or DDOS attacks, using a deep learning algorithm.
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