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ABSTRACT: This danger canundoubtedly be eliminated using cryptography and steganography. And Combining
encryption with steganography can assist in achieving high levels of datasecurity, making this approach superior
to using either of these techniques alone to send data across an unreliable route that is open to hacking. Visible
steganography is one of the most secure steganography techniques. When the datatext is inserted, the image's
color frequency may vary slightly, which would be highly evident toanyone. Wesuggest levels of data security to
getaroundthe image's apparent behavior, where the language ofthe data s first transformed into anunintelligible
cipher. An additional degree of protection is added by incorporating the cipher into an encrypted picture file before
dividing it into shares. As aresult, the ideas of steganography and cryptography are both applied to offer two levels
of securityandthena visual cryptography systemis used to partitionthe picture into shares so that it may be
transferred over a network channel.
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1. INTRODUCTION

One ofthe most frequent hazards to a networked systemis unauthorized access todata, which can resultin losing
the assets' availability, confidentiality, and integrity. One method for preventing unwanted access to data and
information is steganography. Steganography is a technique for concealing sensitive datain a cover file. Text, digital
images, audio, and video files can allbe included in the cover file. The stego, or message-wrapped cover, is transmitted
securely andwith little danger of being interce pted by a recipient via the Internet. Cryptography scrambles dataso
unauthorized parties cannotdecipher it, while steganography goes further. Contrarily, steganography conceals the
whole, random[4]. There have been questions raised about theimage steganographytechnique because of random
noise issues, which degrades the stego picture quality and is added to the cover during concealment. This paper
provides a detection-free method for reducing the impact of random variation in stego images. This goal is
accomplished by enhancing thecommon Littlest Significant Bit Replacement techniqueand using a 24-bit color bitmap
as the cover. The study's goal is to close any research gaps found in previous, relevant papers [13].

2. STAGES
2.1 ENCRYPTION STAGE

The userentersthe original information to be encrypted at this step. Theoriginal data (confidential information) is
the text the userenters in the available text space [1]. DES is the employed encryptionalgorithm (Advanced Encryption
Standard).

8Borresponding author: areej.saad @baghdadcollage.edu.iq
http://journal.alsalam.edu.ig/index.php/ajest


https://orcid.org/0009-0002-7244-6207
https://orcid.org/0000-0001-6323-9148
https://orcid.org/signin

Areej Saad Kahlaf et al., Al-Salam Journal for Engineering and Technology Vol. 3 No. 1(2024) p. 86-96

DES Encryption 2
Original _ Algorithm Cipher
data Secret key, K data

FIGURE 1.-Encryption stage. [downloaded from Google]
2.2 ENCODING STAGE

The gathered encrypted data is written into a suitable picture duringtheencoding procedure. The data will be
encryptedinto an image thatthe user may choosefromaselection of images after getting theresults of the previous
step in the text field. A.png or.jpgimage files are loaded and transformed into byteencodingwhentheyare chosen[1].
The acquired byterepresentation makes it easier to modify images. Additionally, material that is secret orencrypted is
converted into byte format. The encryption data is added to the image byte array in small chunks using bit-wise
techniques, startingwith the leastsignificant bit. [2]. The encryptedtext is kept in a picture known as steganography.

CIPHEER. DATA

LSE STEG

ORIGINAL IMAGE Fig. 2. Encoding Phase
FIGURE 2. - Encoding stage. [Downloaded from Google]

2.3 DECODING STAGE

The encrypted data is extracted fromthe stego pictureduring the decoding stage. This is accomplished by using the
sender-side encoding method in reverse [5].

Original
Image

Stego ——3  Decoder

Image

\ Cipher
Data

FIGURE 3. - Decoding stage.[Downloaded from Google]

2.4 DECRYPTION STAGE

In the decryption phase, the cipher data is converted intothe original data. The technique used to encrypt the
original Data utilizes duplicate private keysto decode the dataand return it to its original form. The AES algorithm
employs the same private keys (encrypting key) in the oppositedirection to the encryption [9]. The original text will

then be shown.
Cipher DES Original
Data Decryption data

FIGURE 4. - Decryption stage [downloaded from Google]

The Visible Cryptography Scheme (VCS) is an additional sophisticated approach that adds one more layer of
protection, even ifit can occasionally be difficult to properly move the key fromone person to another [7].

87



Areej Saad Kahlaf et al., Al-Salam Journal for Engineering and Technology Vol. 3 No. 1(2024) p. 86-96

3. SCHEME FOR VISIBLE CRYPTOGRAPHY (VCS)

Itis asharing protocol called a visual cryptographic scheme (VCS) that enablesthe secretencoding of pictures
into sharesthat canbe sentto users. It is recommendedto utilize this approach becauseit doesn't require any prior
understanding of cryptography. Meaningful shares make up a visual cryptographic scheme's (VCS) components. The
method, in this instance, entails creating By embedding randomshares into real-world covered shares. A VCS is
created [7]. They offer comparable visual quality to other types of encryption systems. The VCS's job is to accept a
secret picture as inputand produce shares that meet the next specifications.

» Any number of eligible subsets of shares can successfully recover the secret picture.
« Any bannedshares subset cannot get informationabout the hidden picture other than its size.

Empty Pixel Information Pixel-

Layers Layers
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FIGURE 5. - Explanation of expansion of pixels. [downloaded from Google]

» The graphic above illustrates the various states thata split pixel may take. As illustrated above, sixstates may be
obtainedifthe pixel is divided into fourequal halves. Layer 1-pixel states may be in a certain state,and Layer 2-
pixel states may not. Theoverlayer pixel will be split evenly betweenblackand white if the pixel in layer2 is the
sameas in layer 1.

» A completely dark will result if the pixels in layers 1and 2 are reversed or in the other direction.[12]

4. THEPHASES OF THE MODIFIED LEAST SIGNIFICANT BIT REPLACEMENT (M -
LSBR) APPROACH ARE AS FOLLOWS:

1- Verify thatthe coverimage size is smaller than the concealed message by comparing their dimensions.

2- Splitthe 24-bit bitmap photo (cover pixels) into RGB components by usinga bit to transformthe picture's 24 -

bit bitmap pixels into binary bytes. One of the threecomponents is represented by every byte. (R, G, B)

3- Using an ASCII-to-binary converter, change the secretmessage frombinary to ASCII.

4- Assign thethird pair of bits to the Bcomponent, the second pair of bits to the Gcomponent, and the final two

bits ofthe R element ofa pixel with the initial two MSBs of a secret message (M) utilizing M-LSBR.[11]

A processturnsamessage's binary data encoded using ASCII. Table (1) shows howthe secret message "HELLO"
was encodedand hidden using sixteen (16) pixels of a 24-bit bitmap picture. A 24-bit bitmap image had sixteen (16)
pixels used to encodeand conceal the secret message. [8]
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Pixels R

no

1 10010001
2 11100111
3 10001100
4 11001100
5 11110011
6 10011010
7 10000101
8 10011000
9 10000000

10 10101000
11 11001100
12 10001000

Table 1.- Pixels with Hidden Bits

G

10010010
11100100
10001100
11001100

11110001
10011010
10000111
10011001

100000000
100101010

11001111
10001000

B

10010010

111001111

10001110
11001100

11110011
10011000
10000111
10011000

100000001
101010101

10001000
10001000

1% character is embedded

2nd characteris embedded

3rd character is embedded

5. EXPLANATION OFBIT SIGNIFICANT ALGORITHM -: LEAST

Information is stored and processed in bits in computers, so thebit is theoretically more minor [14-19]. A unitthat
carries or transmits information or a certain meaning. In practice, in computers and digital processors, a bit is an
electrical pulse thatis either positive or negative (onepulse is stronger thantheother). Forexample, a 5-volt pulse and
a 1-volt pulse) and is symbolized by one ofthetwo binary numbers, either 1 or 0. Each octet (together) is called a byte.
Abitis onedigitofabinary number. It has only two possibilities, the bitis 0, or it is 1. A byte is aunit commonly used
to measure the storage capacity of a computer. Regardless of the type ofinformation stored or thestorage medium. 256
=2 raised to the power of 8bits, so a byte contains A byte, usually eight different probabilities. A byte stores values
from 00000000 to 11111111 to facilitate the writing and reading of the byte A code accordingto atable of the letter

[6].

It became clearto all computer science lovers whata byte is andwhat a bit is, so we will not spend Most of the
time talking about them; all we care about here is dividing the byte into 8 bits and knowing which bit is the lower
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FIGURE 6. - Size of Byte [downloaded from Google]

importance, knowingthatthe bit only accepts O or 1. The distributionofthe bit values in abyte is as follows:[4]
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This shows that one byterepresents 256 values (from0 if all bits have a value of 0) to (255) when all bit values =
1; if we want to represent the number 65in binary, of course, it will be:

Try with me to changethe number on the right from1 to 0; the number will be 64 instead of 65, and try With me;
if you change the bit onthe left from0to 1, the numberbecomes 193. This means that the last bit is the least essential
bit (the one on the right), which, if we make zero, becomes the number 64.

(%]

16 1 /ﬂl

u]
L
[\ ]

i_“! 128 64 3

\ |

|Most significant bit (MSBJ) (Least significant bit (LSB)]

I thinkyou have now understood the intent of the bit being less important. You will answer me with certainty that
if we change this value, the effectwill not be clear to the extent thatthe addition or change canbe revealed. 1 add that a
single byte does not represent the color value of the colorimage by itself, but it shares two byteswith it. This is what
makes us tend to color pictures in the process of much less than if he was alone. I will give you a final example of
distributing one byte into 9 bytes representing three elements of an image; as we said earlier that one element is
represented by 3 Bytes; notethe following example: Code ASCII:( This is what it means B, which is represented by the
number 66 in the system The bytethatrepresents the code Representation of the number 66 in the following form:
01000010, meaning that we have eight bits, we will distribute each bit to Color values The values of the following
bytes And let's say we have one byte of the first octet of the image, For image elements: 145, 161, 210,80,26,77,10,
note the representation of these bytes:[2]

145 161 10 77 26 80 210
10010001, 10100001, 00001010,01001101 00011010,01010000,11010010
To prepare the least significant bit for addition, it must be zeroed-:
10010001 10100001 00001010 01001101 00011010 01010000 11010010
- 1 1 0 1 0 0 0
Byte values after zeroing (preparing) the leastsignificant bit:
144 160 10 76 26 80 210

10010000 10100000 00001010 01001100 00011010 01010000 11010010

Notice the little effect we've made so far. Then we add the octal bits that representthe number 66: -

145 160 10 7 26 80 210
10010001 10100001 00001010 01001101 00011010 01010000
11010010
+ 0 1 0 0 0 1 0
145 161 10 7 26 81 210

10010001 10100010 00001010 01001101 00011010 01010001 11010010

Afterthe substitution process, the values became:and lam sure you notice 210, 81, 26, 77, 10,161, and 145. The
straightforward andinconspicuous difference in the process of hidinga letter within three image elements And if I ask,
is changingone bit of each byte sufficientto hide theentire data of atext oran image? | will answeryou: I have already
said that BMP images are Used as a cover file for the large amount of data it collects, and I said that the included
images are of JPG type or similar, if not less, in terms of Reach the size 393 x408 The picture was to scale in the
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previous. The BMP image is (9) times the size of the exact JPEG measurement, while the summary page is in that bmp
(KB) 25, so a small image of type. This search did not reach its size. It hides in its data a text file of more than two
pages.[10]

Encryption algorithm The cover fileis a photo

or video
The file is The appropriate algorithm
ready to he for masking
sent

The algorithm can

Data to be hidden

(text file)

be used to master
the distribution of
confidential data

FIGURE 7.-Schemeof encrypting and hiding the include file inside the cover file

6. PRACTICAL APPLICATION OF THE LEAST SIGNIFICANT BIT ALGORITHM

To apply primary Programindustry in Visual language Wehave come to thefinal stage of ourtopic .hide Book:
This chapteris fromthe practical application ofatopic, And he will compose the least significant bit algorithm, Data
inside the picture: If you are a Visual Basic six programmer, you will not tire me in explaining this program, butifyou
are fromin to be days I hope you don't mind my brief explanation, Amla its guests or beginners, The following is
sufficient foryour development, andthen your understanding of it. We will bring the following tools to the program
interface:

A . Box Text: to entertext by changingsome of its propertiessuchas:

1) Name: To avoid confusingthe codewith the honorable reader, we changedthetool's name to a text msg.

2) Height: Make it the right heightto accept the most significant amount of data.
3) Make it true: Multi Line.

4) Vertical make it: Scroll Bars.

5) Of course, in addition toscanning thetool's content.

B . Five Command Buttons with the following designations:

1) cmd road As for the Caption, make it Load.

2) cmd Save As forthe Caption, setit to Save, and the Enabled property, setit to False.

3) cmd stego Set the Caption to Stego, and set the property Enabledto False.

make it Enabled and private

C. Microsoft Common Dialog Control 6.0 (SP3) Tool

Forbrevity, we changeits name to CmnDlg, just for brevity. True, don't forget, and again, I repeat, don't forget
that.

D. Picture Boxto (Auto Size)lmage display tool With the change of the Makes the Pixel 3 property = Mode.
Scale So our programinterface will look like this:
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= Hiding text in picture 5550 Jols e slis) @@

didds

FIGURE 8. - The program interface, the beginning of the implementation

Some definitions are to be written; make one note; these definitions are specific and general. Where youwrite it in
the field for general definitions requested, Variables used definitions for storingtheimage as BMP, and functions used
in the process. Bytes 3and as analysis and decoding of image elements, as well as analysisanddecodingof the color

value consisting of Our predecessors, to thethree main components, according to the system: (RGB).
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Project1 - Form1 (Form)

[ [B]X]

Text in Picture

K Project1 - Form1 (Code)

{General) - (Declarations)

Dption Explicit
Dim length A= Long
Dim w Az Integer, h As Integer

Const RGERange = 256

Const ko= P53

Const RC_PALETTE A= Long = &£H100
Const SIZEPALETTE As Long = 104
Const RASTERCLAPS As Long = 38

Priwvate Type PLALETTEENTEY
pekRed hs Eyte
peGresen As Byte
peEBElu=s A= Byte
peFlag=s As ByLe

End Type

Priwvate Type LOGPALETTE

palWVer=sion As Integer

palMumEntries A= Integer

palPalEntry (255) As PALETTEENTRY ' Encough for 256 colors
End Tyvpe
Priwvate Type GUID
Datal A= Long

FIGURE 9.-Writingdefinitionsinthe General field
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FIGURE 10. - Notice the active and inactive buttons and how the command button changed from Arabic to English

Save effectively; oncethe Stego command button is pressed, the command button becomes active. The art of data
reductionand masking relies on analyzing the text into charactersand converting them into the byte system, then
analyzing allthe elements ofthe image to be hidden in it into the three-bytesystem, and thenexperimenting with the
least essential bit algorithmin masking Each byte of a character (text) within asingle byte The three(Andso on for all
picture elements.) The idea of downsampling differs fromthe idea of encodingby notdistorting the text to be sentand
trying not to distort theimage to be hiddenin it, as far as possible fromthe technology, in order notto raise any chance
of suspicionofthe existenceofhidden data inside (See Figure 10and 11).

= Hiding text in picture 5590 Jols oo clis) r: Iﬁjegl

Process scheme for encoding and masking the include file
inside the cover file (default text)

FIGURE 11.-Note the active and inactive buttonsand how the command button has changed to English.
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7. NEWNESS OF THE SUGGESTED PROCEDURE

This study modifies the Least Significant Bit Replacement (LSBR) steganography technique. The technique
improves image quality over the conventional approach (used by the majority ofearlier methods); this, as seenin
Figure 10 and 11, replaces the tiniestbits of only one ofall three colors—Red, Green, and Blue—ofeachofthe pixels
in a 24-bit bitmap picture. This changes thetiniestbits of all three colors in each pixel.

1% Pixel

10100 1 0 1 SISGIHSEOIR0EINEISN0N1 0 1001 |10

Red Component Mo/dnf ed

2" Pixel

101001 01 EROHIEOINOIEN 1 01" 01,001 10

Green Component Modified
3% Pixel

1.0 10 0 1 1 0 [§EECHESE0ISOIEINEREON 1 01100101 1 0

Blue Component MOdIfled

FIGURE 12.- LSBR modification (Proposed Method) [12]

1 Pixel
101 0 0 1 0 1 EHEOIEAEOIROIEINEINE0L 1 0110 01 1.0

1
Red Component Mo/diﬂed

.2 Pixel

101001 01 ERGIHIEOIN0IEN 1 01 0010101190

Green Component Modified
3¢ Pixel

10100 1 1 0 §ESI08HSE0IGIENEIMIN 10117001 1 0

Blue Component Modmed

FIGURE 13.-Conventional LSBR Method [12]

Findings and Conclusion To determine if the suggested approach (M -LBSR) coveredthe recognized gapfound in
the earlier works, this study intends to compare the outcomes of some of the previous studies with those of the
suggested approach. The standard least significantbit (LSB) replacement strategy, used by Champakamala, Pad mini,
and Radhika (2009), is characterized by a low PSNR value (9.9987 dB only)and poor image quality, as seenin Figure
6. This is following the literature review section. The approachwas limited to messages with a maximum size of 15
bytes. Comparatively, the method proposed by this research exhibitsa piin its initial experiment. As seenin Figure 11,
when studied in a Matlab environment, the strategy suggested by this researchyieldsabetter PSNR value (51.8283
dB). In its initial experiment, it also effectively conceals a secret message of 52 bytes, with no discernible change
between the look of the two pictures. (beforeand after hiding). The lecture hides a 52-byte-long secret message with no
observable visual differences.

Table 2. - summary of results (previous research) [11]

s/n literature Techniqueused  Psnr (indB) Imagey;q,ual ity capg/(lgi)sl ?l:?yetes)
! Sagg(%gll-Y) repl«':l_cse?nent 39.087 low 45
2 Aliand saad Mnagfhhgr&g 40.113 high 20
: (Ezr(r)?g)gl S u%irt]fﬂﬁégn 41.48 low 51
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Korothanet Noisy
. al(2016) substitution AL ey e
Technique used
5 e e SN ] conventional 19.9987 low 15
et al(2009) LSB

8. CONCLUSION

The suggested approach for hiding the secretmessage was compared to the LSB benchmarking method, in which
the secret message is directly concealed in at least two significant bits ofthe image pixels. Using the recommended
LSB hiding methods, five (5) different Bmp photos were employed to hidehidden messages of various sizes. Peak
Signal Noise Ratio measurements were used to analyze and appraise the outcomes of the suggested LSB hiding
strategies. The proposed approach is determined to be more effective, simple, suitable, and accurate than the
approaches investigated since it embeds consistently and prevents overusing one specific component while disregarding
the other. As a result, when data is buried, each element offers the same level of intensity, modifying the overall
impression. The LSB benchmarking approach, which directly conceals the secretmessage in the least two significant
bits, was contrasted with the suggested method. Due to the equal contributions of each component to intensity and data
hiding, there is little changein picture resolution; this increases the security of the concealed informationandaltersthe
picture. The LSB benchmarking approach, which directly conceals including at least two crucial pieces of the secret
message, was contrasted with a suggested method. Thesuggested method is foundto be more efficient, straightforward,
appropriate, andaccurate than the techniques looked intosinceit embeds consistently and prevents overusing one
particular component while ignoring the other. Since eachelement contributes equally to intensity while obscuring
data, there is little changein visual quality; this increases the security of the hidden information.

9. FUTURE WORK AND SUGGESTIONS

Steganography should beseen asa supplement to encryption, notas a substitute forit. It will be a good idea to
investigatehowto apply the combined methodologies in future studies. Information security should be improved and
made more effective with the use of the Crypto-Stego technique and the M-LSBR model, according to expectations. As
a result, studies should explore going beyond steganography. Other types of cover files besides images canalso be used
in future studies to usethe M-LSBRapproach. Itis also possible to utilize an audio, video, or text file as cover material.

Increasing the suggested method's capacity while maintaining orincreasing PSNRresultsin greater quality against
incursion.
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