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Abstract

The neural network represents an important method for solving several problems in many
applications. This paper will prove the failure of neural network with algebraic attack which makes it
impossible to be used as a tool for solving the linear Boolean equations that generated after applying
linearization on the nonlinear equation that generated from applied algebraic attack on the generators
of stream cipher. Here when be used deferent types of neural networks such as perceptron , or Boolean
neural network, will take long time without arrived to the correct solution (secret key for cipher
system),compare with the mathematical method such as Gaussian elimination that given the correct
solution with short time.
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1.Introduction

1.1.neural network

Neural network have recently been used in
many fields such as pattren recognition, image
processing,  adaptive  filtering,  speech
processing also used to do neural computations
in linear algebra field[1,2]. But more important
from all these fields using neural network in the
information securety, where its represent as a
branch of cryptography for use in encryption
and cryptanalysis called Neural Cryptography
[3,4]. Using neural network in the cryptanalysis
to destroy the security of the information for
known the meaning of the encrypted
information or known the secret key, that what
is interested with it in this paper, essentially
how using it with algebraic attack. But before
that must be explained its components and who
its work.

A neuron in ANN is represented by a simple
processing unit that has three functions:

It takes one or more inputs, performs a
mathematical transformation on these inputs
and outputs the resulting value [5]. Where each
unit(neural) has K inputs x={X1, Xa,...xx}, and is
capable of taking a number of states, each
described by vector
W = (W, Wy,..., W) ERP of p real
numbers, known as weights or parameters, each
input connected with its corresponding weight
and applied the active function to find the
output.

o = sgn(Z}L, wix;;) @)

Sigmoid is a simple example of active function,
which returns -1,0 or 1:

—1 if x<0,
sgn(x) = 0 ifx=0, (2)
1 ifx > 0.

The type of the active function determine how
calculate the output of the neural, where there
are several types of neural depends on the
active function such as (linear, polynomial,
spiking) [6, 5].

Also there another class of neural network
called Boolean neural network where the input
and output vectors are a string of binary bit
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(0,1), where its wused for executing or
implementing the Boolean functions [7,8,9].
Anural network is formed when we place units
at vertices of directed graph, with the arcs of
digraph representing the flows of signals
between units. Some of units are called input
units: these receive signals not from other units,
but instead they take their signals from outside
environment. Units that do not transmit signals
to others units called output units. All other
units that take and given signals from or to
other units called hidden units. As shown in
figure (1) [6].

inputs hidden neurons output

Figure(1): Diagram of an artificial neural
network

1.2.Neural network model for solving
linear equations

The problem of solving linear equations is
ubiquitous in numerous fields in science,
engineering, and business. In mathematics, n
order linear equations formulated as:

A, X; +apX; +-+a,X, =b,

The linear-equations problem is generally can
define as follows:

Ax=b (4)

Where coefficient matrix A € R™", coefficient
vector b € R™ and x € R™ is the unknown
vector to be obtained.



AL-Qadisiyah Journal of pure Science Vol.23 No. 2 Year 2018
d11,d12,--d1n b,
451 833,...4

A— 21,: 22: : 2n | b — ttz a, —— "
dn1,8n2, -~ dnn bn

X
X
and X = :2
Xn

There are two general types of solution to the
problem of linear equations. One is the
numerical algorithms performed on digital
computers. Usually, the minimal arithmetic
operations for such a numerical algorithm are
proportional to the cube of the coefficient
matrix dimension n, i.e., O(n®) operations.
Evidently, such serial-processing numerical
algorithms may not be efficient enough for
large-scale online or real-time application [10].
There for the neural dynamic approach is now
regarded as a powerful alternative for solving a
system of linear equations because of its
parallel distributed nature and convenience of
hardware implementation. Where proved its
successfully for solving the linear and nonlinear
equations with different type of neural network
in many researches such as [10,11,12,13,.. .etc.]

For achieving simple fast-computation
characteristics, the linear activation function
f(u) = u will be used for constructing all the
neurons of such a BP neural network, and each
neuron’s threshold value is set to be zero for the
same purposes. We could define the neural
network weights as:

Wy
Hfz £ Rnxl

Wn

(5)

W=

Evidently, the relationship between network
coefficients and linear equations coefficients
represent as: A is the input to the neural
network, b is the ideal output of the network,
and w is the approximate solution for the
system equations. As shown in figure (2).That
convert eq(4) to:

Aw=b (6)
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Figure2. A simple BP neural network for
solving Aw= b

Eventually, applying sequences of iteration of
changing the weights of network, will leads to
the approximate solution to the equations
[1,10]

2.Algebraic attack

The algebraic attack is a new cryptanalysis
method to destroy the secret message by finding
the secret key. Its convert the problem from
finding the secret key (initial value) to solving
multivariable system of algebraic equations,
where an algebraic equation is related to the
initial key bits and the output keystream bits,
and then it is solved through linearization
techniques or any other proper techniques,
where the solution of the system equations
represent the initial value (secret key) [14][15].

Algebraic attack applied on several cipher
system, in this paper will take algebraic attack
on the toycrypt system as example on the
combiner generator without memory for stream
cipher, where it consist of two registers, where
the system of equations for it ,will represented
with binary matrix as in eq(11). After then
insert the key stream (Z) to the equation, to
calculate the variables (Si) that represent secret
key(initial value) [16].

3. Applying neural network on Boolean
equations of the algebraic attack

As we mentioned in the previous, successful
using neural networks for solving the linear and
nonlinear system of equations and finding it's
approximate solutions. And successful applying
algebraic attack on several systems by using
mathematical tools such as Gaussian
elimination.
Now, the algebraic attack will be applied by
using neural network as a tool. But when we
applying neural network on the system of
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Boolean equations, must be make some change
on the operation of the classical network to
sufficient the nature of Boolean equations,
where the input, output, and weights of the
network must be (0,1), and the operation that
used in the connected among them and a
modification the weights must be Boolean
operation (AND, XOR).

n
o =DX;, W,

i—1 (7)
0, o<t
f= {1, g=t ®)

Where f refer to the active function ( actual
output of the neuron), t is a threshold =0.5.

Wia =W, ®77Xi|(zi - fi)| 9

error = Y_ (z; — f;) (10)
@®: mean (xor function), 7 : is the learning rate

equal to 1, z; is the ideal output of the
equation(pattern) i, and will choice wy initial
weights equal to zeros .

Before applying neural network on the
algebraic attack, will be attempt to apply it on
the simple system of Boolean equations to
prove failure or corrected its work.

Example 1:

X, +x% +x, =1
X, +%;+x, =0
X, + X4 =0
X, +% +x, =0

Must mentioned (+) operation her refer to (xor)

operation in the Boolean system. This system
have four variables can be represent as input
coefficient matrix M, and ideal output as a
vector Z=(1,0,0,0).

1101

1
111 o
M=lioo1] 2710
1110 0

Can be solving this system using the neural
networks with the same time of Gaussian
elimination for arriving to the initial value
(Xlzl, Xo=1, X3:O, X4=1).
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Example 2:

+ X5

p= |

X, +X; + X,
X, + X3 + X,
Xy + X3 + X,
X, + X, + Xq
Xy, +X; 35 X
X, + X3 +X%, +Xq

= =PFPooo

This system have five variables can be
represents as:
1101 17 07

10110
01110
10011
11101
10111

0
0
1
1
1

The solution of this system as (x;=1, X,=1,
x3=0, X4=1, Xs=1), can be found using neural
network and Gaussian elimination with the
same time.

After applying neural network for solving
several systems of Boolean equations, its
proved successfully with system that have less
than 7 variables, while failed with the systems
that have more than 7 variable. Where when be
using for solving system with 8 variables
cannot arrived to the correct solution until
100000 iteration through around 4 minute. This
time is able to increment with increment the
number of the variables and the equations. Also
when using it for solving small system cannot
be found the correct result such as:

X, +x, =1
X, +xX3 =1
X1+X3 =U

This system if we solved manually can be found
two correct result given the same output these
are : either (x;=1, x,=0, x3=1), or (X;=0, X,=1,
x3=0). These multi choice of solutions make
the network entered on the open looping
without stopped, because it cannot detected any
one solution is the correct.

Now, neural network will be applied on the
system of Boolean equations that result from
applied algebraic attack on the toyocryt cipher
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where its display on eq(11). But it must be
mentioned that the practical attack does not
need all these equations, rather it needs at least
number of steps equal to the number of
monomials that are expected to appear in the
system. We can describe system of toycrypt
equation with multiplying the
matrix(coefficients of monomials) with the
vector of monomials and equal the final to

vector z (keystream) as shown in eq(11)[16].
(@3]

10100100000} | z,
01010000100 | | ™ z,
11001000011 | |5 2,
10101100010 | |87 Z,
01111010101 | |s? z,
11110111100 || sPs? |=] z, 11)
10011001010 | |s®s@ | |z,
01100010000 | |s0s@ | |z
11010001100 51(1)-31(2) Z,
10001000010 | | oy i | |2
01101010001) | o )| 2y

After insert the keystream on the system as
example (Z=11111111011), can be solved this
system using Gaussian elimination with a round
0.03105 s and arrived to the correct solution

(secret key) for the first register as ( s{’=1,

s¥=1), and for the second register as
(s =1, =0,s? =1).

While using neural network model for solving
the same system of Boolean equations, will be
arrived to the 100000 iterations in 6 minute
around without appear the correct result (correct
secret key).That proved the failure of using
neural networks for solving the system of
Boolean equations of algebraic attack.

4. Conclusion

As mentioned above, neural network using
in many application among them mathematical
fields, where its successful for solving linear
and nonlinear system of equations using
classical neural network. Also can be used
Boolean neural network for implement and
execute the Boolean functions. But when we
using the classical neural network for solving
system of Boolean equations that generated
from algebraic attack, then failure because the
larger and real value of the weights of the
network that represent the solution, where it's
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not convenient with the desired solution(binary
secret key). Therefor have be used Boolean
neural network with some change on the
operation to convenient with the nature of the
system, where weight must be as binary number
and applied (xor) operation in the activation
function. This type of network successful with
system have small number variables until 6 or 7
variables, can be solved these system with the
similar time of using mathematical methods
(Gaussian). But its failure with linear system of
Boolean equation such as that generated from
applied algebraic attack on the toycrypt cipher,
where its arrived to 100000 in time around 6
minute without appear the correct solution
(secret key), and that time able to increase with
increment the number of variables. As you
know in simple cipher system must there are
large number of variables, that make the
algebraic attack failure since it cannot found the
secret key in the desire time, where the time
represent the challenge on the any type of
attack. While can solve the system of equations
and find the secret key using Gaussian
elimination with small time arrived to 0.0305s
around for toycrypt. Must be mentioned the
number of equations must be at least equal or
larger than the number of the variables, when
we using Gaussian elimination or neural
network.

5.Refernces

1- De-shuang huang and Zheru chi,(2002),
"Solving linear simultaneous equations by
constraining learning neural networks", NFS of
china.

2-Prompong Sugunnasil, Samerkae Somhom,
Watcharee Jumpamule, and Natee Tongsiri,(
2014), " Modelling a neural network using an
algebraic method", research article Science
Asia 40: 94-100.

3-Khalil Shihab,(2006)," Aback propagation
neural networks for computer network
security”,ISSN,Journal of computer science
2(9):710-715.

4-Andreas  Ruttor ,  (2006), "Neural
Synchronization and Cryptography”,  PhD
thesis, Bayerische Julius-Maximilians-

Universitat Wiirzburg.

5- David Christopher Wedge,( 2006),"Wave
Overtopping Prediction Using Global-Local
Artificial Neural Networks", Thesis of Doctor
of Philosophy, Department of computing and


http://www.opus-bayern.de/uni-wuerzburg/volltexte/2007/2361/
http://www.opus-bayern.de/uni-wuerzburg/volltexte/2007/2361/

AL-Qadisiyah Journal of pure Science

Vol.23 No. 2 Year 2018

Mathematics, Manchester
University.

6-Marthin Anthony,(2003),"Boolean functions
and Artificial Neural networks", CDAM
research report LSE.

7-Xiaomin MA, Xian Yang YI, and Zhaozhi
zhang, (1999),"Boolean Neural network Design
using set covering in Hamming Geometrical
space”, IEICE trans. Fundamentals,vol.E82-A.
8-Leonardo franco ,2006, "Generalization
ability of Boolean functions implemented in
feed forward neural networks"”, Elsevier,
Neurocomputing 70:351-361.

9-Nripendra N. Biswas, T.V.M.K.Murthy, and
M.Chandrasakhar,"IMS algorithm for learning
representations in Boolean neural networks",
grand from council of scientific and industrial
research, NewDelhi, India.

10- Yunong Zhang, Zhan Li, Ke Chen, and
Binghuang Cai,(2008) , "Common Nature of
Learning Exemplified by BP and Hopfield
Neural Networks for Solving Online a System
of Linear Equations”, IEEE, 978-1-4244-1686-
8.

11- Karl Mathia and Richard Saeks, (1995), "
Solving Nonlinear Equations Using Recurrent
Neural Networks", World Congress on Neural
Networks (WCNN’95).

Metropolitan

252

12-Deepak Mishra, Prem K. Kalra,(2007),
"Modified Hopfield Neural Network Approach
for Solving Nonlinear Algebraic Equations”,
Engineering Letters, 14:1.

13-Minrui Fei, Jian Zhang, Huosheng Hu and
Taicheng Yang,(2006), "A novel linear
recurrent neural network for multivariable
system identification”, Transactions of the
Institute of Measurement and Control, pp.
229 242.

14- Martin voros,(2007),"algebraic attack on
the stream cipher”, Master thesis submitted to
Comenius University, Faculty of mathematics,
physics and informatics, department of
computer science.

15-Cameron McDonald,(2010), " Analysis of
Modern Cryptographic Primitives"”, Ph.D. thesis
submitted to Macquarie University, Department
of Computing, Faculty of Science.

16-Susil Kumar Bishoi,(2010)," Efficient
Solution of Large Sparse Linear Equations over
GF2 for Algebraic Attacks On Stream Ciphers",
Master  project  report  submitted to
Supercomputer Education and Research Centre,
Indian Institute of Science, Bangalore - 560 01.



AL-Qadisiyah Journal of pure Science Vol.23 No. 2 Year 2018

@ psagdl il N aleall o A dpsanl) ASLA) L2
Bhan deda i)

Rafif prog@yahoo.com

Rafeef.hamza@qu.edu.iq

dgspaalal) Cilaghaall alii aud ¢ cilasbrall Liasli€tiy cagalal) aste A4S ¢ Lol daals

2018/1/24 -: 5l g s 2017/9/14 -1 5 )5

-

AaaMAll

A Giadl sda 8. Glaadaill e aaall 8 Basasall JSLEA (e el dad dala Alisg duuanll AN Jia

) das) Lahaiall eV aleall dakis) Jad 81018 axsis o 0Sa Y Cun (graall asagl) pe Lgalasnn) Jid cil)

Lokl clalse Ao (gral) asagll e salgiall L yuall caleall e ( linearization) i sak (re caas

Frasll 45030 o ¢ perceptron (s dasasll <03l (pa i) goill aladiul e adl Eua L oY) il

(Lol Al (yaal) 2Lkl ) Jiar 5 ramaall sl ) dosr (o (0930 Tan Dlgha 185 (3 paiasy Cigus Ailaial)
o madl) Cgy maial) Jall ) s o (See S Gaussian  Jie ol gl aae 335l «

daalidal) cilalgl)

toycrypt ¢ dslisd) c¥alaall ¢ Laall GISEN ¢ (Snall agagl)

253


mailto:Rafif_prog@yahoo.com

