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ABSTRACT

One area of study between computer science and biology is bioinformatics, which deals
with methods for collecting, processing, storing, and evaluating biological data. Sequences of
RiboNucleic Acid (RNA), DeoxyriboNucleic Acid (DNA), and proteins make up biological data,
which has a wide range of uses in domains such as feature extraction, data segmentation, data
security, and more. In cryptography, DNA sequences are used as data carriers, enhancing the
unique properties of biomolecules. This approach involves using DNA sequences to enhance
the security of confidential data that must be transmitted over networks or stored securely.
Several DNA-based security techniques have been developed, each with its own strengths and
weaknesses. The bioinformatics offers innovative solutions for data security, especially in the
realm of cryptography. By employing DNA sequences as data carriers, bioinformatics techniques
can significantly enhance the protection of confidential data. The goal of This survey aims to
summarize the existing literature on DNA-based security techniques. It highlights various methods
that use DNA sequences to protect confidential data, either during transmission or in storage and
identifies the strengths and weaknesses of these methods, providing a comprehensive overview
for researchers to assist in planning and designing secure techniques based on bioinformatics
methods. By understanding the existing approaches and their limitations, researchers can develop
more efficient and robust security techniques that leverage the power of DNA sequences and
bioinformatics. This survey serves as a valuable resource for researchers seeking to explore and
develop secure methods based on the intersection of bioinformatics and cryptography.

Keywords: Image encryption, Bioinformatics, DNA, Chaotic map

1. Introduction

For many businesses, data security has become a fundamental necessity. Through net-
works like the internet, several entities can communicate with one another. As a result,
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a secure connection must be provided. One way to prevent unwanted access to data is
encryption. This encryption procedure provides security. Over years, data protection’s
main issue was security, Bioinformatics implementation in the procedure of improving
data protection watch to raise the security level of such system [1], whereas cryptography
is the science that deals with hiding or transforming sensitive and private data into an unin-
telligible form. The person who possesses or owns the secret key will use the cryptography
method to alter the data body. To meet an item’s secrecy attribute, a number of well-known
encryption/decryption methods have been proposed, including Rivest Shamir Adelman
(RSA), Advanced Encryption Standard (AES), and Data Encryption Standard (DES) [2].
These are frequently categorized as either symmetric or asymmetric approaches. While
the latter uses different keys, the former uses the same keys for both encryption and
decryption. Although traditional encryption methods are effective, they were created for
text data without taking into account the special qualities of image data. A combination
of DNA approaches and other cryptographic methods has been employed recently by a
number of researchers [3–5]. The Shannon rule, which states that a system of encryption
must satisfy the confusion and diffusion properties, is the foundation of this combination
technique. Since DNA can also be used as a transporter for information and computation
to enable subatomic procedures, the discovery of its computational potential may have
introduced a new area of cryptography that depends on DNA [6]. DNA is a popular
topic in current study and has been used for numerous computational applications. The
capacity of DNA to store almost 108 terabytes of data in one gram is an amazing property
[7–9]. But DNA needs to be protected using security measures because it’s a data storage
device. Many biological characteristics of DNA can be exploited to improve the security
of steganography and cryptography methods [10]. Researchers have proposed numerous
data hiding approaches in the field of data security by utilizing DNA techniques, which take
advantage of the biological properties of DNA sequences to obtain stronger security and
higher protection. Additionally, some academics use a variety of fields, such as frequency,
geometric domain, and DNA, to improve the security of picture and software watermarking
[11–14]. The field of DNA computing research was established due to the increased interest
in DNA and its novel prospect [15]. Below is a summary of the contributions of this
paper.

1. Survey of the literature on security methods-based DNA sequencing: This offers a
thorough overview of recent studies on data that uses DNA sequencing to increase
security, whether it be during storage or transmission.

2. Strengths and weaknesses analysis: The study analyzes several DNA-based data secu-
rity techniques, pointing out their advantages and disadvantages to help researchers
comprehend how these strategies differ from one another.

3. The role of bioinformatics in security and guidance for future research: The research
highlights the application of DNA sequencing as data carriers in bioinformatics to
enhance data security. By providing a comprehensive analysis of the difficulties and
limitations of existing methods, helps researchers plan and create more effective and
reliable security measures.

The rest of this paper is organized as follows: explains molecular biology in Section two
and it contains, bioinformatics component, followed by a description of image encryption
in Section three, also a current perspectives of image encryption are given in Section four.
Section five contains the comparative study results of all studies, comparing them and
analyzing their advantages. Lastly, the final section discusses the findings of the DNA-build
encryption of picture algorithms.
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Fig. 1. Helical structure of DNA [20].

2. Molecular biology

A field of study known as bioinformatics serves as a bridge between computer science
and biology. Scholars and the internet have proposed a number of definitions. Compared
to others, some are more generic. As stated by Luscombe et al. [16].

“Bioinformatics is the branch of technology that deals with the distribution, retrieval,
manipulation, and storage of data pertaining to biological macromolecules, including DNA,
RNA, and proteins, using computers” [16]. The considerable processing power required
to handle genomic data because of its complex mathematics and large repeat rates is
interesting [17, 18]. Bioinformatics is concerned with unlocking the mysteries of living
cells. By looking at and evaluating the building blocks and molecular sequence [16].

Bioinformatics includes biological sequences (deoxyribonucleic acid, Ribonucleic acid,
ribonucleic acid and proteins) among its constituents. In the study of molecular biology,
DNA is thought to be the location where genetic information and traits are stored [14–19].
All of the behavioral and physical characteristics of living things are determined by their
genetic makeup since it regulates the functions of every known living thing’s organs [13].
The long strand-like structure of DNA is known as the double helix, and the building blocks
of each helix are known as nucleotides, as illustrated in Fig. 1. There are two types of
DNA nucleotides. either a Pyrimidine base, which comprises T and C, or a Purine base,
which includes A and G bases. When nucleotides interact, they usually form hydrogen
bonds between A and T or between C and G [20, 21]. As seen in Fig. 2, bioinformatics is
used in many computer science fields, such as sequence analysis, genome mapping, data
integration, biological graphics, and data management. These components are each their
own subject [22, 23] in this paper explain the DNA encoding and rules as shown:

2.1. Coding DNA

In a binary system, 0 and 1 are typically complimentary. Consequently, it is possible to
encode the integers 00, 11, 01, and 10 into the four bases [24]. According to combinatorics,
there are 24 possible DNA encoding methods. As seen in Table 1, only eight coding
combinations are permitted due to the complementary nature of the four.

In image encryption, the gray value of a pixel can be defined as its corresponding binary
representation [26]. It is then possible to easily transform this binary representation into a
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Fig. 2. Components of bioinformatic [13].

Table 1. Coding DNA rules [25].

rule rule (1) rule (2) rule (3) rule (4) rule (5) rule (6) rule (7) rule (8)

(00) A A T T C C G G
(01) C G C G A T A T
(10) G C G C T A T A
(11) T T A A G G C C

DNA representation. However, a DNA representation can be easily transformed into a pixel
in an image. For instance, a pixel value of 196 represents the binary code 11000100. It
can be encoded into the DNA representation GCAC using DNA encoding Rule 5. The pixel
value that results from applying Rule 7 to DNA decoding to this sequence is 55 [27]. This
coding rule is almost inseparable from or distorts current DNA-based image encryption
methods.

2.2. Rules of DNA’s complement

DNA sequence complement-based image encryption can be done in two ways, which are:
(Eq. (1)) the complement operation that makes use of the idea of single and double base
complementary coupling, and (Eq. (2)) the single base straight complement technique.
[28]. The definition of a single base straight complement is as follows:

T = Complement (A)

A = Complement (T ) (1)

C = Complement (G)

G = Complement (C)

where the function of the complement is indicated by Complement (.). The complements
of bases A and C are T and G, respectively. When 00 is the complement A nucleoside
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Table 2. The complementary operation [30].

rules Operations

rules (1) (AT) (TG) (GC) (CA)
rules (2) (AT) (TC) (CG) (GA)
rules (3) (AC) (CT) (TG) (GA)
rules (4) (AC) (CG) (GT) (TA)
rules (5) (AG) (GT) (TC) (CA)
rules (6) (AG) (GC) (CT) (TA)

Table 3. XOR and addition operations in DNA sequence [33].

ADD A C G T XOR A C G T

A A C G T A A C G T
C C G T A C C A T G
G G T A C G G T A C
T T A C G T T G C A

is connected utilizing the structure with two helices. It is used to determine the rule
of complement [29]. Every nucleoside x_i satisfies (Eq. (2)), assuming that D is the
complementary transformation:

Xi 6= D(Xi) 6= D(D(Xi)) 6= D(D(D(Xi)))
Xi= D(D(D(D(Xi))))

(2)

x_i and D(x_i) are base pairs if they are complementary; these base pairs need to satisfy
the single-shot mapping condition. Table 2 lists the base pairings that satisfy single-shot
mappings based on (Eq. (2)).

2.3. Algebraic XOR, DNA Addition, and Subtraction

Moreover, the image was encrypted using a number of procedures on the DNA represen-
tation. DNA sequences can be added, subtracted, and XORed in the same manner as binary
integers, and the rules that are applied to carry out these operations have an impact on
the outcomes. In encryption and decryption, the addition and subtraction processes are
mutually exclusive. Furthermore, XOR’s reverse remains an XOR operation [31, 32].

Since Addition and XOR operations for base 1 in Table 1 serve as the foundation for
Table 3, addition and XOR operations are exclusively discuss there.

3. Image encryption

The combination of cryptographic systems and chaos theory is known as chaos-based
cryptography. In simple terms, chaos is a state of disorder or unpredictable behavior.
One area of mathematics is called chaos theory. It focused on the unexpected behavior
of dynamical (nonlinear) systems that are highly sensitive to initial conditions. The main
concepts of every cryptosystem, confusion and diffusion, are related to all these properties
of a chaotic system. Because chaotic systems are very sensitive to their initial conditions,
even small changes in their input values such as initial conditions or control parameters
have a large effect on the outputs of chaotic systems, which is why they produce unex-
pected values. For example, two chaotic systems that are exactly the same but have slightly
different initial conditions will have completely different outcomes. Sensitivity to initial
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conditions is a fundamental feature of the outputs of chaotic systems. These properties of
the outputs of chaotic systems have inspired many researchers to use chaotic systems to
improve the security of many cryptographic systems [34–37].

The use of biometric information in image encryption provides many benefits including
high security, high resistance to classical attacks and large storage potential. However, dis-
advantages such as computational complexity and high costs must be taken into account.
The combined application of chaos theory can enhance the capabilities of these techniques,
providing more complex and secure solutions in the field of image encryption [38–41].

4. Current perspectives of image encryption

Various image encryption-based DNA techniques are discussed next. The main objective
is to specify the general objective of using image encryption based on DNA is to make a
reliable and effective contribution towards the image security as will be explained next.

In 2012, Xiaoling and Guodong [42], suggested a method that converts a pseudo-random
sequence into a biologic sequence by using a four-dimensional hyper-chaos system to
produce it. To dilute the blocks of the image, a DNA sequence was used. A permutation
is performed in a circular fashion on the DNA state of the plain image. The encryption
performance of the technique shows promising results in the simulation because of the
product of permutation plus diffusion.

In 2015, R. Guesmi et al. [43] proposes a new image encryption technique based on a
DNA masking hybrid model, the Secure Hash Algorithm (SHA-2), and the Lorenz system.
DNA sequences and operations, along with the chaotic Lorenz system, were employed to
enhance the cryptosystem.

In 2015, Eman and Mahmoud [44] published an article outlining a DNA sequence-based
cryptography method and a two-dimensional chaotic system. Two random DNA sequences,
S1 and S2, are generated via the 2D chaotic map. To encrypt the message, encrypt the
original message (plain) with the first (S1) DNA sequence. The sender employs the second
(S2) DNA sequence to embed (hide) the ciphered message in a third (S3) sequence picked
up from a list of real sequences at random. Hamming code was used next to verify that the
original message M is not tampered with during transmission on decryption. The proposed
strategy compared to earlier methods presented a more secure technique.

In 2015, Abolfazl, Reza, and Majid [45] stated that permutation and diffusion are
two aspects of their suggested encryption technique. To encrypt the RGB image, the
image was broken into red, green, and blue color bands, and then generate three chaotic
sequences using chaotic maps. The red, green, and blue color bands, as well as the chaotic
sequences, are then transformed into DNA code, yielding a DNA sequences matrix. Second,
the RGB image’s DNA matrices are permutated using Chen’s hyper chaos system. Third,
XOR the DNA sequence matrices using the DNA sequence XOR operation. Then, using
decoding, obtain three gray images. To get encrypted RGB images, combine the R, G, and
B components.

In 2016, K. Santoso et al. [46] produced an article outlining a sector-based DNA
steganography system that stores binary data on non-coding DNA sequence segments.
Maintaining the original biological information contained in the DNA while attaining high
levels of error control, data capacity, and security is the aim of sector-based embedding.
A sector is composed of three different types of bases: parity bases, reference bases, and
segmented message bases. Mutation errors can be identified and handled by the parity
bases in each sector. Sector length governs data security and capacity.

In 2016, Xinyuan and Changming [47] present an innovative and efficient image en-
cryption technique based on Chaos and DNA encoding rules in this study. To produce all
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of the parameters that the presented algorithm requires, the Piecewise Linear Chaotic Map
(PWLCM) and logistic map are used, with the utility is DNA barcoding technology. The
proposed algorithm consists of the following elements: start with PWLCM to generate a
master image. Secondly, use DNA rules to encode the plain picture and the key image by
rows. The logistic map will choose which rules to use for each row. Next, execute DNA
operations using the encoded key image given the encoded plain image row. to perform
DNA operations.

In 2017, Matheel and Zena [20], created a novel technique for image encryption that uses
a Nonlinear-Feedback Shift Register (NLFSR) as a random generator system and a proposed
DNA computing with multi-operation based on Feistel structure to increase complexity
during an attack.

In 2018, Xuncai, Zheng, and Ying [13], published a paper that encrypt the image by
proposed a strategy suggested utilizes the “permutation–diffusion–scrambling” structure.
The hash value of the plain picture that the hyperchaotic system would employ was
determined using SHA-3. It is then utilized to produce hill cipher coefficients, which are
employed to alter the image’s pixelation. Second, the Feistel system uses the DNA sequence
as one of its functions, and the database of DNA sequences served as a key to access this
system. Image pixels are diffused using this Feistel. Ultimately, additional diffusion is intro-
duced by the use of ciphertext feedback and the three rounds of “chaotic scrambling-DNA
encoding-Feistel transformation-DNA decoding” ciphertext confusion-diffusion making the
encrypted image pixel randomness high and strong against attacks and ensuring a secure
encrypted ciphertext.

In 2018, Jiahui and Xiaofeng [48] proposed a two-dimensional H’enon-Sine Map (2D-
HSM). In comparison to many chaotic systems at that time, the new created map has
pseudo-randomness and high ergodicity, and its variables have a large chaotic range.
Then, because a DNA approach applied to image-encryption can considerably increase the
effectiveness of data diffusion and permutation, DNA encoding is established, along with
a DNA XOR operation rule. Additionally, a new image encryption technique is offered
to safeguard the image while transmission over the internet. It uses 2D-HSM to permute
image pixel data that has been diffused by DNA.

In 2018, A. Rehman et al. [49] proposed a method for encrypting color images that
modifies the chaotic system’s initial conditions and control parameters using the SHA-
256 hash algorithm. The chaotic sequence produced by the PWLCM was used to sort the
channels of three-color images. Next, Lorenz’s chaotic system was used to permute each
element of the array separately. Each channel was encoded into DNA nucleotides in a
haphazard manner. Several DNA complementary rules were used to repeat the exclusive-
OR process. The cipher image was created by repeating this cycle of operations.

In 2019, Alaa and Rasha [50] published a study that examines steganography using
Least Significant Bit (LSB), DNA computing, and the creation of a hidden map to hide
data. The secret data was encrypted using DNA computing, the LSBs were used to em-
bed the encrypted data with the cover’s LSBs, and the secret-map was used to as a
locator of the hidden data. The transmitter and receiver must apply the same equation
to build the secret-map, and the development of this map is dependent on the shared
key.

In 2020, Xingyuan and Lin [51] Propose a two-stage image encryption algorithm. The
first stage creates two encryption seque. TThe properties of these two sequences include
the generation of pseudo-random numbers using highly chaotic Chain systems and the
absence of repeated values. the image data is mixed twice using these sequences.

The second step of this method involves implementing the propagation by creating a
DNA substitution base with coding bases and a highly chaotic system. This step involves
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first encryption the image, then applying the rules that have been generated to replace the
DNA codes, and finally decryption the DNA back into image.

In 2020, T. Wang, M.-h. J. O. Wang, and L [52] proposed a system for image encryption
used for generating key 6-dimensional hyperchaotic related to the original image, second
bit-level permutation is used to increase the security, finally, change pixels by DNA coding.

In 2020, S. Zhou, P. He, and N. J. E. Kasabov [53], proposed a dynamic DNA picture
encryption technique that makes advantage of two chaotic systems: DNA sequencing
operations, dynamic DNA coding, and conditional shifting. It is built on top of the SHA-512
and consists of two permutation-diffusion rounds.

In 2020 N. Iqbal et al. [54], proposed a novel method for encrypting color images using a
chaotic system and DNA Strands Level Scrambling (DNASLS). Utilizing an Interconnecting
Logistic Map (ILM), the streams were created. These streams were used to DNA-encode
the picture and key image. The DNA-encoded pixels were then decoded into decimal form
after an XOR operation was applied to the DNA-encoded and key images.

In 2021, Xiaoping and Yongming [55], suggested multiple picture encryption that
reduces the lowering of dimensionality by using 3D model scrambling and zigzag trans-
formation. Following the collection of several photos into a 3D model cube, the final
encrypted image is obtained by dynamic DNA operation. The third phase involves dealing
with DNA dynamic coding utilizing a chaotic system.

In 2021, Qiuyu and Jitian [56] proposed dynamic DNA coding and 6-dimensional hyper-
chaotic depend on image hashing. Firstly, pre-processing uses image hashing to generate
hash sequence which is used as initial value and control of a chaotic system, next image
(R, G, B) is split into three channels and gathered into the two-dimension matrix the pixels
change according to the chaotic system, lastly 6-dimensions hyperchaotic is implement
to produce random sequence for dynamic coding DNA and arithmetic operations for an
image.

In 2021, S. Patel et al. [57], proposed a customized Neural Network (NN) and RGB
picture encryption based on DNA. Chaotic maps were used as the neuron transfer function
in each of the three hidden layers, one input layer, and one output layer that comprised
the NN model. The generator creates four chaotic sequences for use in cryptography. These
sequences are used in color image encryption. Three crucial steps in the encryption process
were pixel diffusion, pixel permutation, and DNA encoding.

In 2022, K Qian et al. [58] suggest a brand-new image encryption method that uses
memory. At the bidirectional bit level of standard DNA diffusion, the chaotic system
combines transformation and periodic dynamics. Initially, a distinct Memorabilia Chaos
map is employed to produce chaotic sequences. The plain text picture is then bit-by-bit
moved in accordance with the hash value and chaotic sequences. The shifted array is then
put back together at the bit level. DNA coding rules that encode data dynamically.

In 2023, S. Geng et al. [59] According to the proposed research, The augmented Hilbert
curve of DNA coding serves as the basis for image coding technology. First, the high
and low frequency components of the plain text image are extracted using three-level
discrete wavelet transform (DWT).Second, to mix the low-frequency components and the
high-frequency components, several Hilbert curve modes are used.. Then, using the inverse
discrete wave transform (IDWT), the high and low frequency components are rebuilt
independently.

In 2023, Jianfeng, Shuying, and Litao [60] proposed encryption algorithm according
to new dynamical system, zigzag transform, and DNA is used. Based on the enhanced
zigzag transform, the simple image is shuffled into blocks, and the DNA is encoded using
the processed chaotic sequences. Combining several photos at once increases conversion
efficiency.
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In 2024, Heping and Yiting [61] image encrypted using Quantum Chaos Maps and
DNA encoding is commonly used, so it has been proposed technique of attack to defeat
QCMDC-IEA, which allows it to negate domain substitution and control by obtaining the
equivalent change key through differential analysis. It does complete decryption with min-
imal complexity by taking use of the internal security signaling pathway in QCMDC-IEA,
better exposing its security mechanism. Creative suggestions to strengthen the security of
analogous cryptographic systems in order to increase performance. The impact approach
is practical and safe to apply on QCMDC-IEA, according to the findings of both theoretical
analysis and experimental testing. As a result, this paper’s cryptography analysis can take
into account certain enhancement analysis to examine a class of image reading algorithms
to encode chaos and information.

In 2024, V. M. V. Moorthi, M. R. Krishna, G. A. Kumar, V. Thanikaiselvan, S. Subashan-
thini, and R. Amirtharajan [62] proposed independent on the receiver side key in this
paper. To improve the security of the delivered image, this method makes use of techniques
like DNA encoding, chaotic dynamics, and key hiding mechanisms. Experimental testing
of the suggested approach has produced results that support its efficacy.

In 2024, Basim [63] suggested model uses the idea of reduction is based on the idea
of clustering, which is to collect sets of primary key values, whose contents are reduced
and interrupted at each level of the binary tree built for the genetic rules of the key
sequence. The split-and-conquer strategy and the DNA binary tree assembly technique are
two distinct procedures used in the model that greatly narrow the solution space and search
for the first letters of Linear Feedback Shift Registers (LFSRs) and Nonlinear Feedback Shift
Registers (NLFSRs).

5. Comparative study

During the proposed studies on DNA algorithm and its use in image encryption, a number
of criteria were used within the presented studies. Comparison tables will be made between
the studies to verify the encryption method with respect according to current security
analysis standards using Number of Pixel Change Rate (NPCR) and Unified Average
Changing Intensity (UACI), information, Correlation Coefficients (CC), and entropy as
shown in Table 4, Table 5 and Table 6. Finally, Table 7 shows the pros and cons of
the papers in a comparative study on image encryption using different methods using
DNA.

Table 4. A comparison of NPCR and UACI
with references.

Ref. NPCR UACI

[42] 0.996 33.343
[43] 99.60 33.42
[51] 99.645 33.463
[52] 99.636 33.465
[53] 99.60 33.47
[54] 99.60 33.46
[55] 99.594 33.452
[56] 99.61 33.44
[57] 99.60 33.45
[58] 99.609 33.459
[59] 99.607 33.468
[60] 99.593 33.478
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Table 5. A comparison of CC with references.

Ref. Vertically Horizontal Diagonal
[42] −0.07963 0.0166 0.0032
[43] −0.07963 0.0166 0.0032
[45] −0.0089 0.0021 0.0013
[47] −0.0089 0.0021 0.0013
[13] 0.0039 −0.0314 0.0158
[48] 0.0032 0.0037 0.0032
[49] 0.0058 −0.0061 −0.0003
[51] 0.0058 −0.0061 −0.0003
[52] 0.0054 0.0085 0.0049
[53] 0.0110 0.0140 0.0350
[54] 0.0087 0.0042 −0.0031
[55] 0.0011 −0.0003 0.0013
[56] 0.0071 −0.0287 0.0007
[57] 0.0023 −0.0002 −0.0021
[58] −0.0023 −0.0002 −0.0021
[59] 0.0021 0.0013 −0.0028
[60] −0.0002 0.0003 −0.0008

Table 6. A comparison of infor-
mation entropy with references.

Ref. Lena
[42] 7.9895
[43] 7.9992
[45] 7.9978
[47] 7.9975
[13] 7.9972
[48] 7.9976
[49] 7.9968
[51] 7.9975
[52] 7.9975
[53] 7.9972
[54] 7.9975
[55] 7.9974
[56] 7.9998
[57] 7.9914
[58] 7.9994
[59] 7.9994
[60] 7.9987

5.1. Number of pixel change rate and unified average changing intensity evaluation

NPCR specifies the number of pixels whose values have changed in both images (original
and encoded or decoded) by using Eq. (3) while UACI provides the mean variation in pixel
intensity at the appropriate locations in each of the two pictures (pictures R and H). As a
percentage of the maximum pixel density in the case of an 8-bit image and the maximum
pixel density of 255 as in the Eq. (4). Table 4 display the NPCR and UACI analysis results
for various encryption and decryption images [64].

NPCR(R, H) =
∑M∗N

IJ D(I, J)
M ∗ N

∗ 100% (3)

UACI =
∑M∗N

I,J |R(I, J)−H(I, J)|
M ∗ N

∗ 100% (4)

where M and N represent the width and height of images, respectively.
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Table 7. Comparing the pros and cons of image encryption in DNA.

Ref. Pros. Cons.

[42] The four parameters ri (i = 1, 2, 3, 4) that are dependent
on the plain image, their technique can withstand
known-plaintext and chosen-plaintext attacks. Even if
the initial conditions are the same, these parameters
yield different key streams for different plain images.

Every initial condition is extremely
sensitive to the system.

[43] The method has a large key space, high key sensitivity, and
the capacity to resist statistical and exhaustive attacks,
according to theoretical and actual results. It also
improves ciphertext security.

Complex and time consuming.

[44] Uses three DNA sequences in the proposed system to
encrypt, embed the secret, and as an encryption key.

High rate of modification. It does not
maintain the biological DNA’s
functionality.

[45] The encryption technique consists of two stages, switching
and propagation., large secret key-space and strong
secret key sensitivity, which can effectively protect the
security of the encrypted image

the use of chaos and encryption rules
can provide a high level of security,
but the extent of its resistance to
attacks such as brute force and
statistical analysis must be studied.

[46] It does not change the information of organism’s biological
information, so it won’t cause anomality, large storage
capacity. The embedding of the data in the DNA does
not enlarge its size. XOR and Pseudo Random Bit
Generator are used to carry out the encryption process of
the secret data. To correct errors Reed-Solomon (RS)
code was used. Secret key is used. And the high
probability of cracking.

Not easy to implement, high
modification rate.

[47] The results of the experiments and analyses show that the
suggested method can withstand common attacks and
has a strong sense of security.

The use of chaotic maps (PWLCM and
DNA) encoding techniques can
increase the computational
complexity, leading to longer
execution times.

[20] Lowest time consumption, combined with DNA computing
to improve two common block cipher criteria: confusion
and diffusion in the Feistel mode.

The complexity of the system.

[13] The large capacity to hide large plain letters and mask
their frequencies, easy to implement by computers, and
encrypt and decrypt using a reversible matrix. It can be
used to encrypt images. The encryption matrix is the
Hill-cipher key. The ciphertext cannot be recovered to
plaintext if the inverse of the encryption matrix cannot
be computed (irreversible). They use a hyper-chaotic
sequence to generate an irreversible encryption matrix
to reduce the correlation between matrices and increase
the resistance of the ciphertext to attacks.

Statistical method is essential, but it
insufficient to show that the algorithm
has higher security.

[48] In experimental simulations and comparisons, they proved
proposed system security from four perspectives:
exhaustive, statistical, differential, and noise attacks.
The proposed approach has improved security,
according to simulation findings and its outputs are
more unpredictable.

Possesses more complicated trajectories.

[50] New steganography method and hard to detect the hidden
image.

Complicated, the shared secure lookup
table between the sender and receiver.

[51] Reduce the correlation that exists between neighboring
pixels. They were able to withstand attacks, had a broad
encryption key space, a high key sensitivity level, and
excellent encryption results.

Complex system.

(continued on next page)
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Table 7. Continued.

Ref. Pros. Cons.

[52] The algorithm proposes hyper-clutter to show that the
proposed algorithm is secure and reliable image
encryption.

The increased computational
complexity Using a 6D chaos system
and bit-level DNA encoding may
introduce significant requirements
risks, which increases execution time
and may affect performance in
applications that require decryption.

[55] Large encryption key space, high key sensitivity, novel
encryption technique, and resilience to attacks.

Complex and time consuming.

[56] Theoretical and practical results reveal that the technique
increases encoding efficiency, improves security and
strong robustness, and has a considerable key space and
high key sensitivity, as well as the ability to withstand
statistical and exhaustive form of attacks such as noise
and cropping.

The complexity of the system leads to
its inability to be implemented in
devices with limited resources, such
as smartphones or embedded
devices, which limits the scope of
use of the algorithm in practical
applications.

[58] It improves the cryptographic efficiency and ensures the
security of the proposed cryptosystem again

It is sensitive to excessive complexity
and may lead to unexpected
vulnerability or fraying on complex
systems.

[59] good security performance. because this encryption
algorithm provides against chosen brute-force attacks,
plaintext attacks, differential attacks, statistical attacks,
cropping attacks and noise attacks.

It increases computational complexity
and consumes a lot of time.

[60] Increase conversion efficiency by merging many photos at
once, and fortify defense against different types of
attacks. Based on visual analysis, the technique is
thought to be secure and efficient for digital images.

Despite the security provided by the
algorithm, if it is applied to a mobile
phone, it needs further improvement.

[61] The study identifies vulnerabilities inherent in the
QCMDC-IEA method, which enhances security by
structuring the encryption of document images for
anarchy and personalization.

Although suggestions are made to
improve security, the research does
not provide concrete solutions or
innovative applications to address
the discovered flaws

[62] Experience an algorithm with high entropy values
(exceeding 7.995) and interaction agreement values of
less than 1%) in the scientific, horizontal, and diagonal
bases, indicating an algorithmic technology to achieve a
robust and efficient reading experience.

Increased computational complexity

[63] uses state-of-the-art methods that bring complexity and
creativity to the realm of cryptanalysis, such as DNA
binary tree clustering and hierarchical DNA clustering.
Finding the starting values of LFSRs and NLFSRs may be
simpler when the divide-and-conquer strategy and
clustering are combined since they narrow down the
solution space.

The C(2ˆn) complexity of the suggested
method suggests that it demands
significant computer resources,
which may not be possible for all
real-world applications.

5.2. Correlation coefficient

The CC is a statistical measure that describes the relationships between two variables. In
most images with visible content, each pixel has a strong relationship with its neighbors
in all, horizontal, vertical, and diagonal. The result of a good encryption model should be
encrypted images without such correlations in the adjacent pixels. According to Eq. (5),
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the CC of adjacent pixels is calculated [65, 66].

e(x) = 1/n6
n
i=1xi (5)

d(x) = 1/n6
n
i=1(xi− e(x))2 (6)

Covariance(x, y) 1/n6
n
i=1(xi− e(x))(yi− e(y)) (7)

CCxy =
Covariance(x, y)√

d(x) ∗ d(y)
(8)

While are neighboring pixels of premier or encrypted images, e(x) represents mean value,
d(x) represents deviation to the mean value, covariance (x, y) represents covariance be-
tween neighbor pixels and is the CC. The CC of pairs of neighboring pixels have been chosen
randomly in horizontal, vertical, and diagonal locations to check for correlation between
the encrypted and original images, and their coefficients of correlation are determined by
calculating using Eq. (8). As shown Table 5.

5.3. Evaluation of entropy

The amount of randomness in the information contained is measured by the information
entropy. The entropy of an image determines whether it is a random image with random
pixel values. The term entropy refers to the amount of information that can be stored, as
shown in the (Eq. (9)) [67].

E =−6n
g=0P(g) log2(P(g)) (9)

The g is present the probability of pixel value P(g), and n the number of pixel values
(0–256) for the gray level image 28. Since there is a correlation in the original plain image
and pixel values are rarely random, the value of the entropy is usually less than 8. When
all pixel values are distributed randomly, entropy reaches its maximal ideal value, which
is 8. According to the findings, the encrypted images’ the entropy is really near to the ideal
value of 8

Table 7 included a comparative of several studies that deal with bioinformatics in
different ways, showing the results of each, its strengths and weaknesses, and how to deal
with them.

6. Conclusions

In this paper, a study to help researchers is presented to be aware of the limitations of
cryptography The systems, therefore, inspire future progress in this field. As the demand
for storage grows, there is a huge desire for new and changing ways for storing enormous
volumes of data. DNA has recently been recognized as a useful data carrier with the added
advantage of reliable data. Steganography and cryptography are using DNA’s biomolecular
computing capabilities and steganography. Bioinformatics have been used in many ways
to make security higher, it can be concluded that DNA information has been used to
increase the complexity of the systems. Some of the researchers employ DNA to increase
the confusion while others focused on diffusion, a little group of them had employed
both disciplines. Other researchers suffer from slowness in processing. Many good results
have been obtained. Randomness was the goal of some research. In future, it can be
increased the secrecy of the system using artificial intelligence techniques or it can be
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used the irreducible polynomials to have an ideal algorithm for encryption to be resistant
to different attacks.
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