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ORIGINAL STUDY

A Novel Approach to Generate Dynamic
S-Box for Lightweight Cryptography
Based on the 3D Hindmarsh Rose Model

Ala’a Talib Khudhair *, Abeer Tariq Maolood, Ekhlas Khalaf Gbashi

Computer Science Department-University of Technology — Iraq, Baghdad, Iraq

ABSTRACT

In lightweight cryptography, the absence of an S-Box in some algorithms like speck, Tiny
Encryption Algorithm, or the presence of a fixed S-Box in others like Advanced Encryption
Standard can make them more vulnerable to attacks. This study introduces an innovative method
for creating a dynamic 6-bit S-Box (8 x 8) in octal format. The generating process of S-Box passes
through two phases. The first is the number initialization phase. This phase involves generating
sequence numbers 1, sequence numbers 2, and sequence numbers 3 depending on X;, Y;, and Z;
values generated using the 3D Hindmarsh Rose model. The second is the S-Box construction phase.
This phase involves building S-Box values depending on sequence numbers 1, sequence numbers
2, and sequence numbers 3, which resulted from the number initialization phase. The effectiveness
of the proposed S-Box was evaluated through various criteria, including the bijective property,
balanced, fixed points, opposite fixed points, completeness criteria, avalanche criteria, and strict
avalanche criteria. It was observed that S-Box achieved a linear and differential branch number of
3, non-linearity of 24, differential uniformity of 4, and algebraic degree of 3. In addition, reducing
the number of linear and nonlinear operations makes it suitable for lightweight algorithms. The
architecture of the proposed S-Box demonstrates robustness, with a total of 1.98 x 1087 possible
S-Boxes against algebraic attacks. Moreover, the construction of the S-Box and its inverse take
only 14.3542 milliseconds, making it suitable for use in many lightweight block ciphers. The new
S-Box is the first to exhibit these characteristics.

Keywords: Dynamic S-Box, 3D Hindmarsh Rose model, Cryptography, Lightweight S-Box

1. Introduction

The fourth industrial revolution involves a wide array of advanced technologies, with
the Internet of Things (IoT) being a crucial component that connects people, objects,
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processes, data, applications, and services. However, trustworthy systems are essential to
ensuring the security and reliability of IoT-based infrastructures, with cryptography being
a fundamental building block. Due to the limited resources and small size of most devices
in the IoT environment, lightweight cryptography, such as the standardized block ciphers
PRESENT [1] and CLEFIA [2] by the International Organization for Standardization and
International Electrotechnical Commission ISO/IEC, is necessary for their security. The
threat of side-channel attacks, introduced by Paul Kocher in 1996, has highlighted the
importance of implementing countermeasures to protect against such attacks, as they are
not preventable through traditional cryptanalysis techniques [3]. Efforts are being made to
develop efficient implementations of side-channel countermeasures, particularly focusing
on reducing the number of nonlinear operations in masked implementations to minimize
resource overhead. Several lightweight block ciphers have been proposed to achieve a
low nonlinear operation count to enhance security against side-channel attacks [4-6].
Only three studies have attempted to build a 6-bit S-Box for encryption algorithms. In
2013, B. Bilgin et al. built a 6-bit S-Box, but it required a very large number of linear and
nonlinear operations [7]. In 2019, S. Sarkar et al. presented a way to build S-Boxes with
differential branch number (DBN) and linear branch number (LBN) of 3. They did this
by employing resilient Boolean functions. They have good cryptographic qualities, but
because their search algorithms are based on algebraic techniques, they are not bitslice
efficient and include a large number of linear and nonlinear operations [8]. In 2021,
H. Kim et al. exploited constructions of S-Boxes from smaller S-Boxes using a Feistel
structure, but it is unsuitable for lightweight cryptography because it takes a long time for
generation [9].

This paper introduces a new construction method for a dynamic lightweight 6-bit S-Box
based on the 3D Hindmarsh Rose model. The S-Box generation process has two phases. The
first is the number initialization phase. This phase involves generating sequence numbers 1,
sequence numbers 2, and sequence numbers 3 depending on X, Y;, and Z; values. The user
generates X, takes 13 values from the result to get sequence numbers 1, generates Y; based
on the new sequence numbers 1, takes 13 values from the result to get sequence numbers 2,
generates Z; based on the new sequence numbers 1, and takes 13 values from the result to
get sequence numbers 3. The user repeats this process for as many rounds as they like. The
second phase is the S-Box construction phase. This phase entails generating S-Box values
based on sequence numbers 1, 2, and 3, derived from the number initialization phase. The
process involves several steps. First, the user randomly selects a round. Second, the user
randomly chooses to depend on either sequence numbers 1, 2, or 3. Third, a position is
randomly selected, ensuring it does not exceed 10. Fourth, two digits are extracted from
the chosen position modulo 64. Fifth, the two extracted digits are converted to 6-bit binary
and then into octal format. Finally, the result is checked against the S-Box; if absent, it is
added. Otherwise, the process is reiterated until an S-Box with a size of 8 x 8 is generated.

First, this proposal seeks to develop a new method for constructing a dynamic,
lightweight 6-bit (8 x 8) S-Box in octal format, based on the 3D Hindmarsh-Rose model,
with a linear and differential branch number of 3. Second, this proposal seeks to enhance
security by reducing the number of linear and nonlinear operations, thereby also mini-
mizing processing time. Third, this proposal aims to conduct performance evaluations to
validate the effectiveness of the proposed method, particularly its high nonlinearity, low
differential uniformity, and high algebraic degree.

The paper is organized as follows: Section 2 introduces the chaotic systems, Section 3
presents the proposed method of constructing a new S-Box, Section 4 assesses the proposed
S-Box and provides a comparison of our proposed S-Box and existing S-Boxes. Finally,
Section 5 presents the conclusions and directions for future work.
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2. Chaotic systems

Mathematical behavior that is both nonlinear and deterministic is the foundation of
chaos theory [10]. It has higher sensitivity to any change in initial conditions, including
the control parameters and initial values. Consequently, a slight alteration to the beginning
values or control settings causes a large alteration in the chaotic outputs [11]. These
characteristics are linked to those of a good cipher in cryptography, such as confusion
and diffusion, enabling researchers to use chaotic systems to raise the security level of
numerous cryptographic systems [12]. In this study, the 3D Hindmarsh Rose model is used.

v The 3D Hindmarsh Rose model was developed by John Hindmarsh and Stuart Rose.
Equation (1) shows the formal definition of the 3D Hindmarsh Rose iterator [13]:

Xnp1=y—a*xx>+bxx?—z+I
Ynii=c—dxx?—y 1
Zn1 = rls(x — xr) — 2]

Eight parameters make up the model: a, b, c, d, 1, s, xr, and I. It is customary to fix some
of these and leave others as control parameters. The parameter I is typically regarded as
a control parameter. The control parameters a, b, ¢, d, or r are also frequently employed
in the literature. Typically, s = 4 and xr = —8/5 are fixed parameters. The values of a, b,
¢, and d, when fixed, are fixed area=1,b =3, c = 1, and d = 5. The parameter r ranges
from 0.001 to 0.003, while I has a range of —10 to 10 [13].

3. The proposed method

This paper presents a novel approach to constructing a dynamic 6-bit S-Box (8 x 8)
in octal format based on the 3D Hindmarsh Rose model, with a 6-bit input and a 6-bit
output. The generating process of S-Box passes through two phases. First, the number
initialization phase involves generating sequence numbers 1, sequence numbers 2, and
sequence numbers 3 depending on X;, Y;, and Z; values. The user generates X;, takes 13
values from the result to get sequence numbers 1, generates Y; based on the new sequence
numbers 1, takes 13 values from the result to get sequence numbers 2, generates Z; based
on the new sequence numbers 1, and takes 13 values from the result to get sequence
numbers 3, as shown in Algorithm 1 and Fig. 1.

Algorithm 1. Number initialization phase.

Input: Initial conditions for the 3D Hindmarsh Rose model (a, b, c, d, 1, s, xr, I, Xo, Yo and Z).
Output: sequence numbers 1, sequence numbers 2, and sequence numbers 3
Begin
1. Read the initial conditions.
2. Number initialization phase:
2.1: Fori=1ton //nisadynamic value, defined by the user
2.2: Generates X; and takes 13 values from the result to get sequence numbers 1.
2.3:  Generates Y; based on the new sequence numbers 1and takes 13 values from the result to get sequence
numbers 2.
2.4: Generates Z; based on the new sequence numbers 1 and takes 13 values from the result to get sequence
numbers 3.
2.5: Nexti.
3. Remove Sign and dot (.) for the generated sequence numbers 1, sequence numbers 2, and sequence numbers
3.

End
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Fig. 1. Number initialization phase.

Algorithm 2. S-Box construction phase.

Input: Sequence numbers 1, sequence numbers 2, and sequence numbers 3
Output: S-Box (8 x 8) in octal format.

Begin

Fori=1ton

Step 1: Select a round (i) randomly and read its value.

Step 2: Make a random selection depending on either sequence numbers 1, 2, or 3 and read its value.
Step 3: Select a position randomly. // the selected position must not exceed 10
Step 4: Cut two digits from the selected position, then takes mod 64.

Step 5: Convert the result of Step 4 into 6-bit binary format.

Step 6: Convert the 6-bit binary format into octal format.

Step 7: Add the result of Step 6 to the S-Box if the result does not exist inside it.
Next i.

End

Second, the S-Box construction phase entails generating S-Box values based on sequence
numbers 1, 2, and 3 derived from the number initialization phase. The process involves
several steps. First, the user randomly selects a round. Second, the user randomly chooses
to depend on either sequence numbers 1, 2, or 3. Third, a position is randomly selected,
ensuring it does not exceed 10. Fourth, two digits are extracted from the chosen position
modulo 64. Fifth, the two extracted digits are converted to 6-bit binary and then into octal
format. Finally, the result is checked against the S-Box; if absent, it is added. Otherwise,
the process is reiterated until an S-Box with a size of 8 x 8 is generated, as illustrated in
Algorithm 2 and Fig. 2.

3.1. Inverse S-Box

To generate each value in the inverse S-Box, the following process is followed. The user
takes the first value of the S-Box, such as (43), and divides it into two digits, (4) and (3), to
indicate the address of the value in the inverse S-Box. The extracted address of (43) is row
0 and column 0, which are then combined to determine the value that will be stored in
the inverse S-Box. Hence, the value found in row (4) and column (3) of the inverse S-Box
is (00), as shown in Algorithm 3.

A complete example of the generation of a dynamic S-Box employing the 3D Hindmarsh
Rose model is shown below:

A. Number initialization phase

Implement the 3D Hindmarsh Rose model usinga=1,b=3,c=1,d=5,s=4,1=5
r=-1.6,r =0.001, Xo = 0.1, Yo = 0.1 and Z; = 3.
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Fig. 2. S-Box construction phase.

Algorithm 3. Create the S-Box’s inverse.

Input: S-Box (8 x 8).

Output: S-Box inverse (8 x 8).

Begin

Step 1: Loop with each of the S-Box (8 x 8) numbers.

Step 2: Split each number into two digits to determine the address of its corresponding value in the S-Box
inverse.

Step 3: Combine the addresses of the two digits to determine the new value to be stored in the S-Box inverse.
Step 4: Repeat Steps 2-3 until the S-Box inverse is fully constructed.

End
Wheni=1
X; =0.1 + (=1 x (0.1) "®) + (3 x (0.1) ) — 3 + 5 = 2.129, takes 13 digits; the result

is 2.129
Y; =1—(5x(2.129) ") — 0.1 = —21.763205, takes 13 digits; the result is —21.763205
Z; =0.001 [4 x (2.129 — (—1.6) — 3)] =0.011916, takes 13 digits; the resultis 0.011916

Wheni=2

Xy = —21.763205 + (-1 x (2.129) %) + (3 x (2.129) "2) — 0.011916 + 5 =
—12.827190689, takes 13 values; the result is —12.827190689

Y, =1 — (5 x (—12. 827190689) "2) — (—21.763205) = —799.920899859841473605,
takes 13 values; the result is —799.92089985

Z5 = 0.001 [(4 x (—12.827190689 — (—1.6))) — 0.011916] = —0.044920678756,
takes 13 values; the result is —0.0449206787

The rest of the results are obtained in the same way, as shown in Table 1.
The next step is to remove the sign and dot (.) to generate sequence numbers 1, 2, and
3, as shown in Table 2.
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Table 1. Generate X; Y;, and Z; using the 3D Hindmarsh Rose model.

Number of i

Xi

Yi

Z;

AU A WN -

2.129
—12.827190689
1809.27966171
—5929210303.4
2.08444559393
—23726.844737

—21.763205
—799.92089985
—16366663.55
—1.757776741
—18.966790429
—2814815785.9

0.011916
—0.0449206787
7.24356356751
—23716841.214
23716.8559517
—118.61783489

Table 2. Sequence numbers 1, 2, and 3 after removing sign and dot (.).

Number of i

Sequence numbers 1

Sequence numbers 2

Sequence numbers 3

1 2129 21763205 0011916
2 12827190689 79992089985 00449206787
3 180927966171 1636666355 724356356751
4 59292103034 1757776741 23716841214
5 208444559393 18966790429 237168559517
6 23726844737 28148157859 11861783489
Table 3. S-Box construction phase.
Select depending on Cut 2 digits from  Convert 2
Select either sequence numbers  Value of Select the chosen digits to Convert
round 1,2,0r3 round position  position mod 64  6-bit binary  to octal
1 Sequence numbers 3 0011916 1 00 mod 64 =0 000000 00
5 Sequence numbers 1 208444559393 6 45 mod 64 = 45 101101 55
6 Sequence numbers 2 28148157859 4 48 mod 64 =48 110000 60
10 Sequence numbers 1 15248740239 1 15mod 64 =15 001111 17
18 Sequence numbers 1 27693244587 9 58 mod 64 =58 111010 72
Table 4. S-Box.
00 55 60 17 72 40 16 61
15 07 51 14 03 66 67 32
52 31 26 42 74 46 65 37
25 63 04 30 33 34 53 41
47 23 36 77 20 01 73 10
71 76 35 62 06 54 44 21
27 12 70 45 11 57 05 24
50 64 43 02 22 75 56 13

B. S-Box construction phase

This phase entails generating S-Box values based on sequence numbers 1, 2, and 3,
derived from the number initialization phase, as shown in Table 3.
Similarly, the generation process continues until the S-Box (8 x 8) is obtained, as shown
in Table 4. Table 5 shows the S-Boxes in reverse.

4. Performance evaluation

This section demonstrates the security strength of the proposed 6-bit S-Box, measured
over balanced, bijective property, fixed points (FP), opposite fixed points (OFP), complete-
ness criteria (CC), avalanche criteria (AC), strict avalanche criteria (SAC), linear branch
number (LBN), differential branch number (DBN), differential uniformity (DU), algebraic
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Table 5. S-Box inverse.

00 45 73 14 32 66 54 11
47 64 61 77 13 10 06 03
44 57 74 41 67 30 22 60
33 21 17 34 35 52 42 27
05 37 23 72 56 63 25 40
70 12 20 36 55 01 76 65
02 07 53 31 71 26 15 16
62 50 04 46 24 75 51 43

degree, linear and nonlinear operations, algebraic attacks, and time. It also compares the
cryptanalysis of the proposed 6-bit S-Box with other 6-bit S-Boxes from B. Bilgin et al. [7],
Sakar [8], and H. Kim et al. [9].

4.1. Balanced
The obtained S-Box is balanced since it contains an equal number of 1s and Os in the

corresponding truth table of the Galois Field GF (2°). The eighth and 16th columns have
an equal number of Os and 1s, representing the “XOR” function, as shown in Table 6.

Table 6. The balance of the S-Box.

S-Box Convert to 6-bit (octal) XOR (x1, S-Box Convert to 6-bit (octal) XOR (x1,
value x2, x3, x4, value x2, x3, x4,
(octa) x1 x2 x3 x4 x5 x6 Xx5,x6) (octa) x1 x2 x3 x4 x5 x6 x5,x6)
00 0 0 0 0 0 0 0 47 1 0 0 1 1 1 0
55 1 0 1 1 0 1 0 23 0 1 0 0 1 1 1
60 1 1 0 0 0 0 0 36 0 1 1 1 1 0 0
17 0 0 1 1 1 1 0 77 1 1 1 1 1 1 0
72 1 1 1 0 1 0 0 20 0 1 0 0 0 0 1
40 1 0 0 0 0 0 1 01 0 0 0 0 0 1 1
16 0 0 1 1 1 0 1 73 1 1 1 0 1 1 1
61 1 1 0 0 0 1 1 10 0 0 1 0 0 0 1
15 0 0 1 1 0 1 1 71 1 1 1 0 0 1 0
07 0 0 0 1 1 1 1 76 1 1 1 1 1 0 1
51 1 0 1 0 0 1 1 35 0 1 1 1 0 1 0
14 0 0 1 1 0 0 0 62 1 1 0 0 1 0 1
03 0 0 0 0 1 1 0 06 0 0 0 1 1 0 0
66 1 1 0 1 1 0 0 54 1 0 1 1 0 0 1
67 1 1 0 1 1 1 1 44 1 0 0 1 0 0 0
32 0 1 1 0 1 0 1 21 0 1 0 0 0 1 0
52 1 0 1 0 1 0 1 27 0 1 0 1 1 1 0
31 0 1 1 0 0 1 1 12 0 0 1 0 1 0 0
26 0 1 0 1 1 0 1 70 1 1 1 0 0 0 1
42 1 0 0 0 1 0 0 45 1 0 0 1 0 1 1
74 1 1 1 1 0 0 0 11 0 0 1 0 0 1 0
46 1 0 0 1 1 0 1 57 1 0 1 1 1 1 1
65 1 1 0 1 0 1 0 05 0 0 0 1 0 1 0
37 0 1 1 1 1 1 1 24 0 1 0 1 0 0 0
25 0 1 0 1 0 1 1 50 1 0 1 0 0 0 0
63 1 1 0 0 1 1 0 64 1 1 0 1 0 0 1
04 0 0 0 1 0 0 1 43 1 0 0 0 1 1 1
30 0 1 1 0 0 0 0 02 0 0 0 0 1 0 1
33 0 1 1 0 1 1 0 22 0 1 0 0 1 0 0
34 0 1 1 1 0 0 1 75 1 1 1 1 0 1 1
53 1 0 1 0 1 1 0 56 1 0 1 1 1 0 0
41 1 0 0 0 0 1 0 13 0 0 1 0 1 1 1
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4.2. Bijective property

The obtained S-Box is bijective by balancing Os and 1s. The Hamming weight of all
Boolean functions is [32 32 32 32 32 32 32 32], as shown in Table 7.

Table 7. The Hamming weight of the S-Box.

S-Box Convert to 6-bit (octal) S-Box Convert to 6-bit (octal)
value value
(octal) F1 F2 F3 F4 F5 F6 (octal) F1 F2 F3 F4 F5 F6
00 0 0 0 0 0 0 47 1 0 0 1 1 1
55 1 0 1 1 0 1 23 0 1 0 0 1 1
60 1 1 0 0 0 0 36 0 1 1 1 1 0
17 0 0 1 1 1 1 77 1 1 1 1 1 1
72 1 1 1 0 1 0 20 0 1 0 0 0 0
40 1 0 0 0 0 0 01 0 0 0 0 0 1
16 0 0 1 1 1 0 73 1 1 1 0 1 1
61 1 1 0 0 0 1 10 0 0 1 0 0 0
15 0 0 1 1 0 1 71 1 1 1 0 0 1
07 0 0 0 1 1 1 76 1 1 1 1 1 0
51 1 0 1 0 0 1 35 0 1 1 1 0 1
14 0 0 1 1 0 0 62 1 1 0 0 1 0
03 0 0 0 0 1 1 06 0 0 0 1 1 0
66 1 1 0 1 1 0 54 1 0 1 1 0 0
67 1 1 0 1 1 1 44 1 0 0 1 0 0
32 0 1 1 0 1 0 21 0 1 0 0 0 1
52 1 0 1 0 1 0 27 0 1 0 1 1 1
31 0 1 1 0 0 1 12 0 0 1 0 1 0
26 0 1 0 1 1 0 70 1 1 1 0 0 0
42 1 0 0 0 1 0 45 1 0 0 1 0 1
74 1 1 1 1 0 0 11 0 0 1 0 0 1
46 1 0 0 1 1 0 57 1 0 1 1 1 1
65 1 1 0 1 0 1 05 0 0 0 1 0 1
37 0 1 1 1 1 1 24 0 1 0 1 0 0
25 0 1 0 1 0 1 50 1 0 1 0 0 0
63 1 1 0 0 1 1 64 1 1 0 1 0 0
04 0 0 0 1 0 0 43 1 0 0 0 1 1
30 0 1 1 0 0 0 02 0 0 0 0 1 0
33 0 1 1 0 1 1 22 0 1 0 0 1 0
34 0 1 1 1 0 0 75 1 1 1 1 0 1
53 1 0 1 0 1 1 56 1 0 1 1 1 0
41 1 0 0 0 0 1 13 0 0 1 0 1 1
Therefore,

F1 F2 F3 F4 F5 F6

Hamming weight 32 32 32 32 32 32

4.3. Fixed points (FP)

If an S-Box returns the same value as its input (S-Box (m) = m), it is said to contain an
FP [14]. An S-Box with fewer FP is more resistant to attacks. The proposed S-Box possesses
two FPs, as shown in Table 8. Table 12 compares the FP of the proposed S-Box with other
S-Boxes in the literature.
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Table 8. FP of the S-Box.

Input  Input Output Output Input Input Output Output

(octal) (binary) (octal) (binary) Result (octal) (binary) (octal) (binary) Result

00 000000 00 000000 Fixed point 40 100000 47 111001 No fixed point
01 000001 55 101101 No fixed point 41 100001 23 010011 No fixed point
02 000010 60 110000 No fixed point 42 100010 36 011110 No fixed point
03 000011 17 001111 No fixed point 43 100011 77 111111 No fixed point
04 000100 72 111010 No fixed point 44 100100 20 100111 No fixed point
05 000101 40 100000 No fixed point 45 100101 01 010000 No fixed point
06 000110 16 001110 No fixed point 46 100110 73 000001 No fixed point
07 000111 61 110001 No fixed point 47 100111 10 111011 No fixed point
10 001000 15 001101 No fixed point 50 101000 71 001000 No fixed point
11 001001 07 000111 No fixed point 51 101001 76 111110 No fixed point
12 001010 51 101001 No fixed point 52 101010 35 011101 No fixed point
13 001011 14 001100 No fixed point 53 101011 62 110010 No fixed point
14 001100 03 000011 No fixed point 54 101100 06 000110 No fixed point
15 001101 66 110110 No fixed point 55 101101 54 101100 No fixed point
16 001110 67 110111 No fixed point 56 101110 44 100100 No fixed point
17 001111 32 011010 No fixed point 57 101111 21 010001 No fixed point
20 010000 52 101010 No fixed point 60 110000 27 010111 No fixed point
21 010001 31 011001 No fixed point 61 110001 12 001010 No fixed point
22 010010 26 010110 No fixed point 62 110010 70 111000 No fixed point
23 010011 42 100010 No fixed point 63 110011 45 100101 No fixed point
24 010100 74 111100 No fixed point 64 110100 11 001001 No fixed point
25 010101 46 100110 No fixed point 65 110101 57 101111 No fixed point
26 010110 65 110101 No fixed point 66 110110 05 000101 No fixed point
27 010111 37 011111 No fixed point 67 110111 24 010100 No fixed point
30 011000 25 010101 No fixed point 70 111000 50 101000 No fixed point
31 011001 63 110011 No fixed point 71 111001 64 110100 No fixed point
32 011010 04 000100 No fixed point 72 111010 43 100011 No fixed point
33 011011 30 011000 No fixed point 73 111011 02 000010 No fixed point
34 011100 33 011011 No fixed point 74 111100 22 010010 No fixed point
35 011101 34 011100 No fixed point 75 111101 75 111101 Fixed point
36 011110 53 101011 No fixed point 76 111110 56 101110 No fixed point
37 011111 41 100001 No fixed point 77 111111 13 001011 No fixed point

4.4. Opposite fixed points (OFP)

A point is called an OFP of S-Box if S (a) = a, where a is the complement of a [15]. There
is no OFP in the new S-Box, as shown in Table 8. Any S-Box without an OFP performs
better against differential cryptanalysis attacks than those with an OFP.

4.5. Completeness criteria (CC)

The newly generated S-Box meets the CC, as it depends on the input. If there is at least
one bit of an input, such as X and X; that only differs in one bit, then the output of f (X) and
f (X;) will differ at least in J bits. The output of the S-Box depends on the initial conditions
of the 3D Hindmarsh Rose model (a, b, ¢, d, r, s, xr, I, Xo, Yo, and Zg). This means that even
a slight alteration in these values can result in a significant change in the outputs of the
S-Boxes. Tables 4 and 5 were created with the following initial conditions: a =1, b = 3,
c=1,d=5,s=4,I=5xr=-1.6,r=0.001, Xy = 0.1, Yo = 0.1, and Zy, = 3. Changing
Xo to be 0.11, compare with Tables 9 and 10, demonstrates how the values of the S-Box
are completely altered by a slight modification in any of the parameters used to generate
the S-Box.
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Table 9. S-Box

00 45 01 44 76 02 35 56
26 63 62 43 10 41 03 70
32 72 52 20 17 27 14 30
16 47 46 13 61 25 06 24
60 22 21 36 42 55 05 50
37 04 34 40 54 33 07 75
15 23 74 73 31 11 66 65
77 53 64 71 57 67 12 51

Table 10. S-Box inverse

00 02 05 16 51 46 36 56
14 65 76 33 26 60 30 24
23 42 41 61 37 35 10 25
27 64 20 55 52 06 43 50
53 15 44 13 03 01 32 31
47 77 22 71 54 45 07 74
40 34 12 11 72 67 66 75
17 73 21 63 62 57 04 70

Table 11. AC test.

Method Binary (input) Replace in S-Box  Binary (output) AC
Proposed S-Box 011011 30 011000 2/6 = 0.333
Change 1 bit 011111 41 100001 5/6 = 0.833

4.6. Avalanche criteria (AC)

A slight change in the input bits will result in a significant change in the output sequence,
for example, flipping a single bit from 0 to 1 or vice versa. This criterion is highly desirable
in block cipher methods due to its impact on diffusion computation. Table 11 illustrates
the AC test.

4.7 The strict avalanche criterion (SAC)

This criterion is satisfied by the S-Box when modifying one bit in the input results in
changing half of the output bits [16]. In other words, if both the CC and AC are met, the
SAC is achieved [17]. The proposed technique fulfills these criteria, and, thus meets the
SAC.

4.8. Linear branch number

The linear branch number (LBN) of an S-Box [18] is defined as

a,b,q>n(1ai,113) 2o (wt (a) + wt (b)) 2

The upper bound of LBN < n — 1, where n is input bits. A higher LBN enhances the
system’s resistance against linear attacks [19]. The proposed S-Box has a LBN of 3, as
shown in Table 12.
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Table 12. Comparison of the cryptographic characteristics and operation counts of 6-bit S-Boxes.

DBN 2 3 3 3

LBN 2 3 3 3

Differential uniformity 2 4 4 4

Non-linearity 24 24 24 24

Algebraic degree 4 2 4 3

Fixed points 0 4 2 2

nonlinear operations 35 36 9 0

linear operations 93 54 12 0

Construction method Rijndael Toeplitz matrix Feistel 3D Hindmarsh Rose model
Reference [71 [8]1 [9] This paper

*The results were obtained using SageMath, a free, open-source mathematics tool.

4.9. Differential branch number

The differential branch number (DBN) of an S-Box [20] is defined as

arrhgéna (wt(a®b) +wt(S@) @S (b))). 3)

The user calculates all possible XORs between the Galois Field GF (2") entries and then
all possible XORs between the S-Box entries. Finally, the user calculates their Hamming
weights and computes the minimum value. The upper bound of DBN is [%“], where n is
input bits. A higher DBN enhances the resistance of the system against differential attacks
[21]. The proposed S-Box has a DBN of 3, as shown in Table 12.

4.10. Differential uniformity

The differential uniformity (DU) of an S-Box [22] is defined as

2 _
Aan;%?(Aﬂ #{x e FAS(X) ®S(x® Aa) = AB}. )

The lower the DU, the better the resistance to differential attacks [23]. The lowest
possible DU is 2 [24]. The proposed S-Box achieved a maximum DU score of 4. This
low score affirms the potential of the proposed S-Box to resist differential cryptanalysis
effectively. Furthermore, Table 12 compares the DU scores of the proposed S-Boxes with
those found in the existing literature. This comparison underscores the efficacy of the S-Box
in thwarting attempts at differential cryptanalysis.

4.11. Non-Linearity

The non-linearity (NL) of an S-Box [25] is defined as

on-1_ o1y . “i%’io'q’(m’ AB)I, where @ (o, 1) = Y (—1) S0I&rx (5)
' x € F?

where “.” is the inner product in the respective Galois field. A higher NL implies greater
complexity and unpredictability in the relationship between inputs and outputs, which
enhances the resistance of the cryptographic algorithm against various attacks, including
differential cryptanalysis and linear cryptanalysis [25]. The maximum NL in GF (2") is (a)
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forn=evenis2"~1 -2:-1 (b) forn=oddis 2"~! — 2"2" . The proposed S-Box attained
an NL of 24, as demonstrated in Table 12.

4.12. Linear and nonlinear operations

The fewer linear (XOR, NOT) and nonlinear operations (AND, OR), the better. The
proposed method for generating an S-Box does not utilize linear or nonlinear operations,
resulting in a count of 0 for both types of operations, as indicated in Table 12.

4.13. Algebraic degree

Algebraic degree is the number of variables in the highest order term with non-zero
coefficients. The maximum algebraic degree can be denoted as deg (f) = n — 1. A higher
algebraic degree is preferable [26]. The proposed S-Box achieved a favorable algebraic
degree of 3, as evidences in Table 12.

4.14. Algebraic attacks

The structure of the proposed S-Box is simple but robust. The total number of possible
S-Boxes is 1.98 x 10%7 which is massive and noticeably greater than the 5-bit S-Box (31!
~ 8.22 x 10%3) and 4-bit S-Box (15! ~ 1.3 x 10'2). Furthermore, the proposed 6-bit S-Box
uses a dynamic, chaotic system to introduce randomness into the S-Box’s elements, making
it difficult to break through.

4.15. Time

It takes only 14.3542 milliseconds to generate the S-Box and its inverse, making it ideal
for incorporation into numerous lightweight encryption algorithms.

5. Conclusions

This paper presents a novel method for building a dynamic lightweight S-Box based
on the 3D Hindmarsh Rose model with a linear and differential branch number of 3,
which reflects its strength against linear and differential attacks. Small changes in the
initial conditions of the 3D Hindmarsh Rose model equations result in a new S-Box
by exploiting the strong relationship between chaotic systems and cryptography. The
S-Box’s increased nonlinearity enhances the input-output relationship’s complexity and
unpredictability, making the cryptographic algorithm more resistant to various attacks,
such as differential and linear cryptanalysis. Furthermore, reducing the number of linear
and nonlinear operations enhances the security level. The evaluation of the new S-Box
confirms its suitability for secure communication in lightweight cryptography algorithms.
Future research could explore integrating other chaotic systems in the S-Box construction
process to further bolster security.
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