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ABSTRACT

Quantum cryptography is a technique to distribute a sequence of truly random
and unconditionally secure bits over a secure communication by applying the
phenomena of quantum physics. The distributed secret bits perform the secret key
which is used later to encrypt messages with an encryption algorithm, usually the
One-Time-Pad is used. Quantum Key Distribution solves the security problem in
classical cryptography by depending on the laws of physics which is focusing on
the physics of information. Quantum protocol gain usually is low due to the
quantum channel noise and the difference between the photon polarization at the
sender and receiver side; in this research, a method is proposed to increase the
protocol gain without decreasing the security level of quantum key. BB84 quantum
key distribution algorithm is implemented and simulated with MATLAB R2010a
simulation; and a comparison is made with A. Singh and N. Sharma [14] results.

Keywords: Quantum cryptography, BB84, Quantum channel, Quantum Key
Distribution (QKD).
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INTRODUCTION
n classical cryptography, the two authorized persons are communicated by
using either symmetric key cryptography or asymmetric key cryptography. In
symmetric key cryptography, both of the sender and the receiver use the same
key; in asymmetric key cryptography or public key cryptography, two pair of keys
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is used a private key which is keep secret and a public key which is known
publicly. When the sender (Alice) wants to send an encrypted message to the
receiver (Bob), she encrypts the message with Bob's public key which could be
decrypted only by Bob since he is the only one know his private key which
decrypts the message [1,2,3].

Symmetric key cryptography uses the same key in both encryption and
decryption of the message; which is requires a beforehand secure key. Thus, both
sender and receiver should be met to handover the secret key to each other, or they
could exchange the secret symmetric key over a secret channel which can not be
achieved and the attacker could easily capture the key by monitoring the channel
passively [4,5].

Asymmetric key cryptography uses the public key to encrypt the message and
the private key to decrypt the message. The attackers are enabled to extract the
private key from the public key, and this is based on mathematical assumption, for
example: RSA algorithm which its large numbers are difficult to be factorize and
its security can be cracked through renders messages insecure retroactively
[3,5,6,7].

The problems of symmetric key and asymmetric key cryptography are known
as key distribution problem ; quantum cryptography is used to solve this problem
[1,3].

Quantum cryptography solves the security problems mentioned above by
enabling the two authorized parity to share an unconditionally secure key in the
presence of an eavesdropper since its security is guaranteed by the principles of
guantum mechanics which make the eavesdropper unable to catch a just right copy
of the unknown quantum state [8, 9].

The main usage of the Quantum Key Distribution (QKD) is to produce a truly
random unconditionally secure key and distribute it over a secure (quantum)
channel [10].

The quantum secret key is used in a chosen encryption algorithm to encrypt
and decrypt messages which can be distributed over any standard (public) channel
[11].

In [3], N. Kaur et al. made a comparison between classical cryptography and
guantum cryptography and proved that the security level of quantum cryptography
(quantum key distribution) is higher than classical cryptography.

In [12], Devi V. Anusuya and Raj T. Sampradeep have implement a quantum
cryptography system based on BB84 protocol and proved that BB84 protocol has a
Quantum Bit Error Rate (QBER) lower than other quantum cryptography
protocols.

In [13], several parameters of the quantum gain are discussed and several ideas
are listed to increase the protocol gain.

In [14], A. Singh and N. Sharma have proposed a mechanism which combines
BB84 protocol at two levels, at the sender-receiver level and at the receiver-sender
level to increase key length; both levels are based on logic gates to reduce the
probability of eavesdropping and both levels are based on base probability with
0.5.

The rest of this paper is organized as follows: the next section summarizes
quantum cryptography and QKD, BB84 protocol discussed under section BB84
protocol, the base probability is discussed under protocol gain section, A. Singh
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and N. Sharma section contain the results of [14] which this research results are
compared with. the implementation of BB84 and its simulation in MATLAB are
discussed under section design and implementation and the results are discussed in
section proposed system results and the last section contains the conclusions.

QUANTUM CRYPTOGRAPHY AND QKD

Quantum cryptography goal is to provide a secret key which is truly random
and unconditionally secure and as long as the message between two authorized
parities whose are never met before and they do not need to meet [15].

Quantum cryptography security mainly depends on two quantum mechanics,
the principle of photon polarization and the Heisenberg Uncertainty principle. The
photon polarization principle describes how the photons of light can be polarized in
an exact direction which prevents the eavesdropper from truly measured the
guantum states [7].

Heisenberg uncertainty principle states that without disturbing the system,
pairs of quantum properties cannot be exactly deliberated simultaneously; for
example, position and momentum thus it is impossible to calculate the quantum
states of that system and the horizontal-vertical and diagonal polarization of
photons are two such pairs [7,8].

Because of the previous two quantum principles, quantum cryptography
prevents the eavesdropper from knowing the values of key bits. When the
eavesdropper tries to measure the polarization of a photon, the choice of what
direction is used affects all subsequences measurements; this means that the
polarization of a photon of light partially can only be known at the point when it is
measured. This principle is an important role in preventing the attempts of
eavesdroppers in a cryptosystem based on quantum cryptography [7,8,16].

When the sender wants to send a sequence of random bits, these bits are
polarized before sending; the polarization will be in one of the following four states
is shown in Table (1) [10].

Table (1) Polarization of guantum bits.

State | Basis | Value | Polar angle
|0> + 0 0°
|1> + 1 90°
[0>+]1> | X 0 450
|0>- |1> X 1 -45©

In the rectilinear (+) base, the photon is sending in either horizontal base with

0 ° which is 0 or in vertical base with 90 ° then it performs 1. In the diagonal (x)
base, the photon sent with 45 © it will be 0 or with -45 ° then it will be 1 [7, 10].

For example: if the sender (Alice) wishes to send random sequence of photon as
follows:; +xx+x+++
The binary number represented with these states is:
11010110

Now, if the receiver (Bob) wants to obtain a binary number sent by Alice, he
needs to receive each photon in the same basis as shown in Table (2) below.
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Table (2) Quantum Key Generation.

Alice's random bits 1/1 |0j1(0]1|1 |O
Alice's random sending basis +x | x|+ |x|+|+ |+
Photon polarization Alicesends || |\ [/ || |/ |l ||l |—
Bob's random measuring basis + 4+ | x|+ |x|+]x |x
Photon polarization Bobmeasure | | || [/ [| |/ | |\ [\
Bob's random bits 171 |0]j1(0]1|1 |1
Shared secret key 1| —|0j2|0|1|—|—

BB84 PROTOCOL
BB84 is the most widely used protocol nowadays, which is the first QKD protocol
invented by Charles Bennett and Gilles Brassard in 1984 [17].

In BB84 protocol coding scheme, four non-orthogonal polarization states (0°,
90°, 45° and -45°) are used that will polarize each of the photon that will be send.
The communication in this protocol requires two channels, quantum channel (e.g.:
optic fiber or free space) and public channel (e.g.: Internet). Alice and Bob have to
communicate within channels, quantum channel and public channel to share a
secret key as shown in Figure (1). First, Alice and Bob have to communicate (one
way communication) via quantum channel, and then they both will create a public
connection over the public channel (two way communication) [9,17]. BB84
protocol works as follow:

Over Quantum Channel:
Alice will send polarize photons (measure as bit) to Bob using the Quantum
channel.

After all the photon has been transmitted; Bob will measure the bits he has
received by using the rectilinear or diagonal basis.

Over Public Channel:

Both Alice and Bob will establish a connection to communicate over a public
channel. Bob will proclaim his measurements (states) at the public channel with or
without the presence of eavesdropper.

Alice will retort the correct measurements that Bob have measured with or without
presence of eavesdropper.

Now, Alice and Bob share a raw key, which is considered not fully secret, bits may
be tampered by eavesdropper during the transmission.

Then both Alice and Bob will continue communicate via public channel to find and
correct the bits that they have by the following four phases: [9] as shown in Fig.
(2).

Sifting Raw Key.

Error Estimation.

Error Correction.

Privacy Amplification.
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Figure(1) Overall guantum system processes.
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Figure (2) Public channel processes.
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Figure (3) Protocol Gain Pgyof Equation. (1).

Protocol Gain

In [13], refer that protocol gain of a quantum cryptography system is depends
on the probabilities of the bases used in photon polarization. Protocol gain can be
obtained by Eqg. (1):

Pg=15. 8+ (1-8). (1+ 8)=2 5%- 2 5+1 (D
Where 6 is the probability of bases and & € [0,1]. Figure (3) shows the probability
gain against base probability.
From the above Fig. it is clear that the protocol gain will be in its worst case when
6=0.5 and the enhancement starts from 6=0.6.

A. SINGH AND N. SHARMA METHOD
In [14], researchers proposed a double BB84 protocol with a logic gate to

encode the bits before sending in order to increase the security against the attacker.
Their proposed system, a double BB84 protocol is choosing with 0.5 base
probabilities to each stage which decrease the protocol gain of the whole system
and that was the problem in [14] because the resulted sifted key was slightly short,
since a lot of the bits was lost in the channel or discarded due to the same less base
choosing between Alice and Bob due to the double BB84 protocol stages. Table (3)
below, shows the results of [14].

Note: the measurements of [14] are measured after their system has been build by
the researchers of this research.

Table (3) Sifted key length of A. Singh and N. Sharma method.

No. of bits send by Alice | Total key length received by Bob
256 bit 192 bits
512 bit 384 bits
1024 bit 758 bits
2048 bit 1541 bits
4096 bit 2175 bits
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DESIGN AND IMPLEMENTATION

In this research, a method is proposed to increase the protocol gain without
decreasing the security level of quantum cryptography which stays constant. Fig.
(4) shows the proposed method structure and the flowchart of the 1 QKD system
is shown in Fig. (5) and the 2" QKD system is shown in Figure (6).

Alice

Quantum Channel

_________ Bob
N
BB84 QKD with base
probability 6= 0.6
J

@ )

-

Y

BB84 QKD with Base
probability &= 0.5

Figure (4) proposed method structure.

This research implement BB84 protocol with 6=0.5 and 6=0.6 and compare
between the results and extracts the research proposed technique with a CNOT gate
to encode the bits before sending in order to increase the security level.

[

Alice sends bits
sequence as input

|

-

The binary sequence is

passed through CNOT gate

Alice and Bob

v

Alice applied the bases on the
obtained sequence and
accordingly the polarization is
done

\ 4

communicate the list bases

}

Is bases
match?

Yes

After Bob receive the bits,
Bob randomly chooses the
bases and polarization is
done

\ 4

Corresponding bits
are not considered

Inverse CNOT gate is
applied by Bob

J

First stage shared key is

done

Figure (5) First stage QKD flowchart.
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Bob generates random bases again for those bits that

Bob does the polarization and
sends polarized bits to Alice

did not match in first stage

v

\ 4

Corresnonding bits No b Alice does the predefined
P g Is bases bases and polarization

are discarded match?

S
S

Yes

The corresponding bits to matched bases
are added to the sift key obtained from the
first stage

\ 4

Second stage is done; final
shared quantum secret key
is obtained

Figure (6) Second stage QKD flowchart.

1. BB84 with 6=0.5

When 6=0.5, this mean that the polarizing bases are used with equal probability
i.e. 50% of the photons are polarized with rectilinear base and 50% with diagonal
base.

In [13], the bases are presents with binary states where logic 0 is the rectilinear
base and logic 1 is the diagonal base. Thus, in this research the LFSR random
binary bits generator is used to generate the bases with 8=0.5 because in LFSR
number of ones= number of zeros+1.

The results of sifting key -which is the key presented from the sifting key public
stage- with 6=0.5 are shown in Table (4).

From Fig. (3) previously, it could be seen that the protocol gain of 8=0.5 is at its
worst case but the security level of 8=0.5 is higher than other probabilities and this
is proven in [12,13].

Table (4) Sifting key results with 0.5 base probabilities.

No. of bits send by Alice | No. of bits received by Bob
256 bit 125 bit
512 bit 242 bit
1024 bit 502 bit
2048 bit 973 bit
4096 bit 2070 bit
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2. BB&84 protocol with 6=0.6

In this section the probability of the rectilinear base is increased to 0.6 while
the probability of the diagonal base is decreased to 0.4. When the probability 6
goes to 1 the number of received bits at Bob's side with right base is increased,
Table (5) shows the results of the received quantum bit after sifting phase against
the photons sends by Alice.

In [13], they mentioned that when the probability & becomes higher, the
eavesdropper chance to catch the data without being detected becomes higher too.
'Alice and Bob must negotiate at least which bases to use with higher probability
and Eve can use this information' [13].

Thus, in this section the results have been taken with 0.61 to 0.69 and do not go
higher due to the eavesdropping.

In 8=0.6, the protocol gain here is increased but the security level is decreased as
proved in [12,13].

Table (5) Sifting key results with 0.6 base probabilities.

No. of bits send by Alice | No. of bits received by Bob
256 bit 152 bit
512 bit 300 bit
1024 bit 597 bit
2048 bit 1280 bit
4096 bit 2427 bit

Table (6) below shows a comparison between 6=0.5 and 6=0.6.

Table (6) comparison between 0.5 and 0.6 base probabilities.

Base probabilities 0.5 0.6
security More secure Less secure
Protocol gain worst case increase
Percent of ~<25%[13] ~<75% [13]
information catched
by attacker

Thus, in the proposed system, the first BB84 stage is implemented with 0.6 base
probability and this will solve the sifted key length problem in [14], and the second
BB84 is implemented with base probability of 0.5 to solve the security problems
with the first stage as mentioned before in 0.6 base probabilities problem. Figure
(7) shows a comparison between Table (4) and Table (5) results.
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Figure (7) A comparison between 6=0.5 and 6=0.6 sifted key length.

From Figure (7), it could be seen that the sifting key length in case of 6=0.6 is
higher that sifting key length in case of 6=0.5; but, as discussed previously, the
security level of 6=0.6 is lower than of 6=0.5 and to solve this problem a CNOT
guantum gate is added to decrease the attacker chance to 25%. For example if a
|00> state is encode using the CNOT gate, the attacker has four probabilities which
are |00>, |01>, [10>, or |11> to catch.

PROPOSED SYSTEM RESULTS
The proposed system is based on two stages: first one, BB84 with §=0.6 and the
second stage is BB84 with 6=0.5 this will increase the sifted key length and keep
the security level high.
Table (7) shows the proposed system sifted key length and Fig. (8) shows a
comparison between Table (3) and Table (7) results.

Table (7) Double BB84 proposed system results.

No. of bits send by Alice | Total key length received by Bob
256 bit 219 bits
512 bit 446 bits
1024 bit 881 bits
2048 bit 1743 bits
4096 bit 3469 bits
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Figure (8) A comparison of the proposed system results with [14] results.

Figure (8) shows the results of A. Singh and N. Sharma and this research
proposed system results, it is clearly that the gain of this research proposed system
is the better than A. Singh and N. Sharma gain since the sifted key length of the
proposed system is higher than the one of [14].

CONCLUSIONS

By increasing the QKD steps, the raw key length increases. In the increment in
the base probability factor 6, matching basis at both sender and receiver sides raise
will increase the raw key length and the protocol gain. By adding a quantum gate to
the transmitting system, maximum probability of catching bits by eavesdropping

will decrease to % if two bits quantum gate is used; this increases the security level.
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