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Abstract

Blockchain technologies have grown in popularity over the last few years, with
various experts touting the technology's potential applications in a range of
businesses, markets, organizations, and governmental institutions. In the brief history
of blockchain, an astounding number of incredible implementations have been done
in terms of how it may be utilized and the potential effect it may have on a range of
sectors. And, because of the great number and complexity of these characteristics,
addressing the blockchain's potential and complications can be difficult, especially
when seeking to address its purpose and fit for a certain activity. The blockchain's
practical skills in fixing multiple challenges that are currently preventing further
progress in various industrial fields are significant benefits. Securing and sharing
transactional data, automating and optimizing supply chain procedures, and
enhancing transparency throughout the value chain are just a few of the issues that
companies are concerned about. Blockchain technology efficiently overcomes these
challenges by leveraging distributed, shared, secure, and permission-based
transactional ledgers. This paper concentrates on the many industrial application
domains that blockchain technology offers. In addition, it examines and investigates
the benefits, drawbacks, and challenges of incorporating blockchain into various
industry applications, as well as defines the criteria for using blockchain in multiple
industry applications and provides a brief overview of the technology.
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1. Introduction

The world of technology is advancing at an alarming rate. This trend will only worsen in the
coming years as brilliant minds devise creative ways to make everyday life easier and more
accessible to everyone [1]. Whether this trend continues or not, the consequences will be felt
not just in daily life but also in the corporate sector as a whole [2]. And for this development,
there is an urgent need to improve the business and trade markets, as well as all parts of the
business, as well as the requirement for a safe and effective system, as well as the low demand
for human labor [1]. For that reason, the concept of blockchain was born, introducing new
technological features to the corporate and industrial worlds [3]. Because of blockchain,
business models that would have been impossible to create just a few years ago are now feasible
[4]. It employs a variety of strategies, which means it operates on a concept that can be reduced
since everyone engaged can agree on its content, and all transactions are secure and cannot be
changed once they have been added. It also allows for extensive tracking [5]. Using the
blockchain, a group of businesses can agree on a certain activity and register it without the need
for a regulatory authority. A blockchain can be used to record, secure, and transmit their agreed-
upon action. Activities that are agreed upon include a monetary transaction between members,
purchasing an item, voting, or entering a patient's medical lab test results. In addition to
contractual arrangements and multi-party collaboration on specific tasks, logistics in the supply
chain are also instances of such processes [6].

The most basic example of a blockchain is bitcoin. That is to say that there is no need to use
a bank or a third party for any financial or commercial transfer because all transactions are
available to all parties. Blockchain keeps a history or keeps records for everyone, and it is
available, which means that anyone in the network can follow or track any conversion process
for these parties [7]. In terms of structure and accessibility, blockchain technology (BT) is
classified into three categories: first-generation public blockchains (blockchain 1.0), second-
generation public blockchains (blockchain 2.0), and third-generation private blockchains
(blockchain 3.0 and 0.2) [8]. Following this, the three generations have Blockchain 1.0 connects
cryptocurrencies to traditional financial applications such as currency transfers, settlements,
and digital payments. Smart contracts for commercial markets and financial applications are
included in Blockchain 2.0. This group is in charge of much more than just money exchange.
Stocks, bonds, loans, mortgages, titles, smart properties, and smart contracts are all included.
Third-category applications are those that are unrelated to currency, money, or markets. They
include sections on governance, health, science, literacy, culture, and art [8] and [ 9].

In addition to decentralized ledgers and distributed ledgers, blockchain technology also
incorporates cryptography, a peer-to-peer network, consensus, and smart contracts. The
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openness, security, and dependability of the blockchain can be attributed to these key
technologies [10]. Creating blockchain applications is impossible without ensuring the security
of the data stored on the blockchain. Assailants are already taking advantage of the blockchain's
features to conduct multiple attacks on its data, placing it at risk and mandating its protection
[11]. As a result, demand for blockchain cyber security was high [12]. This paper summarizes
and examines the security of blockchain data. It's important to understand how blockchain data
might be harmed and how it can be protected.

2. Blockchain

Similar to a typical public ledger, the blockchain is a collection of blocks that record every
transaction [13]. Essentially, each block contains a hash of the previous block, which is referred
to as a "parent block.” In the Ethereum blockchain, the hashes of uncle blocks would be listed
as "children of the block's forefathers” [14]. Consider "completed transaction blocks" as a data
structure that is spread across a network, and the blockchain subdivisions are a subset of this
data [15]:
e Public Blockchain
e Private Blockchain
e Consortium Blockchain
Because the public is available to everyone, there are no restrictions on who can participate or
be a validator. On a public blockchain, no one has complete control over the network. For
cryptocurrencies such as Bitcoin, Ethereum, and Litecoin, public blockchains are used because
no single individual can change the blockchain, which guarantees data security and
immutability [16]. Private means that only a limited number of people can access it and
participate in transactions and validation (also known as "permissioned blockchain™). The
blockchain can only be accessed by pre-approved organizations. Each of these businesses is
selected by a reputable authority and permitted to operate by the blockchain developers. It is
common for private organizations to utilize blockchains to store sensitive information that
should only be accessible to a limited number of employees. There is no public access to data
on a private blockchain because it's a closed blockchain [17]. One of the main features of a
consortium blockchain is that some nodes are in charge of reaching consensus, while others can
participate in transactions.

There are three types of blockchain: public, private, and consortium. The blockchain is
public since it is shared by many nodes, but it is also private because only a small number of
nodes can access it. This results in both public and private space [18]. Figure 1 shows how the
subdivision above may be summarized:

Blockchain Type

Al

Public Type Private Type Consortium Type

Used In:
e Privet Organization
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Used In: Used In:
e Bitcoin

e An organization thar
o chherqm ready to share blockhead
e Litecoin but restrict data access

Figure 1: Blockchain Type and Used [19].

Blocks with transactions in a certain order make up the blockchain technology framework.
All of the following information is available in the following formats: Consideration is required
for both of the key data structures in blockchain [20]:

e Variables that keep track of the position of another variable are known as pointers. This
indicates the position of a variable.

e A linked list is composed of a series of blocks, each containing its own set of data and a
pointer to the next block.

The blockchain's structure is a block hash, which serves as unique identification as well as
the timestamp and group of transactions. In the block's header, the hash value is kept [21]. The
blockchain structure is depicted in Figure 2 as follows:

/ \ / e T \ Hash Three
Hash one
Hash zero Hash One Hah o
: Transaction \ Transaction
Transaction
Block one Block tow Block three
Block one Block Tow Block Three

Figure 2: Block Structure [22].

And the important term is "blockchain secure.”" The fundamental reason for this is the fact
that it has spread. Because the data is stored in numerous nodes, the person seeking to modify
the record may need to change all of the nodes' records. The network will refuse any attempt to
modify the block. Cryptography also contributes to the security of the data in the block. While
any user may examine transaction data, they cannot read personal information about the
individual who performed the transaction. As a consequence, the user's privacy is
protected [23].

2.1 Block structuring of blockchain.

A block is composed of many parts, such as the block header and the block body. A
transaction counter and transactions comprise the block body. The maximum number of
transactions that may be stored in a block is determined by the block size and transaction size.
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To validate transaction authenticity, Blockchain employs an asymmetric cryptographic
technique. In an untrustworthy environment, an asymmetric cryptographic digital signature is
used [3]. Table 1 shows the summary of the above, classified as follows:

Table 1: Data types in each block.

Transaction data will be stored in blocks. This transaction data is determined by
Main Data the blockchain's utilization factor or the relevant services for which the
blockchain is used.
Any data can be stored on the block. Transaction records, medical records,

Data insurance records, legal records, property ownership records, and so on are all
examples of transaction records.
Timestamp The timestamp indicates the date and time when a specific block was created.
Block Each block in the blockchain is made up of three parts: the hash, the data, and the
Properties previous block.

Each block's hash is a unique identifier generated by a cryptographic hashing
method such as SHA-256. The hash of the current block as well as the hash of the
Hash value prior block will be stored in the block.
Due to hashes, the blocks are immutable. To generate hashes, the Merkle tree
function is utilized. It is kept in the header of the block.
A hash function accepts an integer as an input and returns a string of the given
length. The hash function produces distinct outputs for various messages while
producing similar results for the same input. There are various internal states in a
hash function. It will make the necessary adjustments to those internal states in
Hash Function response to the message it receives. Internal states will vary as a result of
Operation permutations and combinations, making determining the input message from the
hash output nearly impossible.
This means we can't predict or know the outcome because we don't know what it
is. In blockchain technology, hashing a block requires a significant amount of
computational power.

2.2. Blockchain Technology

According to contemporary experts, the blockchain's essential concepts include the hash
function, Merkle tree, timestamp service, consensus mechanism, peer-to-peer network
technology, and asymmetric encryption technology. Numerous experts have undertaken
pertinent research on the blockchain's previously outlined fundamental ideas. This section
describes the hash function, Merkle tree, and consensus mechanism used to build a blockchain's
private chain [20]. To accurately describe these three notions, they will be separated into Table
2, which details their characteristics:

Table 2: Description of Fames Mechanism

A hash function is a mathematical To avoid tampering with transaction and
procedure that produces an array from block data, hashed versions of the data
any given collection of data. are generated.
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The data structure of a multiforked tree is
similar to that of a binary tree, with leaf
nodes, intermediate nodes, and root
nodes. Details on the transactions and
other information may be found on the
bottom leaf.

The fundamental notions of the
blockchain are predicated on the concept
of consensus. Nodes on the blockchain
network will be able to reach consensus
more reliably with the help of this
technology.

However, it is the time at which a
computer records the occurrence of an
event rather than the event's actual time.
It normally records the incident's date and
time, which are precise to a fraction of a
second.

Each node in the blockchain's peer-to-
peer network design is treated equally to
all other nodes, and each node may
operate as both a client and a server,
providing the network with a very broad
margin of error for nodes going down and
network transit difficulties.

By providing authentication and
authorization, it ensures the integrity,
accountability, and nonrepudiation of
power transactions. Additionally, in
asymmetric cryptography, the public-
private key pair can help ensure the
secrecy of data.

Security and validity of data are ensured

by proving that any malicious tampering

with the data is quickly noticed by other
nodes in the network.

The blockchain network design must
ensure that nodes generate consensus in
the order in which they receive the same

message within a specific period.

It works with data that is consistent with
the real data, making it simple to compare
two separate records and track
development over time.

The network is usually in charge of
verifying ledger records. To make any
modifications within blocks, more than
half of the network's users must agree.

The use of asymmetric encryption in
blockchain technology can significantly
increase authentication and authorization

levels, thus safeguarding consumers'

privacy and the integrity of electrical
data.

2.3 Blockchain Applications

Blockchain technology offers a plethora of applications that extend far beyond electronic

money and bitcoin. With its capacity to promote transparency and justice while simultaneously
saving organizations time and money, technology is affecting a broad variety of sectors, from
contract enforcement to government efficiency [36]. Figure 3 represents the application of
blockchain [14].

Blockchain

Applications

Security
and
Privacv
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Figure 3: blockchain application [32]

As seen in the figure above, there are five critical areas for blockchain applications: finance,
I0T, public and social services, reputation systems, and security and privacy. Table 3
summarizes the fields of application for these applications, along with their associated benefits
and drawbacks.

Relying on Table 3, the most important applications that depend on blockchain technology
can be listed [31], [39]:
Blockchain for the health care industry.
Electronic medical records.
Bitcoin.
Smart contact
Ledger
Ethereum.

Table 3: blockchain aEEIication |37|,|38|,|14|.
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The critical nature of
blockchain technologies
such as Bitcoin

Information and
communication
technologies that are most
promising (ICT),

The term is frequently
used in public and social
services.

A person’s reputation can

be assessed based on past

transactions and contacts
with the community.

Security enhancement and
privacy protection

Traditional banking
and commercial
services have been
greatly impacted.
Consumers can access
a variety of killer loT
applications, such as
logistics management
using Radio-Frequency
Identification (RFID)
technology, smart
homes, smart grids,
and the maritime
industry.

It expands knowledge,
creates social and
educational
opportunities, and
preserves the zone's
social cohesiveness
and significance
through marriage
registration, patent
management, and
income taxation
procedures. In this
manner, considerable
paperwork may be
saved.

It can potentially solve
the problem of faking
customers to achieve

might contribute to the
enhancement of the
security of dispersed
networks. Specifically,
it can safeguard data
against these privacy
concerns.

Blockchain has the
potential to
revolutionize the
financial industry.

We may need
expensive materials
and components.

We need different
types and stretches of
blockchain.

There are an increasing
number of instances of
personal reputation
records being
fabricated, and these
cases are growing at a
rapid pace.

This sort of data may
be impacted by the
growing risk of our
private data being
exposed to malware, as
well as the fact that
numerous mobile
services and social
network providers are
collecting our sensitive
data.

What is meant by "blockchain for the health care industry"? Nowadays, patients are hesitant
to disclose their treatment plans to strangers. Patients can utilize this technology to keep all
information private and secure from prying eyes in this scenario. A web browser or a mobile
application can be used to access this blockchain. Each user on a blockchain has two keys. Keys
are divided into two types: public and private. Only those with access to this can execute a
transaction. Electronic medical records are also medical records. With the use of blockchain
technology, all of this may be avoided .

Because blockchain was designed largely for the exchange of digital currency, a smart contract
is sometimes known as a crypto contract, and paying a middleman is unnecessary. As a
consequence, you will save time and effort. A ledger is used in smart contracts. Each participant
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in a blockchain is issued a unique identification because it is a decentralized program. When a
transaction is completed, it is immediately recorded in the ledger. Ethereum is a blockchain-
based, decentralized network. Decentralized apps may now be constructed and deployed.
Ethereum is a digital currency that works similarly to Bitcoin because it is a public blockchain
network that is decentralized .

2.4 Challenge of Blockchain

As a new technology, blockchain is confronted with a slew of issues and concerns, which
can be categorized into several challenges based on studies and research [32]. It is largely
recognized as a significant technical achievement, having already attracted the interest of
numerous big corporations. The application of blockchain technology has exploded in
popularity during the last several years [40]. The most well-known of these challenges are
illustrated in Table 4.

Table 4: Challenges of blockchain

Human-machine interaction and machine-to-machine
communication are typically used to enable a smart
workforce. While data suggests that 10T and
blockchain technologies have several significant
advantages, they also have several significant
downsides. These obstacles stem from the need to
address security and privacy concerns.
Interoperability, legal problems, a lack of standards,
access control, regulatory concerns, developmental
concerns, and developing IoT economic concerns are
just a few of the challenges that lIoT and blockchain
technologies must overcome.

The approach exemplifies an innovative use of
blockchain technology. Adopting blockchain to pay
fees in Bitcoin benefits all parties, including
hospitals, healthcare providers, and health authorities,
by publicizing consumer choices and maintaining
patient privacy. When information consumers wanted
to see a patient's paper medical record, they had to fill
out a form and submit it to the registration office.
Following approval, the information consumer will
pay a copy charge to the cashier and be given a bill of
sale. Following that, the information consumer takes
the receipt to the registration office to receive a copy
of the patient's medical records. However, a patient's
medical data may be misplaced or reproduced for
illegal purposes.

As more individuals became acclimated to it, the
average transaction grew dramatically. It had a
significant impact on transaction processing speed
since a larger population indicates more computers
writing to and accessing the network, resulting in a
more cumbersome system overall.

Due to the lack of government regulation in the
blockchain industry, it is a volatile environment that
is ripe for market manipulation. There is always a
chance that your online wallet will be hacked or that
it will be blocked by the government for engaging in
any dubious activity.
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A blockchain is a public ledger that can be viewed by
anyone. In many circumstances, it is necessary, but
when employed in a delicate context, it becomes a
liability. Blockchain technology still has a long way

to go before it is widely embraced. The ledger needs

to be redesigned in such a way that it can only be
accessed by those who are permitted to see it.

In the value transfer process, blockchain is often
utilized to lower the costs associated with third-party
intermediaries and middlemen. Although there are
many advantages to blockchain technology, it is still
in its infancy, making it difficult to integrate into
existing systems. As a result, it's out of reach for the
majority of businesses and the government alike.

3. Blockchain Security

Using cybersecurity frameworks, assurance services, and industry best practices, blockchain
security mitigates the risk of attacks, fraud, and other criminal activities on blockchain
networks. It is continually changing who may participate in blockchain networks and who has
access to the data. The terms "public” and "private,” as well as "permission™ and "permission
less,” are occasionally used to distinguish between networks that are open to the public and
those that are restricted to members only [45]. In terms of safety, the difference between a
public and a private blockchain cannot be overstated. Table 5 shows a comparison of the
differences in terms of features:

Table 5: difference between private VS, public Blockchain [46].

Public Could be public or restricted

Approximately pa_st the point of Could be tampered
tampering
Low High
Have Have not Centralized

Because public blockchains are public, anyone can join and validate transactions on them.
Furthermore, the use of private blockchains is limited, with most of them being used by
commercial networks. A single corporation, or consortium, controls the membership [47].
Figure 4 illustrates what distinguishes both:

Private

Figure 4: private and Public Blockchain Network [47]
In its simplest form, blockchain is a distributed technological foundation that enables users

to maintain a reliable database in a distributed fashion. In a typical blockchain system, data is
created and stored in blocks. A chained data structure is constructed by linking consecutive
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blocks in chronological order. All user nodes are responsible for validating, storing, and
maintaining data. Typically, a new block must be authorized by more than half of the users
before it is broadcast to all user nodes for network-wide synchronization. Once data has been
synchronized, it is not possible to change or delete it [48].

3.1 Cybersecurity in Blockchain

The unalterable record of transactions created by blockchain technology is not resistant to
hackers or fraud. Malicious actors can take advantage of well-documented faults in blockchain
technology, as several hacks and scams have shown over the years [49]. While blockchain
technology significantly reduces the risk of adversary influence, it is not a one-size-fits-all
solution for all cyber threats. Blockchain problems include attacks on node connections (such
as the eclipse attack), consensus methods (51% attack), and code vulnerabilities. If any of these
issues are exploited, the system's security might be compromised [50]. Table 6 illustrates a
well-known example of the most prevalent faults:

Table 6: Famous Examile of Defects ‘51”30‘.

The code's popularity resulted in the portability of
stolen bitcoin.

Thieves can steal customers' digital money by just
being able to recognize the private key and electronic
signature.

The process of penetrating central computers through
malware specially prepared for these matters causes
the theft of information that is used for commercial
purposes.

3.2 Attack on blockchain

As Internet technologies evolve, the number of threats and assaults against networks and
systems increases [52]. Attackers develop new attack strategies or improve on current ones.
Phishing, routing, Sybil, and 51 percent attacks are some of the most prevalent serious risks in
which fraudsters attempt to gain user credentials using fraudulent emails or websites, or a
combination of the two. As a result of massive expenditures and weaknesses in national rules,
attackers are increasingly attacking blockchain efforts. Following a series of attacks on
blockchain projects around the world, the issue of blockchain cybersecurity has received a lot
of attention [53] and [11]. The next Table 7 shows the famous types of attacks on the
blockchain:

Table 7: Attacks types on blockchain

5311



Madhi et.al. Iragi Journal of Science, 2023, Vol. 64, No. 10, pp: 5301- 5321

Phishing is a technique for deceptively obtaining a
user's credentials. Emails purporting to be from a
credible source are sent to wallet key owners by
fraudsters. Users are prompted to enter their
credentials via bogus URLS in email messages.
Accessing a user's credentials and other sensitive data
can result in financial damage for both the individual
and the blockchain network.
Blockchains allow for large amounts of data to be
sent in real-time. Data might be intercepted when it is
sent to ISPs by hackers. Since blockchain participants
are unaware of the threat posed by a routing attack,
everything appears to be normal. On the other hand,
scammers have extracted sensitive data or money
from behind the scenes.

In a Sybil attack, hackers create and utilize a huge
number of bogus network identities to flood the
network and cause damage.

Mining requires a lot of computational power,
especially for large-scale public blockchains. It's
possible, though, for one mining pool to control more
than 50% of the mining power on a blockchain
network if they combine their resources sufficiently.
More than half of the power comes from having
control over the ledger and the capacity to make
changes to it. Your blockchain design and
surroundings must be safe in today's digital
environment. For this, the blockchain testing services
given by X-Force Red may be of value.

3.3 Blockchain security in the organization

When creating a blockchain application for a business, security at all layers of the technology
stack must be considered, as well as how the network's governance and permissions will be
controlled. Traditional security controls, as well as technology-specific controls, are all part of
the entire security plan for an enterprise blockchain system [57]. The following are certain
security features that are unique to business blockchain platforms [58]:
e [dentity and access management
¢ Key management
e Data privacy
e Secure communication
e Smart contract security
e Transaction endorsement
And the following Figure (5) shows the security controls in blockchain based on the above
points:

Blockchain security
controls
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v v } v v

Identity and Key Data Smart Transaction
access management privacy contract endorsement
managemen security

Figure 5: Blockchain Security Controls [59].

4. 10T Conception in blockchain

Understanding how 10T networks are used in a range of home, industrial, and military
applications is crucial. These 0T networks all share a plethora of sensors and actuators. Sensors
and actuators are low-resource devices that can communicate without human involvement [60].
In addition to these devices, other network entities connect the sensors and actuators to the
backbone network architecture [61]. The components that regulate resource provisioning and
sharing are routers, switches, aggregators, and cloud infrastructure (including virtual servers
and storage). Dynamic and verifiable device group membership, authentication and data
integrity, resilience against a single point of failure, resource-light operations, and low latency
communication are just a few of these requirements [62]. The Internet of Things enables
Internet-connected items to transfer data to private blockchain networks, which provide tamper-
resistant records of shared transactions. Blockchain enables you to exchange and access loT
data with your business partners without the need for centralized management and
administration. Each transaction may be examined to avoid disputes and create confidence
among all network members with authority [33].

4.1 Benefits and Application of 10T in Blockchain
The following points summarize the significance of the Internet of Things in blockchain [1],
[63]:
e Build trust in your I0T data.
e Rely on added security.
e Gain greater flexibility.
e Generate new efficiencies.

Each transaction is logged, saved in a data block, and added to an immutable, secure data
chain that can only be added to and deleted from. By utilizing data from IoT devices and
sensors, you can pick which data to manage, analyze, customize, and share with clients and
partners with permission using the Watson loT® Platform, and blockchain streamlines
processes and generates new business value across your ecosystem [64]. The domain of the
most important applications of the blockchain that allow the Internet of things can be
summarized in the following Figure (6):

Applications of IoT and blockchain
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v v N

Component tracking Log operational
and compliance maintenance data

Freight transportation

Figure 6: Domain Applications of 10T And Blockchain [65]

Where Moving freight is a difficult process that involves several stakeholders, each with
their own set of goals. Temperatures, location, arrival times, and status of shipping containers
can all be tracked using an loT-powered blockchain as they travel [64]. Immutable blockchain
transactions ensure that all parties can trust the data and move things quickly and effectively.
The ability to track components that go into an airplane, automobile, or other product is vital
for both safety and regulatory compliance. All stakeholders may examine component
provenance throughout the life of a product thanks to 10T data stored in common blockchain
ledgers [66]. It is risk-free, simple, and cost-effective to communicate this information with
regulatory bodies, shippers, and other interested parties and manufacturers. 10T devices monitor
the safety and maintenance of vital machinery. Blockchain enables the establishment of a
tamper-proof database of operational data and the accompanying maintenance of everything
from engines to elevators. Third-party repair partners can use the blockchain to track their work
after monitoring it for preventative maintenance. Furthermore, government bodies may be
provided access to operating papers in order to ensure compliance [14].

4.2. Protocols of Consensus on loT

Consensus procedures are the techniques that allow nodes in a blockchain network to agree
on adding a new block to the chain. The technique that allows a distributed blockchain network
to function is consensus. A blockchain-based system is only as safe and reliable as the
consensus process it uses [49]. Proof of work, which is utilized by bitcoin, is the most well-
known consensus technique. However, in recent years, a variety of consensus mechanisms have
emerged. They are designed and constructed to be used in a variety of situations [27]. This
paper reviews existing consensus procedures and analyzes their benefits and limitations. They
have the potential to be employed in a blockchain-based Internet of Things network.

Furthermore, Table 8 compares the protocols indicated in the previous research that affect the
Internet of Things:

Table 8: Protocols That Have an Impact on The Internet of Things [67],[68],[27].
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Moderate Private High Low Low Low High High
High Public High Moderate Mogerat Low High Mocéerat
Moderate Public High Moderate Mogerat Mogerat High Mozerat
High Public High Moderate  Low Low High Mocéerat
Moderate Private Low Low Low High High High
Moderate Private High Moderate ~ Low High High Moc;erat
High Public High Moderate Low Mogerat High Mogerat
High Public High Moderate Low Mogerat High Moc;erat
High Public High Moderate Low Mogerat High Mozerat
High Public High Moderate Mogerat Low Low Mogerat
High Public High Moderate Mogerat Low Low Mozerat
Moderate High Low Low Low High Mogerat
Moderate Public High Low Low Low Low High

5. Agents in Blockchain

Many people are looking at the blockchain as a way to solve long-standing problems or
obtain unexpected benefits because the blockchain concept and technology are influencing
many different study and application disciplines [75]. Several authors in the agent community
are proposing their own hybrid of agent-oriented technology and blockchain to address both
old and new problems [76]. A computer program that can adapt to a specific type of
environment and take autonomous actions to achieve its goals is referred to as an agent [77].
Multiple agents can work together on large-scale, difficult activities. An agent-based method is
generic and strong when a distributed system needs to synchronize its behavior with several
entities [78] because it allows for intricate interaction between several stakeholders. The
system's dynamic consensus emerges through the interaction of agents, in which each agent's
behavior is dictated by a shared cognitive framework. Furthermore, the agents' pervasiveness
and multilateral perspective result in a broader vision and, in many cases, higher overall quality
output [79]. Using agent-based systems to assist blockchain applications has been proposed in
a number of recent research initiatives [80].

6. comparison of survey study

The topic of blockchains is one of the modern topics that keeps pace with the rapid progress
of technology and has an important future in our world. Based on what was mentioned in this
study and previous studies, Table 9 shows and compares them from several aspects that give a
glimpse into the last six years.

Table 9: a comparison study
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E.bousc

oren 2016 RV 4 X X v X X
L.lin
&liao 2017 X X v v X X
A.reyu
a.etal. 2 v X v v X X
T.salm
an.et al 2019 X X X v X X
P.taylo
r.etal. AU X X v v X X
M.hass
an. et al 2019 v v X v X X
S.sing
.etal 22 v v v v X X
E.de
aguiar 2020 X X X v X X
.etal
M.saad
etal. 22 v X X v X X
M.buh
utta. et 2021 X v X X
al.
S.ilglg.e 2021 v v v v < 9
2021 v v v v v v
7. Discussion

In this paper, blockchain technology and its applications are reviewed, along with the most
important challenges it faces. As shown in Table 2, blockchain is not limited to digital
currencies but has entered into many applications such as blockchain for the health care
industry, electronic medical records, and smart contacts. Blockchain integration with these
applications provides a lot of benefits and improvements to applications; for example, when
integrating the blockchain with 10T, consumers can access a variety of Killer 10T applications,
such as logistic management using Radio-Frequency Identification (RFID) technology, smart
homes, smart grids, and the maritime industry, but it is also accompanied by some challenges,
as indicated in Table (4).

The security aspects related to the blockchain technology were also reviewed in Section 3
of this paper, and it was concluded that the blockchain technology provides many security
features, such as integration, but we would have been exposed to many attacks, as shown in
Table 7. This paper ends in comparison with previous studies and topics that have been covered,
as shown in Table 9.

8. Conclusion

Blockchain is a game-changing technology that paves the way for the development of
distributed and secure applications in industries other than finance. Blockchain for trusted
transactions is expected to achieve what the Internet has done for communications due to its
large and rapid development of applications. The concept of blockchain has received a lot of
attention from the academic and scientific communities since Bitcoin debuted in 2008.

This study reviews the significant work of previous researchers from 2016 to 2021 and

comments on their contributions based on a detailed and complete analysis of the evolution of
blockchain frameworks, architectures, security, and features related to privacy. This paper
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provides a perspective on discussing blockchain structures around crypto currencies and
applications, as well as the attacks that can be carried out on the blockchain. All are summarized
in a table to make the information more accessible to the reader. This paper also reviewed the
concept of the Internet of Things and its relationship to the blockchain in terms of applications
and the most important protocols that affect it. The main idea presented by this article is to
separate the concept of blockchain from Bitcoin and the traditional idea associated with it, since
blockchain exists and can be used in life applications. The basic idea is the paradigm shift that
occurred on the subject of the Internet of Things (1oT) and its transformation from centralization
to decentralization, that is, helping to get rid of single points of failure and off-chain
transactions. It also provided a basic overview of the concept of agents and their relationships.
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