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Challenges facing the application
Of the right to forgotten of digital data
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Abstract
The right to erase digital data, as a new right in legal systems around the
world, faces as a result many challenges, some of which result from the
objective aspect, such as the legal challenges and technical challenges facing the
application of the right, or which result from the personal aspect, such as the
challenges that They result from the person himself, or the challenges that result
from the private or public successor. These challenges, and with the inevitability
of the continued existence of these challenges, must be found in balance
between them and the right to erase digital data, and the right most in need of
care and enforcement should be determined.

Keywords: (Right, digital forgotten, data, data owner, legal challenges,
technical challenges, personal challenges).
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(®) Reto Hilty and Sylvie Nerisson, Balancing copyright a survey of national approaches,
spring Berlin Heidelberg, Berlin, 2012, p 183.

XY oa Gl saaa [ ool daglag (")
() Viktor Mayer-Schonberger, delete the virtue of forgetting in the digital age, Princeton and
Oxford university press, 2012, pn 233.
Y OVA (Gigym Yo lguleng dalall sLall e jlaladl . cujiYly Lolegleal) jhlis caiuie ani o (Y)
XY a
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AVY Ga Y )0 Byeaaid) (glally KAl )y dijlie dad ) . draddl)
(19 Larry Stillman and Graeme Johanson, constructing and sharing memory (community
informatics, identity and empowerment, Cambridge scholar’s pub, 2007, p 38.

Ml Yoo a\.d db,d\ 2\:1‘15@..6; leum (e (Y‘i) saldll 0
(12) A first difference stems from the name itself: the aim of the right to delete is “not to allow

people to erase or edit their history, but to control the data that is held about them”, which
would shift the focus from the erasure specific to the right to be forgotten to control. He
then analyzes the involvement of a third party as second differentiating factor: while a
right to be forgotten implies that control is left to a third party who is asked by the
informatios owner to remove the data, in the case of a right to delete it is the owner
himself who exercises his direct right to control the data, Loana Stupariudefining the right
to be forgotten a comparative analysis between the EU and the US, etude publiée par central
European university, 2015, P 22.
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(13) In general, backup is “a copy of information held on a computer that is stored separately
from the computer” Backups are considered to be fundamental processes within the
business continuity plan as they allow for recovery when an information system suffers a
disaster. The disaster may stem from various sources that include malicious actions, e.g.
cyber-attacks, but also physical damages, hardware failures and system crashes, Eugenia
Politou, Backups and the right to be forgotten in the GDPR: An uneasy relationship, article
available at website www.sciencedirect.com/science last visit at 17\2\2024.
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(3) Article 32 Sécurité du traitement: 1(Compte tenu de I'état des connaissances, des colts de

mise en oeuvre et de la nature, de la portée, du contexte et des finalités du traitement ainsi
que des risques, dont le degré de probabilité et de gravité varie, pour les droits et libertés
des personnes physiques, le responsable du traitement et le sous-traitant mettent en oeuvre
les techniques et organisationnelles appropriées afin de garantir un niveau de sécurité
adapté au risque, y compris entre autres, selon les besoins....... c) des moyens permettant
de rétablir la disponibilité des données a caractere personnel et l'acces a celles-ci dans des
délais appropriés en cas d'incident physique ou technique.
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(29) Article 44 Principe général applicable aux transferts Un transfert, vers un pays tiers ou a une

organisation internationale, de données a caractéere personnel qui font ou sont destinées a faire_
_l'objet d'un traitement apres ce transfert ne peut avoir lieu que si, sous réserve des autres
dispositions du présent réglement, les conditions définies dans le présent chapitre sont
respectées par le responsable du traitement et le sous-traitant, y compris pour les transferts
ultérieurs de données a caractere personnel au départ du pays tiers ou de l'organisation
internationale vers un autre pays tiers ou a une autre organisation internationale. Toutes les
dispositions du présent chapitre sont appliquées de maniere a ce que le niveau de protection
des personnes physiques garanti par le présent réglement ne soit pas compromis.
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(3%) Corinne Tan, Regulation content on social media (copyright, terms of service and

technological features), UCL press, 2018, p 163.
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(32) Enrique Holmes and Martinez Hinostroza and others, guiding principles for information

and communications technology in education policies and master plans, UNESCO
Publishing, 2023, p 138.

(3%) Toby Mendel, Andrew Puddephatt and others, global survey on internet privacy and

freedom of expression, UNESCO, digital book have ISBN no 9789236042411, 2013, p 14.

(®4) Axel Bruns, Jean Burgees and John Hertley, new media new technology, INC book

center, 2018, p 225.
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(41) Bruno Rebstock, Le droit A 1’oubli en matiere penale, dans les cahiers portalis, 2016, p 3.
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(*4) World intellectual property and Organization property administration (CNIPA),

Intellectual property basics (AQ&A) for students, digital book have (ISBN) no
9789280530711, 2019, p 17.
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(*4) Werro Franz, the right to be forgotten a comparative study of the emergent rights
evolution and application in Europe Americans and Asia, springer nature, 2020, p 175.
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