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Direct Participation of Levee en Masse in Cyber Attacks

Ali Mohammed Kadhim Al-Mousawi. Prof. Dr Haidar Adham Al-Taie

Abstract

The modern wars escape traditional conflict classifications . The
hybrid armed conflicts , create an unpredictable operation enviroment that
Is exacerbated by ever-increasing civilian participation in hostilities and
the emergence of new technologies . The experts believe this trend
towards ambiguity in armed conflict is becoming the norm rather than
exception . Perhaps no domain in modern warfare more starkly validates
this prediction than cyberspace .

And beacuse of this change in conflict classifications and emergence
of cyberspace , the means and ends of mobilization are changing . And the
most important change in the 21% century is the concept of levee en masse
in cyber conflict . A mass network mobilization that emerges from
cyberspace with a direct impact on physical reality . And this change in
contemporary conflict by levee en masse in cyber conflict affecting the
shape and outcome of domestic and international conflict .

The purpose of this article is examining the applicability of law of
armed conflict to cyber levee en masse . this article will begin with a brief
discussion on the concept of cyber attacks , and clarifying the concept of
direct participation in hostilities . And explanation of how levee en masse
can apply in cyberspace . And finish with the concluding .

Keywords : Cyberspace , Cyber warfare , Cyber attacks , Cyber

mobilization , Armed conflict , Direct participation in hostilities , Civilians
, Levee en masse
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