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Abstract

, as social networking sites had a significant impact on some individuals'
integration into it, leading to addiction, which turned it into an easy tool
for exploitation and blackmail. This impact was not limited to a specific
segment or category of society, but rather extended to everyone, and
they remain prisoners of blackmail and pay large sums of money, and
sometimes they close their accounts on social networking sites, and
change their phone numbers. There were several reasons for the spread
of blackmail in Iraq: weak family supervision, failure to guide their children
and not monitor them, family disintegration, spiritual and emotional
emptiness, and bad friends. In this research, we will learn about electronic
blackmail, types of electronic blackmail, methods of electronic blackmail,
as well as social networking sites, and what are the psychological and
social effects of electronic blackmail, and learn about the modern
methods used by blackmailers after conducting interviews with specialists
in this field and asking them About the latest and most recent methods

used at the present time, as well as knowing the methods that can be
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followed to avoid falling into blackmail, as well as knowing the ways to
confront blackmail after falling into it. The results of the research were
numerous and distinctive, as the research came out with a set of results,
the most important of which was that the most important modern methods
used in blackmail are establishing a friendship with the victim through
social media and introducing viruses to the victim's phone or personal
computer through special links to obtain personal photos and important
information, as well as publishing links that talk about an explosion or
earthquake or photos and clips of important figures in an indecent
position, which leads the victim's curiosity to enter those links and
introduce the virus and methods of establishing a relationship by opening
the camera for any of the sites and enticing the victim to send photos or
do indecent things that lead to recording the call or clips and blackmailing
the victim. One of the most important ways to avoid blackmail was not to
open links that come from an unknown source and to make sure that the
known parties may have been hacked previously. Official authorities must
issue strict laws against those who use these methods and be careful
when dealing with social media. One of the most important methods of
confronting electronic blackmail after it occurs is reporting blackmail to
official authorities. The jurisdiction and not to implement the blackmailer's
requests, whether money or otherwise

Keywords: Electronic blackmail, social networking sites, psychological

effects, social effects
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