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Abstract 

This paper, will overview the use of data hiding techniques in JPEG 

digital image file format. In particular, will describe how one can use 

Steganography to hide information in a JPEG digital image. This research 

will review of hiding data by using Least Significant Bit (LSB) as a 

method, and hiding a text (document) in a JPEG image as a media cover. 

This paper was implemented by using matlab to complete hiding data. Data 

hiding is a technique that is used to embed secret information into a cover 

media. However, the transmitted images may be compressed or not. When 

it is transmitted, an errors transmitting may occur. If such errors occurred, 

the receiver cannot extract the information correctly from the cover_image. 

Digital media have been massively produced, easily manipulated, and 

swiftly transmitted to almost anywhere in the world at anytime.  
 

 

1- INTRODUCTION 
The steganography is now become an important field of investigation 

in image processing. Its main application is the watermarking which aims 

at ensuring image security or authentication. Several methods have been 

developed under such assumptions as, for instance, spread-spectrum [1, 2]. 

Another use of steganography is the data-hiding. It is not dedicated to 

security or authentication, but rather to the embedding of a huge quantity of 

data in images. Those data can be totally independent from the image 

content as well as they can enrich it. Important features are here the 

embedding capacity and the transparency. The capacity is related to the 

length of the hidden message and the transparency is the ability of data to 

be invisible to human perceptions. However, data-hiding methods have to 

be robust to usual transformations such as the compression. The 

compression standard for images is currently the JPEG one [3]. Several 

data-hiding methods allow to be robust against the JPEG compression. In 

particular, the simplest ones proceed similarly as JPEG and then hide data 

in the frequency coefficients by substitution of their less significant bit 
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(LSB) [4, 5, 6].  In general, the histogram shifting technique has achieved 

dramatically improved performance in terms of embedding capacity versus 

visual quality of stego_image measured by PSNR (Peak Signal to Noise 

Ratio). A modification to each pixel's LSB produces variations in file. If 

the embedded file's histogram can identify the existence of the hidden 

message. 
 

2- JPEG Image 
JPEG is the short for Joint Photographic Experts Group. JPEG is a 

lossy compression technique for color images. Although it can reduce files 

sizes to about 5% of their normal size. Because of lossy nature of JPEG 

compression technique some of modifications will appear on image pixels, 

therefore some detail is lost in the compression. JPEG is "lossy," meaning 

that the decompressed images isn't quite the same as the one you started 

with. JPEG images can be viewed in an image program like Microsoft 

Paint, in web browsers and JPEG viewers. [7] 

JPEG is designed for compressing color or gray-scale images of 

natural, real-world scenes. JPEG handles only still images. JPEG is 

designed to exploit known limitations of the human eye, notably the fact 

that small color changes are perceived less accurately than small changes in 

brightness. JPEG is designed to exploit known limitations of the human 

eye, notably the fact that small color changes are perceived less accurately 

than small changes in brightness. Thus, JPEG is intended for compressing 

images that will be looked at by humans. There are two good reasons: to 

make your image files smaller, and to store 24-bit-per-pixel color data 

instead of 8-bit-per-pixel data. Making image files smaller is a win for 

transmitting files across networks and for archiving libraries of images. The 

second fundamental advantage of JPEG is that it stores full color 

information: 24 bits/pixel (16 million colors). The real disadvantage of 

lossy compression is that if you repeatedly compress and decompress an 

image, you lose a little more quality each time. [8] 
 

3- STEGANOGRAPHY 
     The definition of Steganography is literally, covered writing [9]. 

The idea behind Steganography is to pass a hidden message within another 

seemingly harmless message so that no one determines that hidden 

communication is taking place. Cryptography, on the other hand, relies on 

the cipher to protect the message from being decoded regardless if the 

message is detected and intercepted. Different types of Steganography have 

been used throughout the ages. One of the first documented uses of 

steganography was back in ancient Greece. Text was commonly written on 
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tablets covered with wax. Demeratus wanted to warn Sparta on an 

imminent invasion from Xerxes. In order to hide the message he scraped 

wax off a table and wrote a message. The table was then covered with wax 

again so that the sentries would not notice anything unusual during 

inspection [10]. Today, with new technologies and the abundance of 

processing power available at relatively cheap cost, there have been many 

tools developed to hide messages in email, embed data in images, and pass 

information through video and sound [5]. 
 

4- USES OF STEGANOGRAPHY 
Steganography has a wide area of uses.  For example, it can be used 

for hiding data in digital images, e-commerce, and the transport of sensitive 

data. This is useful to prevent others from reading or knowing our sensitive 

data. Also it is known as a kind of encryption [1].  
 

5- STEGANOGRAPHIC METHODS 
     The following formula provides a very generic description of the pieces 

of the steganographic process: 

cover_medium + hidden_data = stego_medium 

In this formula, the cover_medium is the file in which the 

hidden_data will be embedded. The resultant file is the stego_medium 

(which will be of the same type of file as the cover_medium). The 

cover_medium (and, thus, the stego_medium) are typically image or audio 

files. This article will focused on color image files and will, therefore, refer 

to the cover_image and stego_image [4,6]. 
 

6- Least –Significant Bit (LSB) Encoding 
Current methods for the embedding of messages into image covers 

fall into three categories: Least-Significant Bit embedding (or simple 

embedding), transform techniques, and methods that employ perceptual 

masking [4]. 

Least Significant Bit (LSB) insertion is called the simplest approach to 

hiding data within an image file. In this method, the binary representation 

took of the hidden_data and overwrite the LSB of each byte within the 

cover_image. A digital image consists of a matrix of color intensity values. 

In a typical gray scale image, 8 bits/pixel are used.  In a typical color 

image, there are 24 bits/pixel, 8 bits assigned to each color components. 

     In general, steganographic techniques embed the bits of the message 

directly into the LSB plane of the cover_image in a deterministic sequence. 

     For example, suppose that an image pixel values have the following 

binary representation as shown in table (1) bellow: 
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Table (1): The original pixel values and their binary representation  

      

Pixel Values 202 156 91 139 

Binary 

Representation 

    

 

(LSB of each byte is shown inside small boxes) 

Let's assume that, the value 147 (10010011) needed to be embedded in the 

pixels shown in table (1). In this case, the LSB of each binary 

representation of pixel value is replaced the corresponding bits from the 

value (that is 147 in binary 10010011) we want to embed or hide. So the 

values will be changed as shown in table (2): 
Table (2): Embedding (Hiding) data in the image pixels 

 

Resulted Pixel 

Values 
202 157 88 139 

Binary 

Representation 

    

 

Modulating the LSB does not result in a human-perceptible 

difference because the amplitude of the change is small. Other techniques 

“process” the message with a pseudorandom noise sequence before or 

during insertion into the cover_image. The advantage of LSB embedding is 

its simplicity and many techniques use these methods. LAB embedding 

a l s o  a l l o w s  h i g h  p e r c e p t u a l  t r a n s p a r e n c y . 
 

7- STEGANALYSIS 
Steganography is the art of invisible communication. Its purpose is 

to hide the very presence of communication by embedding messages into 

innocuous-looking cover objects. As long as an electronic document 

contains perceptually irrelevant or redundant information, it can be used as 

a cover for hiding secret messages. Each steganographic communication 

system consists of an embedding algorithm and an extraction algorithm. To 

accommodate a secret message, the original image, also called the 

cover_image, is slightly modified by the embedding algorithm. As in 

cryptanalysis, we assume that the steganographic method is publicly known 

with the exception of a secret key. The method is secure if the 

cover_images should have the same statistical properties as the set of 

cover_images. If there exists an algorithm that can guess whether or not a 

given image contains a secret message with a success rate better than 

random guessing, the steganographic system is considered broken [11–13].  

The ability to detect secret messages in images is related to the 

message length. Each steganographic method has an upper bound on the 

110010 10 100111 00 010110 11 100010 11 

110010 10 100111 01 010110 00 100010 11 
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maximal safe message length (or the bit-rate expressed in bits per pixel or 

sample) that tells us how many bits can be safely embedded in a given 

image without introducing any statistically detectable artifacts. 

Determining this maximal safe bit-rate (or steganographic capacity) is a 

nontrivial task even for the simplest methods [14]. Recently, a more 

stringent estimate has been derived using dual statistics steganalysis. The 

choice of cover_image is important because it significantly influences the 

design of the stego system and its security. Images with a low number of 

colors, computer art, images with a unique semantic content, such as fonts, 

should be avoided. [15,16]. Grayscale images recommended as the best 

cover_images. The choice of the image format also makes a very big 

impact on the design of a secure steganographic system. [17]. Indeed, some 

researchers do not consider those formats for steganography claiming that 

exchanging uncompressed images is “equivalent” to using cryptography 

[18].Recently, the JPEG format attracted the attention of researchers as the 

main steganographic format due to the following reasons: It is the most 

common format for storing images, JPEG image are very abundant on the 

internet bulletin boards and public internet sites, and they are almost solely 

used for storing natural images [4]. 
 
 

8- FIDELITY CRITERIA 
The loss information, often associated with stego_image may be 

acceptable or not depending on predefined tolerated level. Fidelity 

measures are often used to measure the amount of information losses 

produced by performing certain hiding algorithm [19]. 

Fidelity Criteria can be divided into two classes: 

Objective and Subjective fidelity criteria .The objective criteria is used for 

evaluation the stego_image compared with the original (cover_image), a 

commonly used performance measure applied in this field is the Peak 

Signal to Noise Ratio(PSNR). The mathematical formula is:- 
 

PSNR=10log10                         
      

 

And the Mean-Square Error (MSE) is defined as:- 
 

                          

 

 

 

 

…………………………. (1) 

∑∑(xij-x'ij) MSE= 
    1 

H*W 
………….….…..………. (2) 

i j 

H W 

MSE 
255
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Where H and W are the size of the cover_image, xij: is the original 

cover_image, and x'ij : is the Stego_image [20] . 

For a complete evaluation of the stego_image, the objective criteria 

should be supplemented by subjective criteria. The subjective method often 

depends on visual inspection. 
 

9- THE PROPOSED SYSTEM 
Figure (1) shows the pictorial representation of the proposed system 

for hiding and re-extracting of the text into the image (cover_media). 
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Figure (1) Pictorial Representation of the Proposed System (a) Hiding Process (b) 
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9.1- Text Hiding Algorithm 
In this work, the text symbols were embedded in JPEG image data bytes 

using 2-LSB. Each symbol is represented by 1 Byte (8-bits) and it is 

distributed in 4-image bytes. This algorithm is working by determining the 

text length, and stores it in 2-bytes. These 2-bytes (16-bits) are hidden in 

the first 8-bytes of the image data .The text information will be hidden in 

the image pixel data started at ninth bytes. In this algorithm, the text length 

and text information are embedded in the first byte(Red) of each image 

pixel, if the last pixel is arrived, the algorithm will uses the second 

byte(Green) and then the third byte(Blue) of each image pixel until the 

whole text is hided. The algorithm steps are:- 

1. Entering text. 

2. Determining the length of the text. 

3. Converting of each text symbols into binary system. 

4. Loading of image file, each image pixel is stored in 3-Bytes, and 

converting each of these bytes into binary representation. 

5. Converting of text length into binary system (16-bits). 

6. Hiding the text length bits into first 8-Bytes of image data bytes. 

7. Hiding of text symbols into image data bytes started at the byte 

number nine. 

8. Displaying the image before and after hiding process. 
 

 9.2- Re-extraction algorithm 
After the text symbols have been hidden as in section 9.1, the 

algorithm must be completed with the other part of the process (extraction 

algorithm). 

      In this section, the scheme of the proposed text re-extraction algorithm 

will be presented. 

     The following steps will be addressed to re-extract the text symbols:- 

1. Load cover_image file. 

2. Convert each byte to binary representation. 

3. Determining the 2-LSB for first 8-Bytes, and then compute text 

length from these bytes. 

4. Determining the 2-LSB for each byte started at byte number nine. 

5. Arranging each 8-bit extracted from step 4 above, and convert 

each of these 8-bits (1 Byte) to a symbol. 

6. Display the image after text has been retrieved. 

7. Display the text symbols. 
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10- RESULTS 
In this work, the proposed system has been tested by using some 

texts as hidden_data embedded in some JPEG images as cover_media 

.Three texts different in length and three images different in complexity are 

presented in table(3) : 
Table (3): The texts and images used in the system 

      

Texts & 

Images 

Length & Complexity 

Description 

Text 1 Short length text 

Text 2 Medium length text 

Text 3 Long text 

Image 1 Simple image 

Image 2 Medium complexity image 

Image 3 Complex image 

The estimated results using equations (1) and (2) are introduced in table (4) 

and these results will show the efficiency of the proposed system. 
 

 

Table (4): The results obtained by hiding 3 texts in 3 images 
  

Images Texts PSNR 

 Text 1 45.6614 

Text 2 43.0909 

Text 3 39.5091 

 Text 1 44.9223 

Text 2 44.2874 

Text 3 41.5110 

 Text 1 43.6545 

Text 2 42.7492 

Text 3 40.4389 

 

From table(4), one can find that using simple, medium, or complex 

image, and hiding short, medium, and long texts, the PSNR is not widely 

differs. So embedding text in an image can be used without any effect in 

stego_media especially if the stego_media is a JPEG image type . 

     Figure (2) demonistrates the resulted stego_images when different 

length texts were embedded. 
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(a) 

  

  

(b) 

Original: no information is embedded 

Original: no information is embedded 

Stego_image: Text1 is embedded 

Stego_image: Text1 is embedded 

Stego_image: Text2 is embedded Stego_image: Text3 is embedded 

Stego_image: Text2 is embedded Stego_image: Text3 is embedded 
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(c) 

Figure (2): Results of presented information hiding process: a) The three texts are 

hidden in image1, b) The three texts are hidden in image2, and c) The three texts 

are hidden in image3. 

      

However, from the figure (2) above, the results show that all images 

(original, and stego images conyaining the three different length texts) are 

virtually indistinguishable, with excellent PSNRs. To the regard of PSNR, 

the higher it is, the closer both images are. 
 

11- CONCLUSION 
In this work, a software package was presented which can be used 

for text words hiding and re-extracting. On a small number of test subjects 

shows that steganography effectively encodes hidden messages in media 

files without the viewer being able to notice–even if they have the original 

cover file to compare to it. Results obtained by attempting to embed 

different text lengths explained that long text length may not cause big 

effects on cover_medium. 

This research concludes that steganography is effective for hiding 

messages without altering the cover file noticeably. The goal of achieving 

protection of large amounts of embedded data against intentional attempts 

at removal may be unobtainable. 
  

Original: no information is embedded Stego_image: Text1 is embedded 

Stego_image: Text2 is embedded Stego_image: Text3 is embedded 
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 كوسط لأخفاء النصوصالرقمية استخدام الصور 
 

 الخلاصة

ملفات الصور الرقمية من   يقوم هذا العمل بعرض كيفية إستخدام تقنيات إخفاء البيانات في
. بشننكل خنناوف سننوا يننتم ا  نناء وصننا  لكيفيننة إسننتخدام تقنيننات ا خفنناء  خفنناء  JPEGنننو  

هننذا الب ننف إخفنناء البيانننات ب سننتخدام  . يسننتعرض JPEGالمعلومننات فنني الصننور الرقميننة منن  نننو  
كوس   خفاء المعلومات. وقند تنم تنفينذ هنذا  JPEGوكيفية استخدام صورة م  نو   (LSB) ريقة 

العمنننل باسنننتخدام برننننام. المننناتبي. إخفننناء البياننننات  بنننارة  ننن  تقنينننة تسنننتخدم لت نننمي  المعلومنننات 
 السرية في وس  ا خفاء.

ر شنبكة ال اسنبات قند تكنو  م ناو ة او ضينر م ناو ة. إ  الصور التي يتم ارسالها  بن
إ   ملية ا رسال قد يصا بها بعض الأخ اء.  ند  دوف مثل هذه اللأخ اء ف نه  يمك  لمستلم 
البيانات إسترجا  المعلومات بشكل صن ي  من  وسن  ا خفناء والصنورة الرقمينةد. توجند ثننوا  كثينرة 

  يمكننن  معالجتهنننا بسنننهولةف وكنننذله يمكننن  إرسنننالها بكنننل مننن  وسننناف  ا خفننناء الرقمينننةف وهنننذه الوسننناف
 سهولة ويسر الى ثي مكا  في العالم وفي ثي وقت.


