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Abstract  

       Data Encryption Standard (DES) is based on a round of starters, from the 
results of the use of multi-stage permutation and replacement to the more complex 
algorithm which adopts the symmetric key. Diffie- Hellman is based key 
generation algorithm puts a shared secret key between two parties A and B, which 
depends on the prime number. 

This research suggest a technique it is objective is the blending between the 
two encryption methods DES and Diffie Hellman to make DES more safe and 
secure. That by propose two options first one include injection the encryption DES 
after the seventh round with Diffie-Hellman just as key distribution algorithm then 
the results of the last back to the eighth round to complete the encryption process 
of DES. The second include injection the encryption DES after the eighth round 
with Diffie-Hellman just as key distribution algorithm to generate key the results 
of the eighth round will be encrypted using stream cipher then back to the ninth 
round to complete the encryption process of DES. 
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 دافي ھلمن باستخدام  DESأقتراح تعقيد أمنية 

الخ�صة 

عل�ى ال�دورات باس�تخدام التقلي�ب متع�ددة المراح�ل ) DES(يعتمد تشفير البيانات الموحدة 
الت�ي تعتم�د عل�ى تولي�د مفت�اح س�ري مش�ترك ب�ين ط�رفين   DHالتي تعتمد على المفتاح المتماثل و 

A,B والذي يعتمد على عدد اولي. 
 DHو DESم�زج ب�ين ط�ريقتين التش�فير يشير ھذا البح�ث  ال�ى تقني�ة الھ�دف منھ�ا ھ�و ال

عل�ى   DHذلك من خ3ل اقتراح خيارين ا2ول يعتمد على ادخال. أكثر آمنة وموثوقة DESلجعل 
والثاني�ة . DESبعد اادورة السابعة ف�ي ال�دورة الثامن�ة والع�ودة 4كم�ال عملي�ة تش�فير  DESمفتاح 

ي�د مفت�اح وتش�فير نت�ائج ال�دورة الثامن�ة لتول DHبعد الدورة الثامن�ة م�ع  DESتشمل الحقن التشفير 
 .DESباستخدام طريقة تشفير ثم العودة إلى الدورة التاسعة 4كمال عملية تشفير 

1- Introduction   
he data encryption standard
(DES) is the most widely used
symmetric cipher, the use 

multiple stage of permutation and 
substitution results in more complex 
algorithm, which increases the 
difficult of cryptanalysis. DES 

algorithm [1,2,3 and 4], see figure (1): 
Step 1: Create 16 subkeys, each of 
which is 48-bits long.       
Step 2: Encode each 64-bit block of 
data. 
The DES encryption algorithm 
involves five functions:  

1. An initial permutation (IP).

T

https://doi.org/10.30684/ etj.29.6.15
University of Technology-Iraq, Baghdad, Iraq/2412-0758
This is an open access article under the CC BY 4.0 license http://creativecommons.org/licenses/by/4.0

https://doi.org/10.30684/ etj.29.6.15
https://orcid.org/0000-0003-3624-1650


Eng. & Tech. Journal, Vol. 29, No. 6, 2011  Proposal to Complex DES Security Using 
 Diffie  Hellman Injection  

1217

2. A complex function called fk,
which involves both
permutation and substitution
operations and depends on a
key input.

3. A simple permutation function
that switches (SW) the two
halves of the data .

4. The function fk again.
5. A permutation function that is

the inverse of the initial
permutation (IP-1 ).

Diffie-Hellman key exchange 
offers the best of both worlds -- it uses 
public key techniques to allow the 
exchange of a private encryption key. 
Let's take a look at how the protocol 
works, from the perspective of Alice 
and Bob, two users who wish to 
establish secure communications. We 
can assume that Alice and Bob know 
nothing about each other but are in 
contact. With Diffie-Hellman Key 
Exchange here  

Are the nine steps of the process, [5, 
6, 7, 8 and 9], see figure (2):  
1. Communicating in the clear,
Alice and Bob agree on two large 
positive integers, q and g, with the 
stipulation that n is a prime number 
and g is a generator of q. 
2. Alice randomly chooses
another large positive integer, XA, 
which is smaller than q. XA will serve 
as Alice's private key.  
3. Bob similarly chooses his own
private key, XB. 
4. Alice computes her public
key, YA, using the formula YA = 
(g^XA) mod q.  
5. Bob similarly computes his
public key, YB, using the formula YB 
= (g^XB) mod q.  
6. Alice and Bob exchange
public keys over the insecure circuit. 

7. Alice computes the shared
secret key, k, using the formula k = 
(YB ^XA) mod q.  

8. Bob computes the same
shared secret key, k, using the 
formula k = (YA ^XB) mod q.  

9. Alice and Bob communicate
using the symmetric algorithm of 
their choice and the shared secret 
key, k, which was never transmitted 
over the insecure circuit. 

2- The Proposal System Design 
 The proposed system suggests 

two options to strength the DES 
algorithm these options will be 
explained in the following sections: 

2-1 First Option 
       The first option to strength the 

DES encryption algorithm will divide 
the DES algorithm into three parts, see 
figure (3): 

1. The first part consist the first
seven iterations only, work
just like traditional DES.

2. The second part consist the
eighth iteration only but
instead of using the traditional
eighth subkey it will used a
proposed alternate key
extracted by Diffie-Hellman
algorithm.

3. The third part consist the last
eighth iterations, work just
like traditional DES.

2-2 Second Option 
The second option to strength the DES 
encryption algorithm will also divide 
the DES algorithm into three parts, see 
figure (4): 

1. The first part consist the first
eighth iterations only, work
just like traditional DES.

2. The second part consist of
taking the result of the eighth
iteration and then encrypt it
using stream cipher algorithm
with key also obtained by
Diffe-Hellman algorithm.

3. The third part consist the last
eighth iterations, work just
like traditional DES.
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3- The Implementation of the 
Proposal System   
The implementation of the proposal 
done by using VBv6, as mentioned in 
previous sections, the proposal aim to 
strength the DES algorithm using 
Diffie-Hellman (DH) algorithm, figure 
(5) display the DH algorithm for 
symmetric key generation and figure 
(6) display the DES algorithm which 
the proposal aim to strength it. 
The implementation of the first 
proposal displayed in figure (7), where 
it presented in one form this form 
consists of three buttons, first one to 
the left will run the seventh iterations 
in DES, then the second button run the 
DH to generate the key of the eighth 
iteration in DES. Finally the button in 
the right side complete the eighth 
iterations. 
The implementation of the second 
proposal displayed in figure (8), where 
it presented in one form this form 
consists of three buttons, first one to 
the left will run the eighth iterations in 
DES, then the second button run the 
DH to generate the key of the 
traditional stream cipher to encrypt the 
result of the eighth iteration in DES. 
Finally the button in the right side take 
the final result and complete the eighth 
iterations. 
 

4- Conclusions 
This research suggest a technique it is 
objective is the blending between the 
two encryption methods DES and 
Diffie Hellman to make DES more 
safe and secure. That by propose two 
options. And from that we conclude 
the following points: 

1. The encryption of DES has 
some thing danger, that it is an 
algorithm depend on 
symmetric key, so if the key is 
discovered that will destroy 

the DES security. 
2. DH just generate symmetric 

key need an encryption 
algorithm to be useful. 

3. Using DH with DES make 
some level of DES encryption 
online. 

Both of proposal make the DES more 
secure since it is security depend on 
more just it is symmetric key. 
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Figure (1): DES Algorithm 
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Figure (2): Diffie-Hellman diagram 
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Figure (3): The first option to strength DES 

 

 Will describe the first option in the sender side 

key 
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Algorithm(1) 

 

Input   : plaint text and key DES with DH  

Output  : encrypt text  

Process  
Begin  
Step one: the sender and receiver must be both on line 
Step two: both of them receive the encryption key from third party certification 
Step three: the sender encrypt the plaintext by only the first seven iterations. 
Step four: notify the receiver that the time for online Diffe-Hellman key 

distribution. 
Step five: apply the DH algorithm and both of them have the same key. 
Step six: return to DES algorithm and continue to encryption with the eighth 

iteration using the DH key instead of the traditional eighth subkey 
which will be omitted. 

Step seven: take the resulted encryption and entered it to the last eighth iteration as 
in traditional. 

Step eighth: send the encrypted text to the receiver. 
End  

 
   Will describe the first option in the receiver side 
 Algorithm(2) 
 

Input   : ciphertext and key DES with DH  

Output  :plaintext  

Process  
Begin  
Step one: the sender and receiver must be both on line 
Step two: both of them receive the encryption key from third party certification 
Step three: the receiver decrypt the ciphertext by only the last eighth  iterations. 
Step four: the receiver already was notified by the sender in the time for online 

Diffe-Hellman key distribution. And they apply the DH algorithm 
and both of them have the same key. 

Step six: return to DES algorithm and continue to decrypt with the eighth iteration 
using the DH key instead of the traditional eighth subkey which will 
be omitted. 

Step seven: take the resulted decryption and entered it to the first seven iteration as 
in traditional. 

Step eighth: read the decrypted text. 
End  
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Figure (4): the second option to strength DES 
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  Will describe the second option in the sender side 

 Algorithm(3) 

 

Input   : plaintext and key DES with DH  

Output  :ciphertext  

Process  
Begin  
Step one: the sender and receiver must be both on line 
Step two: both of them receive the encryption key from third party certification 
Step three: the sender encrypt the plaintext by only the first eighth iterations. 
Step four: notify the receiver that the time for online Diffe-Hellman key 

distribution. 
Step five: apply the DH algorithm and both of them have the same key. 
Step six: return to DES algorithm and take the result of encryption from the eighth 

iteration and encrypt it with the stream cipher using the DH key. 
Step seven: take the resulted encryption and entered it to the last eighth iteration as 

in traditional. 
Step eighth: send the encrypted text to the receiver. 

 
        Will describe the second option in the receiver side 
 Algorithm(4) 
 

Input   : ciphertext and key DES with DH  

Output  :plaintext  

Process  
Begin  
Step one: the sender and receiver must be both on line 
Step two: both of them receive the encryption key from third party certification 
Step three: the receiver decrypt the ciphertext by only the last eighth  iterations. 
Step four: the receiver already was notified by the sender in the time for online 

Diffe-Hellman key distribution. And they apply the DH algorithm 
and both of them have the same key. 

Step six: return to DES algorithm and take the result of decryption after the last 
eighth iteration and decrypt it with same stream cipher using the DH 
key. 

Step seven: take the resulted decryption and entered it to the first eighth iteration as 
in traditional. 

Step eighth: read the decrypted text. 
End  

 

 



Eng. & Tech. Journal, Vol. 29, No. 6, 2011                Proposal to Complex DES Security Using  
                                                                                          Diffie  Hellman Injection 

                                                                           

            
 

1225 
 

 

 

Figure (5): DH algorithm. 

 

 

 

Figure (6): DES algorithm. 
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Figure (7): The implementation of the first options. 

 
 
 

 

 
 

Figure (8): The implementation of the second options. 


