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Abstract

Data Encryption Standard (DEBS based on a round of starters, from the
results of the use of multi-stage permutation and replacement to the more complex
algorithm which adopts the symmetric key. Diffie- Hellman is based key
generation algorithm puts a shared secret key between two parties A and B, which
depends on the prime number.

This research suggest a technique it is objective is the blending between the
two encryption methods DES and Diffie Hellman to make DES more safe and
secure. That by propose two options first one include injection the encryption DES
after the seventh round with Diffie-Hellman just as key distribution algorithm then
the results of the last back to the eighth round to complete the encryption process
of DES. The second include injection the encryption DES after the eighth round
with Diffie-Hellman just as key distribution algorithm to generate key the results
of the eighth round will be encrypted using stream cipher then back to the ninth
round to complete the encryption process of DES.
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1- Introduction algorithm [1,2,3 and 4], see figure (1):
he data encryption standard Step 1: Create 16 subkeys, each of
(DES) is the most widely used which is 48-bits long.
symmetric cipher, the wuse Step 2: Encode each 64-bit block of

multiple stage of permutation and data.

substitution results in more complex The DES encryption algorithm

algorithm, which increases the involves five functions:

difficult of cryptanalysis. DES 1. Aninitial permutation (IP).
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A complex function called,f
which involves both
permutation and substitution
operations and depends on a
key input.

A simple permutation function
that switches (SW) the two
halves of the data .

The function fagain.

A permutation function that is
the inverse of the initial
permutation (IP).

ok

Diffie-Hellman key exchange
offers the best of both worlds -- it uses
public key techniques to allow the
exchange of a private encryption key.
Let's take a look at how the protocol
works, from the perspective of Alice
and Bob, two users who wish to
establish secure communications. We
can assume that Alice and Bob know
nothing about each other but are in
contact. With Diffie-Hellman Key
Exchange here

Are the nine steps of the process, [5,

6, 7, 8 and 9], see figure (2):

1. Communicating in the clear,

Alice and Bob agree on two large

positive integersq and g, with the

stipulation thatn is a prime number

and g is a generator of g.

2. Alice  randomly  chooses

another large positive integeXa,

which is smaller than g. 2will serve

as Alice's private key.

3. Bob similarly chooses his own

private key, X.

4. Alice computes her public

key, Ya using the formulaY, =

(g™Xn) mod q.

5. Bob similarly computes his

public key,Yg, using the formularg

= (g"Xs) mod q.

6. Alice and Bob exchange

public keys over the insecure circuit.
7. Alice computes the shared

secret keyk, using the formul& =

(Ys "Xa) mod g.
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8. Bob computes the same
shared secret keyk, using the
formula k= (YA "Xg) mod q.

9. Alice and Bob communicate
using the symmetric algorithm of
their choice and the shared secret
key, k, which was never transmitted
over the insecure circuit.

2- The Proposal System Design

The proposed system suggests
two options to strength the DES
algorithm these options will be
explained in the following sections:

2-1 First Option

The first option to strength the

DES encryption algorithm will divide

the DES algorithm into three parts, see

figure (3):

1. The first part consist the first
seven iterations only, work
just like traditional DES.

The second part consist the

eighth iteration only but

instead of using the traditional

eighth subkey it will used a

proposed alternate key

extracted by Diffie-Hellman
algorithm.

The third part consist the last

eighth iterations, work just

like traditional DES.

2-2 Second Option

The second option to strength the DES

encryption algorithm will also divide

the DES algorithm into three parts, see

figure (4):

1. The first part consist the first
eighth iterations only, work
just like traditional DES.

The second part consist of

taking the result of the eighth

iteration and then encrypt it
using stream cipher algorithm
with key also obtained by

Diffe-Hellman algorithm.

The third part consist the last

eighth iterations, work just

like traditional DES.
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3- The Implementation of the
Proposal System

The implementation of the proposal
done by using VBV6, as mentioned in
previous sections, the proposal aim to
strength the DES algorithm using
Diffie-Hellman (DH) algorithm, figure
(5) display the DH algorithm for
symmetric key generation and figure
(6) display the DES algorithm which
the proposal aim to strength it.

The implementation of the first
proposal displayed in figure (7), where
it presented in one form this form
consists of three buttons, first one to
the left will run the seventh iterations
in DES, then the second button run the
DH to generate the key of the eighth
iteration in DES. Finally the button in
the right side complete the eighth
iterations.

The implementation of the second
proposal displayed in figure (8), where
it presented in one form this form
consists of three buttons, first one to
the left will run the eightliterations in
DES, then the second button run the
DH to generate the key of the
traditional stream cipher to encrypt the
result of the eighth iteration in DES.
Finally the button in the right side take
the final result and complete the eighth
iterations.

4- Conclusions

This research suggest a technique it is
objective is the blending between the
two encryption methods DES and
Diffie Hellman to make DES more
safe and secure. That by propose two
options. And from that we conclude
the following points:

1. The encryption of DES has
some thing danger, that it is an
algorithm depend on
symmetric key, so if the key is
discovered that will destroy
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the DES security.

DH just generate symmetric
key need an encryption
algorithm to be useful.

Using DH with DES make
some level of DES encryption
online.

Both of proposal make the DES more
secure since it is security depend on
more just it is symmetric key.
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{Dinade mito two habves, L and B)
Round Keys
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5
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Kr;
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| Ciphertext block |

Figure (1): DES Algorithm
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User A

Generate

random X < g;
Calculate

Ya =0 Amod g

Calculate
K=(Yg)*tmod ¢

User B

Generate

random Xp < g;
Calculate

Yp = o8 mod ¢;
Calculate

K= (YA)*Bmod ¢

Figure (2): Diffie-Hellman diagram
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| Input (64 bits) |
!
(Ininal Permutatiun)
|
+ i
L(32 bits) | R,(32 bits)
1
K, (48 bits)
¥, K00
L=R, R,= Lxor (R, K)
||
Kq(48 bits)
key
: ¥, K0T ]
+ .
L= Rg ] Ry= L xor f{Rg K) ] :
* 1 .
lg= Ry | RELorfR, K) ¢ I
__L ,l_ Exchangs Eap
ls=Rsg | | Rp=LgorfiRgk) |
+ +
L.=R. | Ry=Lwor f(R,K) |
XOr é : Ka(48 bits)
Re=Loxor fiR,K) | | L=R. |
I |

1!

(I:nverse Irutial F’ermutatn:nrD

Cutpurt (64 bits)

Will describe thefirst option in the sender side
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Figure (3): The first option to strength DES
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Algorithm(1)

I nput : plaint text and key DES with DH
Output : encrypt text

Process

Begin

Step one: the sender and receiver must be both on line

Step two: both of them receive the encryption key from thpedty certification

Step three: the sender encrypt the plaintext by only the fisten iterations.

Step four: notify the receiver that the time for online Diffellman key
distribution.

Step five: apply the DH algorithm and both of them have thees key.

Step six: return to DES algorithm and continue to encryptisith the eighth]
iteration using the DH key instead of the tradidbeighth subkey
which will be omitted.

Step seven: take the resulted encryption and entered it tdakeeighth iteration a
in traditional.

Step eighth: send the encrypted text to the receiver.

End

J7

Will describe thefirst option in the receiver side
Algorithm(2)

I nput : ciphertext and key DES with DH
Output :plaintext

Process

Begin

Step one: the sender and receiver must be both on line

Step two: both of them receive the encryption key from thpedty certification

Step three: the receiver decrypt the ciphertext by only thet Eghth iterations.

Step four: the receiver already was notified by the senddahatime for online

Diffe-Hellman key distribution. And they apply thgH algorithm
and both of them have the same key.

Step six: return to DES algorithm and continue to decryphwie eighth iteratior
using the DH key instead of the traditional eightiibkey which will
be omitted.

Step seven: take the resulted decryption and entered it tditeeseven iteration a

in traditional.

Step eighth: read the decrypted text.

End

J7
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Input (64 bits)

| L,t:%'j bits) | [ R.Lazf bits) ]
K.{48 bits)
xor
L=R, | [ R: L,xolrf[R,K; |
X K.(48 bits)
; w{xor
| sz R, | | R Lm:r fReK) |
| Dpitfie mt[:-m | Diffie uuln.... ii—HTv‘
| L.;.:r1 Ry | | Ry Lsxc}r RK) | :
[ L..+ R \ [ R,=L.x§r (RuK) ]
xor é: : Ko(48 bits)
\ Ry= Lyxor f(Ry, K) J [ =R, ]
| |
(inverse InlhafPennLﬂanorD
| Output {tcl bits) |

Figure (4): the second option to strength DES
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Will describe the second option in the sender side
Algorithm(3)

I nput : plaintext and key DES with DH
Output :ciphertext

Process

Begin

Step one: the sender and receiver must be both on line

Step two: both of them receive the encryption key from thiedty certification

Step three: the sender encrypt the plaintext by only the fighth iterations.

Step four: notify the receiver that the time for online DHftellman key

distribution.

Step five: apply the DH algorithm and both of them have thees key.

Step six: return to DES algorithm and take the result ofrgpiton from the eighth
iteration and encrypt it with the stream ciphemngsihe DH key.

Step seven: take the resulted encryption and entered it tdakeeighth iteration a

in traditional.
Step eighth: send the encrypted text to the receiver.

J7

Will describe the second option in the receiver side
Algorithm(4)

I nput : ciphertext and key DES with DH
Output :plaintext

Process

Begin

Step one: the sender and receiver must be both on line

Step two: both of them receive the encryption key from thpedty certification

Step three: the receiver decrypt the ciphertext by only the éaghth iterations.

Step four: the receiver already was notified by the sendehentime for online

Diffe-Hellman key distribution. And they apply tHeH algorithm
and both of them have the same key.

Step six: return to DES algorithm and take the result ofrgetion after the las
eighth iteration and decrypt it with same streapher using the DH
key.

Step seven: take the resulted decryption and entered it tditeeeighth iteration as

in traditional.

Step eighth: read the decrypted text.

End

1224
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Gis 1971 FPis 10747 >

iz B3 2 is 54
2

Secret Fey Walue

2530

G 71 MOD P
G T=ZMOD P

S =%1 "THZMOD P
S=%2"=1MODP

Finished!

Figure (5): DH

Perzon & recieves zecret keyp: 4454 Perzon B recieves
zecret key: 4454

=D1iffie-Hellman=

algorithm.

[ DES - Data Encryption Standard Demo

Hex Plaintest E
|E|1 2345E7R9ABCDEF

Plaintext in Binary = 64

|1 F3457799BBCDFFT

Keuwin Binary = 64

Iri this Dema you can use only Hexadecimal
Flaintert and Key no less then 18 digits, more
then 16 digits will be ignored

IEIEIEIEIEIEIITI 00710001101 0001071017100717117000100170107107171100110171101111

IEIEIEI'IEIITI'IEIITI'IEI'\EIEIEI'\EI1EI'\11EI'\111DEI11EIEI11D111D1111DD11D111111111DDD1

— Applying IF: -

Key without parity-check bits and Applying PC-1

I‘I1EIEI‘I1EIEIEIEIEIEIEIEIEIEI‘I1DD11DD111111111111DDDD1 0101 010111100001 0101010

|11EIEI1EI‘IEI1EI‘IEI11‘I‘I11‘I‘IEIEIEIEH1EIEIEIT‘IEIEIT111DDD1111D1D1D1D1D11D

IEIEIU‘I‘IEIU‘I‘IEITU‘I11‘I‘IEIT‘I‘IEIUUEIEIU‘IEIEIT‘I‘IU‘I‘IEIU‘I‘I‘H‘IEI‘H‘I‘I

IUUUUUT 10070070707077707100007 0000

LoRo =64 C7D7 =56
[11101001011001 117100110101 101001 Ly =32 [11o0To101 0107117911171 00001 100 Cv=28
[DO00m 70010071 610701717 01000010000 R7 =32 [BT100TI170007 1110101010101 10 D7 =28
~ 18 Iterations:
- E [Ri] - expansion function: S-bowes:
[117110101001 310711000011 1111 1001011 01071 01101013011 Elfi7]= 48 [0001000001110101070000001 0101101 Sbox? = 32 |
~Ki=PC2{CiDi]: P i) = f (L, Kil -
| [(1707100700001007071071111171071 1000011 00070111100 K7 =43 I [10007 700000007 070001 110000700711 RBKF =32 |
—E[Ri]sorKi: Li=Fi
Ror? = 48 L8=R7 = 32 |

~ Encryption Steps:

Plaintest ta Binam

Decryption Steps:
Cipher to Binary

Cipher After Ek[«]

IAA?AEBEIE NS&EBASC

Apply IP permutation and PC-1 [Key)

Apply IP for Cipher

ISSE 812540F0AB 405

1E Iterations

1B Iterations & Keys Inverse

Should be:

Einaliy. 2ppiy I inwerse to get Cipher

Finally, apply [P inverse to get Plaintext

Plaintest After Dkiy]

S

Should be:

“igw History of Enciyption and Decryption

Figure (6): DES algorithm.
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i e
5 Forml T—

Diffie Hellman

M —
o i—

— | 5 [ e |

8
I |910 11 12 13 14 15 18
| |
: DES (1-7) iteration DES (8-16) iteration
: l"llll'l Project?.exe Project3.exe B
e i
|
||
Figure (7): The implementation of the first options

B3 Forml =N [oR|Ex

12 3 4 5 6 7 8 9 10 11 12 13 14 15 186

K.ty |

DES (1-8) iteration

@
l.lllll|l — ¢ Project?.exe

Diffie Helman

|
Streem clpher

ProJ £Xe

DES (9-16) iteration

ProjecB EXE

Figure (8): The implementation of the second optics
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