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Abstract

Website phishing is a growing threat on the internet and its effect is devastating
when it comes to phishing financial web sites, such as eBay, official bank accounts or
other critical sources.

It is an easy way to fraud a web site source code and even a whole website
can be totally downloaded using free software packages, clients do not know
for sure if they talk to a genuine or fake websites by counting on what it
looks like and its components.

This paper is proposed to use randomized dyadic dilation wavee to
enhance the authenticate designated website to the visitor and in the same
time authenticate the visitor to the website This technique mainly designed
to defeat Man-In-Middle attack which is the main threat source for website
phishing due to the difficulties of getting the transformed image
reconstructed easily.
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1- Introduction

n the fidd of computer By masguerading as a trustworthy
security, phishing is the entity in an eectronic
criminaly  fraudulent  process communication. Communications
of attempting to acquire sensitive purporting to be from popular
information such as usernames, social web sites, auction Sites,
passwords and credit card details online payment processors or |IT
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administrators are commonly used
to lure the unsuspecting public. [1]

The term was coined in the
1996 timeframe by hackers who
were  stealing America  Online
(AOL) accounts by  scamming
passwords from unsuspecting
AOL usears. The popularized first

mention on the Internet  of
phishing was made in at.2600
hacker  newsgroup in  January

1996, however the term may have

been used even earlir in the
popular hacker newsletter
“26007.[2,3]

By 1996, hacked accounts were
called "phish", and by 1997 phish
were actively being traded
between hackers as a form of
dectronic  currency. There are
instances whereby Phishes would
routindy trade 10 working AOL

phish for a piece of hacking
software or warez (stolen
copyrighted applications and

games). The earliest media citation
referring to phishing wasn’t made
until  March 1997.[2] Phishing is
typically carried out by email or
instant messaging, and it often
directs users to enter details a a
fake website whose look and fed
are aimost identical to the

legitimate one. Phishing is an
example of social  engineering
techniques used to fool users] and
exploits the poor usability of
current web security technologies.
Attempts to deal with the growing

number  of  reported  phishing
incidents include legidation, user
training, public awareness, and

technical security measures.[3]
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Over time, the definition of
what congtitutes a phishing attack
has blurred and expanded. The
teem  Phishing covers not only
obtaining user account details, but
now includes access to all personal
and financial data. What originally
entailed tricking users into
replying to emails for passwords
and credit card details, has now
expanded into fake  websites,
installation of Trojan horse key-
loggers and screencaptures, and
man-in-the-middle data proxies -
ddivered through any dectronic
communication channel.[2,3]

The proposed scheme in this
paper is an enhancement to
website authentication in order to
prevent  Man-in-Middle  attacker
from hijacking sensitive
information passed by clients to
fake websites.

2- Phishing a Website

The fraudulent web site that
supports the phishing email is
designed to mirror the legitimate

web site it is purporting to be. The
fraudsters use multiple methods to
do this, including using genuine
looking images and text,
disguising the URL in the address
bar or removing the address bar
atogether. The purpose of the web
site is to trick consumers into
thinking they are at the company's
genuine web site, and giving ther
personal information to the trusted

company they think they are
dealing with. [2,3]
Once a victim visits the

phishing website the deception is
not over. Some phishing scams use
JavaScript commands in order to
alter the address bar. This is done
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gther by placing a picture of a
legitimate URL over the address
bar, or by closing the original
address bar and opening a new one
with the legitimate URL.[2]

An attacker can even use flaws
in a trusted websités own scripts
against the victim. These types of

attacks (known as  crosssite
scripting  attack) are particularly
problematic, because they direct

the user to sign in at their bank or
services own web page, where
everything from the web address
to the security certificates appears
correct. In redlity, the link to the
website is crafted to carry out the
attack, making it very difficult to
spot  without specialist  knowledge.
Just such a flaw was used in 2006
against PayPal. [2,4]

A Universal  Man-in-the-middle
(MITM) Phishing Kit, discovered
in 2007, provides a simpleto-use
interface that alows a phisher to
convincingly — reproduce  websites
and capture log-in details entered
at the fake site as it can seen in
figurel, the attacker (criminal) is
publishing the fake web site to the
users. [2,3]

For man-inthe-middle  attacks
to be successful, the attacker must
be able to direct the customer to

ther proxy server instead of the
real server. This may be carried
out through a number  of
methods:[1,5]
- Transparent Proxies
DNS Cache Poisoning
URL Obfuscation
Browser Proxy

Configuration
Phishing eBay Website
Scheme

2861

The following is a real
case taken as a demonstration on
phishing a website, this hit was

really conducted on the targeted
famous site ‘www.eBay.com’, the

attack was detected and contained
with a minimum collateral
damages. [5]

Two critical pieces of

information were targeted in this
scheme: the authentication
credentials  (i.e, username and
password) and the user’s credit
card information. Figure2 shows
the critical steps of the scheme

from beginning to end.[5]

To build the fraudulent web
site, the attacker(Man-in-Middle)
simply sends requests to eBay for
the HTML markup and images
needed to render critical pages of
the eBay site Because the Web
works by having clients (such as
Mozilla or Internet  Explorer)
download HTML from the server
and then display the results to the
user, there is no way for eBay to
stop users from downloading its
source. In fact, easy replicability
of content from Instructing the
eBay site to send a copy of the
source is as simple as having the

attacker point his browser to
http://www.ebay.com.
Each of the thirteen steps

identified in figure2 supports one
of three goals needed for the thief
to achieve his aobjective Those
goals are creation of the fraudulent
eBay site, directing users to the
fraudulent site, and then operating
the fraudulent site such that users
never suspect what has
happened.[5]
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3 AugmentedPasswor ds
Logins

The Bank of Americas website
is one of several that ask users to
sdect a pesona image, and
display this user-sdected image
with any forms that request a
password. Users of the bank's
online services are instructed to
enter a password only when they
see the image they sdected.
However, a recent study suggests
few users refrain from entering
their password when images are
absent. In addition, this feature
(like other forms of two-factor
authentication) is  susceptible to
other  attacks, such as those
suffered by Scandinavian  bank
Nordea in late 2005, and Citibank
in 2006.[4]

A smilar system, in which an
automatically-generated "ldentity
Cue' consisting of a colored word
within a colored box is displayed
to each website user, is in use at
other financial institutions, as in
figure(3).[4]

Security skins are a reated
technique that involves overlaying
a user-sdected image onto the
login form as a visual cue that the
form is legitimate. Unlike the
website-based image schemes,
however, the image itsdf is shared
only between the user and the
browser, and not between the user
and the website The scheme aso
rdies on a mutua authentication
protocol, which makes it less
vulnerable to attacks that affect
user-only authentication
schemes.[6,4]

Still another technique reies on
a dynamic grid of images that is
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W

different for each login attempt.
The user must identify the pictures
that fit their pre-chosen categories
(such as dogs, cars and flowers).
Only after they have correctly
identified the pictures that fit their
categories are they adlowed to
enter their aphanumeric password
to complete the login. Unlike the
static images used on the Bank of

America  website, a  dynamic
image-based authentication
method creates a one-time
passcode for the login, requires

active participation from the user,
and is very difficult for a phishing

website to  correctly  replicate
because it would need to display a
different grid of randomly

generated images that includes the
user's secret categories.[5]
4- Wavelet Transform

A waveis usualy defined asan
oscillating function of time or space.
Wavelet isa"small wave' which has
its energy concentrated in timeto give
atool for the analysis of transient,
non-stationary, or time-varying
phenomena. Wavelet transformis a
transform that provides thetime-
frequency representation which is
capable of providing the time and
frequency information simultaneously

[7]

= I_ ||'Im w IW — q:'f[.r]d.r - (l)

1|‘_-' |-_|-| o= w I

The  wavdet coefficients are
expressed by the following eq.

G = Wef] (27, k27)__
Hee, a = 277 is called the binary

dilation or dyadic dilation and
(i.e., stretching or scaling factor)
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b = k277 is the binary or dyadic
position (i.e., shifting factor)

Simply, it can be said
that wavee transform for a
certain image is a correation and
similarity matching with a small
wave scaled and shifted along the
image, thus the following equation
is satisfied: [7]

Clitacling Sifing) = ¥ 3 atrtching shiffig

--------- 3)

Waveets come in various
shapes and sizes as in figure (4).
By stretching and shifting
(“dilating and trandating) the
wavelet we can “match” it to the

hidden event and thus discover its
frequency and location in time
Stretching or shifting by powers of
2 is often referred to as “dyadic”.
For example, dyadic dilation
means stretching (or shrinking) by
factors of 2 (eg. 2, 4, 8, 16 etc).
[7] With scale varying aong
dyadic sequence ( 2¥), j e Z, the
support of waveet base W (x)

(will  increase rapidly.[8] Shifting
or diding is referred as transating
in wavelet terminology, with their
ability to strech and  shift,
waveets are very adaptable, even
new wavelels can be constructed
to find more new details. [7]

The generalized equation

(equ.3) for CWT is a shortcut that
| =1l

Wotlia bi= | '- firia

efiesi= ) Le(T e

shows that the correation

coefficients depend on both the
stretching and the shifting of the
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waveet, ¥, to match the signa
(X, here) as we have just seen.
The eguation shows that when the
“dilated and trandated” waveet
matches the signal the summation

will produce a large correation
value[7,5]

Randomized Dyadic  Dilation
DWT

This paper dose not propose an
image processing agorithm to get
enhanced  capturing  of more
detailed  information  from  the
mother wave ( i.e, origina image
caled mother wave). It is wdl
known that waveets are so many
and each is dedicated to collect
different feature from the mother
wave, what is important here is the
ability to scale ( dyadic dilation)
and shift ( dyadic position), which
is clearly announced in (equ.3). [7]

This paper is proposing a
random dyadic dilation  when
executing  wavelet  transformation

to the original image, the resultant
of this approach could produce
worse in term of transformation
resolution (i.e, many details could
be dipped a way ) which makes
the construction of the original
image harder and harder.

2 X, v

Ci; (K, shifting) =
--------- (4)

(K, shifting)
Where K: random variable (i.e,

power of 2)
C;j:Transformation co-efficient

This  transformation  represented
by equd brings new criteria
regarding the construction back of
the image, where it is not possible
to reconstruct the origina image
without  knowing the  pattern,
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through which, K is changing its
values.

This paper will use pseudo-
random generator to  generate
semi-random values for K and use
these values in waveet compress-
coding cetain  images. These
images ae not easly re
constructed  without having K
generator and it tends to be a very
sophisticated and complex issue if
the period of the pseudo-random
generator is bigger than image
being wavdet compressed and
coded.

LFSR is sdected to be the
random generator with a
maximum period (2"-1) equal or
bigger than ( logN) where N is the
size  of the image  being
transformed and (n is the length of

the register).

5 The  proposed Mutual
Authentication Based
RDWT

The proposed  authentication
scheme by this paper is reying
very much on the manipulating of
the independent variable K
presented in (equ.4), which
representing  shifting of certain
wavel et to find correlation
coefficients with the mother signal
(i.e, theoriginal image).

By stretching and
shifting the waveet  numerous
times we get numerous
correations. If the mother signal
(i.,e, image) has some interesting
events embedded, the
transformation will get the best
corrdation  when the  stretched
wavdet is similar in frequency to
the event and is shifted to line up
with it in time as in figure (5).

Wavedet transformation  algorithm
sdects K to have values to be
factors of 2 to be the right dyadic
dilation for better
transformation.[7]

In this proposed authentication
scheme, the resolution of the
image reconstructed from waveet
coefficients is not the important
issue here due to the concentration
is upon the security not the
performance of the DWT
transformation, which is the case
in image applications.

The following flowchart shows
this operation in detailed session.
This session should be at the
trusted levd between client and
the server, due to the infromation
at this level should be confedintial
and not exposed to the public
because it is a personal informaion
and should be kept a way of
others.

6- Conclusions

1- Website phishing is a
crucial factor to bring confidence
to customer before conducting
any transaction over the internet.
The  traditional methods  of

security  (login, password) now
became obsolete toward website
phishing.

2- Website phishing can

impose more dangerous actions in
local by conducting ARP
spoofing and direct DNS to
attacker machine.

3- Visual interactions  with
clients are more rdiable in
security point of view, than the
traditional login techniques.

4- Using visual profile for
the client and deploy it later for
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authentication  purposes is not
enough without embedding
techniques emerging from
cryptography.
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Figure 5: Randomized Dyadic Dilation DWT based Authentication Scheme
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[5)

D Client Side

|meges] = >
Selectlmages()
> [9)
*|fgr = U Server Side
InitLfsr(GetPrivate

v

StartRDWT(Get_K (),image] selected])

v

SendRDWT (server_name); > Start

v
Imagel =
I nverseRDWT(GWv_i mage] selected]
< IsImagel in No

A 4

client

A 4

I mageFromWeb = InverseRDWT (Get_K(),

recv_image[selected]); v Y&
SendRDWT (client,auth_image);
Has client
satisfied? SendFakeDWT (source_host); <
Yes
l End
End

Figure 6: The Proposed M utual Authentication Procedure based on RDWT
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