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Abstract
Random image is very useful to be used as a source for clipping randomness
session keys in cryptography. In this paper a new algorithm is proposed to generate
random image .The random image is generated by mixing initialization vector with
norma digital image; the mixing process is agpplied in the same way as HASH
technique. A specid cryptography agorithm for generating random numbers is
used to generate initidization vector. This proposed algorithm is capable of
generating random image that can meet security requirements of cryptographic
algorithms.

Keywords: cryptography, random image in cryptography, hash function, random
key.
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1. Introduction Would have no result. In
Cryptography is the study of encryption, akey specifies the

mathematical techniques related to
aspects of information security such
as confidentiality, data integrity,
entity authentication, and data origin
authentication [1].
The security of encrypted daa is
entirely dependent on two things. the
strength  of the cryptographic
algorithm and secrecy of the key [2].
In cryptography, a key is a
piece of information (a parameter)
that determines the functiona output
of a cryptographic agorithm or
cipher. Without a key, the agorithm

particular Transformation of plain
text into cipher text, or vice versa
during decryption. Keys are adso
used in other  cryptographic
algorithms, such as digital signature
schemes and message authentication
codes [3].

To prevent a key from being
guessed, keys need to be generated
truly randomly and contain sufficient
entropy. Since random number is one
whose value cannot be predicted,
computers are not very good at
producing truly random data. Insteed,
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they rdy on a pseudo-random
number generator (PRNG), so strong
cryptographically must seeded with
truly random values [4].

The problem of how to safey
generate truly random keys is
difficult, and has been addressed in
many ways by various cryptographic
systems. In this paper a new method
is proposed to generate random key
which can be clipped from random
image.

2. Basic
Technologies
There are severa ways of
classifying cryptographic
technologies. For purposes of this
paper, they will be categorized based
on the number of keys that are
employed for  encryption and
decryption. The three types of
algorithms are shown in (Figure 1):
A.Secret Key Cryptography (SKC):
Uses a single key for both
encryption and decryption [5].
Secret key cryptography assumes
that the parties who share a key
rely upon each other not to disclose
the key and protect it against
modification. The best known
secret key system is the Data
Encryption Standard (DES),
published by NIST as Federd
Information Processing Standard
(FIPS) 46-1 [6].
B. Public Key Cryptography (PKC):
Uses one key for encryption and
another  for  decryption [5].
Whereas secret key cryptography
employs a single key shared by two
(or more) parties, public key
cryptography uses a pair of keys
for each party. One of these is
"public' and one "privat€'. The
private key must be kept
confidential and be known only to
its owner. There are severa public
key cryptographic systems. One of
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the first public key systems, named
RSA dfter its three MIT creators,
Ronald Rivest, Adi Shamir, and
Len Adleman, is in wide use and
can provide many different security
services [6].

C.Hash Functions: Uses a mathematical

transformation  to  irreversibly
"encrypt" information [5]. One
common use of hash functions is to
“destroy” any structure that may
exist in the input, while preserving
most of its entropy. Vaidity of
using hash functions for entropy
extraction is not based on ther
cryptographic properties but rather
on our belief that a good hash
function destroys most of the
dependencies that may exist in the
bits of itsinput [7].
2.1. Cryptographic Hash Function
Cryptographic Hash
functions take a message as input and
produce an output referred to as a
hash code, hash-result, hash-value, or
simply hash. More precisdy, a hash
function h maps bit strings of
arbitrary finite length to strings of
fixed length, say n bits. For a domain
D and range R with h: D—R and |D|
>|R|, the function is many-to-one,
implying that the existence of
collisions (pairs of inputs with
identical output) is unavoidable.
Indeed, restricting h to a domain of t-
bit inputs (t > n), if h were “random”
in the sense that al outputs were
essentially equiprobable, then about
2t-n inputs would map to each
output, and two randomly chosen
inputs would yield the same output
with probability 2—n (independent of
t).The basic idea of cryptographic
hash functions is that a hash-vaue
Serves as a compact representative
image (sometimes called an imprint,
digital fingerprint, or message digest)
of an input string, and can be used as
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if it were uniqudy identifiable with
that string [1].

2.1.1 Basic Properties of
Cryptographic Hash Function

To facilitate further definitions,
three potential properties arelisted
(in addition to ease of computation
and compression), for an unkeyed
hash function h with inputs x, x0 and

outputs y, yO.
1.Preimage resistance—for
essentially  all  pre-spedified
outputs, it is computationaly

infeasible to find any input
which hashes to that output, i.e.,
to find any preimage x0 such that
h(x0) = y when given any y for
which a corresponding input is

not known.
2.2"-prdmage resistance—it is
computationally  infeasible to

find any second input which has
the same output as any specified
input, i.e, given x, to find a 2"-
preimage X0 6= x such that h(x)

= h(x0).
3.Callision resistance—it is
computationally  infeasible to

find any two distinct inputs x, x0
which hash to the same output,
i.e, such that h(x) = h(x0). (Note
that here there is free choice of
both inputs [1].

222 Basic Requirements

Cryptographic Hash Function
The basic requirements for a

cryptographlc hash function are:
Theinput can be of any length,

2. The output has afixed length,

3. H(X) is rdativey easy to
compute for any given X,

4, H(X) isone-way,

5. H(X) iscallision-free [8].

for

223 Hash Function as
Compression Function.
A compression  function

takes a fixed length input and returns
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a shorter, fixed-length output. Given
a compression function, a hash
function can be defined by repeated
applications of the compression
function until the entire message has
been processed. In this process, a
message of arbitrary length is broken
into blocks whose length depends on
the compression function, and
“padded” (for security reasons) so
the size of the message is a multiple
of the block size. The blocks are then
processed sequentidly; taking as
input the result of the hash so far and
the current message block, with the
final output being the hash value for
the message (see Figure (2) [8].

4. Randomnessin Cryptography
Most cryptographic algorithms are

based on a controlled random
number generator [9].

For any  cipher, it’s
extremely important that

communicating parties choose the
key at random, without any possible
bias or corrdation between bits. In
order for a cryptographic agorithm
to accomplish its goals, keys must
have at least the following properties:
1.Keys must be unguessable, in the
sense that any efforts that would
enable the key to be discovered
must be deemed outside the
abilities of the presumed attacker.
This implies that a key must be
drawn from a distribution with
sufficient entropy to render it
computationally  infeasible  to
exhaustively search (or otherwise
to prevent the attacker from
confirming a guess at the key,
though this is typically much
harder). In addition, the key must
remain computationaly infeasible
to find in light of al the
information the attacker is able to
gather about it.
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2.Keys must be reproducible by
intended parties when needed to
perform  cryptographic  encoding
has a corresponding decoding
action , and since a least one of
these two (and often both) require
possession of the secret key
typicaly the key will need to be
reproduced spatialy or temporally.
For example, a key may need to
exit a two different computers
simultaneously (a spatia
reproduction) if they are interacting
in a cryptographic communication
protocol. A key may need to exit in
the same computer at different
times (a temporal reproduction),
but not in the intervening period, if
the key is used to encrypted and
decrypt files on the computer [10].

5. The Proposed M ethod

The proposed method for generating

random image is divided in two

stages, and they are:

1. Design Random  Numbers
Generator (to generate
initialization vector).

2. Mixing Initial Vector with an

Input Image.
1. Design Random Numbers
Generator

Random image can be
obtained by mixing Initialization
vector (IV) with an input image. This
initialization vector is a block of
random numbers. Random number
generator is designed to output
random key which can be deal with it
as aninitialization vector (1V).

Keeping keys secret is one of
the most difficult problems in
practical cryptography, so to prevent
a key from being guessed, keys need
to be generaed truly randomly and
contain sufficient entropy. This stage
is divided into following steps:

A. Enter apassword and making
padding process on it. The
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purpose of padding process is to
make a password a multiple of
128, 256 and 512. The following
example specifies how this
process is performed:

The password is " Random Image
-Key"; its length is 17
characters. After padding process
(assuming that the required
length is 32 characters), the
password will be:

"Random Image -Key;]
Ac% Gi+MolSu" .

Algorithm (1) illustrates the
padding password to any
required length:

B. Convert the padded
password to its binary code, so
the output will be a stream of bits
(zeros and ones).

C.  Set the parameter of random
generator. three parameters are
generated (R,N and S) such that:

1.Parameter R from (0) to (65535),
its binary base (2 *°)

2.Parameter N from (0) to (31), its
binary base (2 °).

3.Parameter S from (0) o (127), its
binary base (2 7).

With each different parameter (a
typically random stream of bits
used to generate a usually longer
pseudo-random  stream), the

pseudo-random number
generator generates a different
pseudo-random seguence.

Algorithm (2) illustrates the
generation of three parameters.
N and S parameters are constructed
in the same way as R, the only
differenceistheruntimesince N is
from 0 to 31 and S is from O to
127.
D. Construct Sequence Generators,
five seguence generators are
established in this step, and their
values depend on the R, N and S
parameters. Algorithm 3
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illustrates the construction of these
seguences.

Construction of SQ2 (L2), SQ3 (L3),
SQ4 (L4), SQ5 (L5) in same way
as SQ1,such that L2=313, L3=231,
L4=258 and L5=281.

E. Generating Random Number is
accomplished in this step, firstly by
specify the size of random key,
secondly by arithmeticaly
combined each random number in
the five sequence generator using
XOR operation.

2. Mixing Initial Vector with Input

Image.

Once the steam of random numbers

is edablished from the pervious

stage, this stream is considered as
initidization vector (1V) of Hash
function. (The input image is divided
into blocks;, each 10 bytes are
considered as one block. The (1V) is

XOR_ed with first block of input to

produce the first block of random

image. This cipher block aso

XOR_ed with second block of input

image and the output block which is

considered as second block in output
random image. This process is run
repeatedly to the whole blocks of
input images, and the final output is
the random image (ciphered image).

Algorithm  (4) and Figure (3)

illustrates this stage.

6. Distortion Measures

Randomness Test Results.

Different random images are
generated, since different

Initidization vectors (1V) sizes are

mixed with theinput image. Two test

images (Gray and Color) are

XOR_ed with different 1Vs sizes.

Figures (4) and figure (5) are

showing the test images, tables (1)

and table (2) are showing the

constructed random images.
There are large numbers of tests
used for evauating generators. In

and

386

this section, two test metrics are used
which for testing random images,
they are;

1. Distortion Measures.

2. Statistical Tests of Randomness.
6.1. Distortion measures.

Distortion measures which
are adopted for testing the
performance of the suggested
method, and they are MAE, MSE,
PSNR, SNR and Corrdation
Measures. These measures define the
overall error between (N) samples of
the input image Bmp file, and the
corresponding samples of the random
image (Bmp file). This kind of
measures can be a good testing tool
for quality, especialy concealing the
samples of input image. Table (3)
lists these distortion measures [11].
Where,

f(x,y) : isthe vaue of the origind
image at row(y) and column(x),

f '(x,y) : is the corresponding values
of the reconstructed image.

H , W : the heght of the image and
the width of the image respectively,
Ajj .Bjj : two images matrices size
(NxN).

Tables (4) and table (5) are showing
the results of applying distortion
measures on random images (Test
image 1 and Test_image 2)

From the results listed in the
above tables, it is noticed that large
MSE gives a good results for
concedling the input image samples,
while small results of SNR and
PSNR a good results of noise
occurred to input image Finaly,
acceptable results obtained from
correlation measure.

6.2. Statistical Tests of
Randomness.

These tests are used to check
random property that a random
sequence is likely to have. Examples
of useful statistica tests are five
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basic tests, and they are:  Fregquency

test, Serial test, Poker test, Runs test

and Autocorrelation test [12]. The
output of tests must be compared
with passes vaues that illustrated in

Table (6) to decide if the outputs of

randomness tests are good for the

sequences to pass.

In our agorithm, randomness
tests are applied on different key
sizes: 32, 128, and 256 bits. Tables
(7), Table (8) and Table (8) are
showing the results of applying
randomness test on random image
(Test image _ 1). Tables (10), Table
(11) and Table (12) are showing the
results of applying randomness test
on random image (Test image_ 2).

From the results listed in the
randomness tests tables, it is noticed
that whenever the initialization block
size (IV) and key size increase
amost randomness tests are passed,
but when initialization block size
(IV) and key size is few, many of test
results are not passed (painted test
with gray mean not passed). So
initidization blocks size (IV ) with a
large size (64-bits or 128-bits) is
recommended for generating random
numbers and clipping key, while
initialization block with small size
(32- bits) isrejected .

7. FutureWorks

1. Theinitiaization vector for hash
function can be generated from
any media (image, audio or even
video), instead of string of
characters.

2. Hash function could be applied
to minimize the size of random
key (key digest). This can be
done by any widdy used Hash
functions (such as SHA family).

3. Generate 3 Dimension image
randomly, and the key can be
dipped from any section of it.

387

4. Random Art can be used to make
this random image pleasing for
Human Visua System.

8. Conclusion

Due to fundamental role of
random key in the design of
cryptography  agorithms, a new
method is proposed for generaing
random key. This key is clipped from
random image (in any size and from
any position of image). Hash
technique is applied on input image
and initialization vector, this vector
is constructed by using random
generator. Random image can be
used to improve the accuracy and
efficiency of key validation in public
key infrastructures;, also it can be
used to improve user authentication
systems when this random image can
be replaced with texts string.

Vaidation of random key is

acceptable according to the results

distortion measures and dSatistical
tests of randomness.
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Table (2) Random imageis constructed from Test Image 2, using
HASH Technique.

IV_1=1Byte IV_2=5Bytes IV_3 =25 Bytes

IV_5 =100 Bytes 6 =150 Bytes
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Table(3) Distortion M easures[11].

L BE (1) 1))
X, y)- f&x,
How &, &Py TREY

Mean Square Error MSE =

qfrwgl 2
a a (f(xy))
Signal to Noise Ratio SNR = y=0 x=0

H-1w-1
o

8 a(f(xy)- fexy))f

y=0 x=0

_ 255)° 0
Peak Signal to Noise Ratio PR = 1O|0910§ MSE =
(4]

N
a a ab
. . . . i=1i=1
Correlation Measure Similarity(A;,B;) = — 'N ‘ —
o O 2 o O 2
aaaj.aab;
i=1j=1 i=1j=1
Table (4) Distortion M easures of random images
(Test image 1).
_ Size Correlation
Testimage 1 (Byte) MSE PSNR SNR Measure
IV_1 1 7744.132 8.241 3.488 0.788
V-2 5 7683.281 8.275 3.523 0.780
1V_3 25 7768.786 8.227 3.475 0.787
IvV_4 50 768.550 8.227 3.474 0.788
IV_5 100 7777.648 8.222 3.470 0.788
IV_6 150 7788.318 8.216 3.463 0.788
390
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Table(5) Digortion Measures of random images

(Testimage 2).
_ Size Correlation
Test image 2 (Byte) MSE PSNR SNR Measure
IV_1 1 10003.823 8.128 2.77 0.854
V-2 S 8583.833 8.3108 2.856 0.864
IV_3 25 8681.858 8.271 2.816 0.860
IvV_4 50 8705.685 8.260 2.8058 0.858
IV_5 100 8618.322 8.300 2.845 0.858
IV_6 150 8677.308 8.273 2.818 0.862

Table (6) Randomness Tests and their Passing Values[12].
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Randomness Tegts || Passing Value
Frequency Test £ 3.84
Serial test £ 5.99
Poker test £11 .1
Runs test £ 22 .362
Autocorrelation test £ 3.48

391



http://www.pdffactory.com
http://www.pdffactory.com

Eng. & Tech. Journal, Vol. 28, No. 2, 2010

Table (7) Results of Randomnesstestson Test image 1 (Random Key Size =32 bits).

Initialization | Frequency | Serial | Poker | Run Test Autocorrelation Test
Vector (I Test Test Test
(V) To | T1 | shift-1 [ shift-2 | Shift-3 [ Shift-4 | Shift-5 | Shift-6 | Shift-7 [ Shift-8 [ Shift-8 [ Shift-10
V-1 0.125 1.778 2 4.242 4.242 | 0.146 0.222 0.307 0.411 0.381 0.483 1.755 1.651 1.816 1.585
V-2 6.125 8.681 |18.066 | 1.75 @4.875 | 0.3761 0.334 0.246 0.103 0.570 2.548 4.342 5.404 4.675 3.681
V-3 0.125 2.8E-02 | 4.133 [8.218 [3.234 (8.1E -03 | 0.880 0.062 1318 [5.5E-03 | 3.205 1.755 3.530 3.376 6.805
V-4 0.125 1.004 |[1.467 |2.688 [5.438 | 0.1788 | 3.3E-02 | 0.0618 0.502 1.452 0.681 2.002 2332 | 4384 4.448
V-5 2 3.774 3.6 3.00 (5.88 1277 | 5.8E-02 | 5.3E-02 1.877 2118 0.114 0.128 0.184 5.561 0.315
V-6 0.5 1403 (16.833 [10.187 4.218 | 0.153 0.752 2.083 2.8E-02 | 0.444 0.280 1.283 1.188 0.605 1.0E-02
Table (8) Results of Randomnesstestson Test image 1 (Random Key Size =64 bits).
Initialization |Freguency |Serial | Poker Run Test Autocorrelation Test
Vector (I Test Test Test
ector (IV) To | T1 | Shiftl | Shift2 | Shift-3 | Shift-4 | Shift-5 | Shift-6 | Snift-7 | Shift8] Shift8 | Snift-10
V-1 0.0625 ]0.112 |0.800 |6.888 [15.374 | 0.101 | 1.4E-02 | 3.3E-02 0.106 | 7.2E-02 | 5.1E-03 | 0.451 | 1.004 1.053 1.070
V-2 15625 (2.040 |7.733 |1.888 [127.874 | 4.3E-02 | 8.7E-02 | 4.77E-03 | 0.235 | 7.1E-03 | 0.423 2173 | 0.650 1314 15
V-3 0.0625 ]0.874 |2.833 |6.375 | 5.625 0.183 0.403 0.188 6.1E-02 | 8.7E-02 | 0.388 0.018 | 1.067 0.258 2177
V-4 0.25 0178 | 24 |3.625 | 4.000 | 8.3E-02| 0.403 0.201 0 0.720 0.832 0.828 | 1.763 1.146 0.687
V-5 0.25 0.306 4 4.250 | 8.250 0.087 0.827 0.423 0.444 0.888 0.570 0.365 | 1.058 2.138 1.313
V-6 0.25 0.687 | 4.533 | 8.375 | 2.750 0.087 | 4.1E-02 0.847 0.182 0.148 | 4.4E-02 | 0.211 | 0.062 8.3E-02 0.133
*Computer Science Department,University of Technology/Baghdad,iraq
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Table (9) Results of Randomnesstestson Test image 1 (Random Key Size =128 bits).

PDF created with pdfFactory Pro trial version www.pdffactory.com

Initialization |Frequency |Serial | Poker Run Test Autocorrelation Test
Vector (1V Test Test Test
(V) To T1 Shift-1 | Shift-2 | Shift-3 | Shift-4 | Shift-5 [ Shift-6 | Shift-7 | Shift-8 | Shift-8 [ Shift-10
V-1 0.5 0.808 | 3.16 11.124 |8.874 |3.5E-02 [1.8E-03 | 0.017 ]1.414-02 | 0.256 |1.8E-02 | 0.637 |3.2E-02 | 0.418 0.761
V-2 1531 1.767 | 14.68 5562 |[84.062 | 2.1E 02 0.485 5.1-02 1.347 1.857-3 | 0.368 1.002 0.136 0.808 1.020
V-3 0.125 0.528 | 10.84 | 8.625 |[8.062 0.108 0.400 0.081 0.120 0.336 0.180 8.8E-2 | 0515 (5.0E-03 | 0.364
V-4 0.031 1882 | 1.624 | 8375 |4.812 0.583 0.430 0.378 0.328 0.158 0.668 0.013 1.665 0.144 1.008
V-5 0.781 2.077 (11882 | 2.625 |[17.187 | 0.260 0.167 |[8.4E-02 | 1.068 0.158 0.1761 | 0.103 0.517 0.583 0.418
V-6 0.781 1510 | 3.672 7.187 |2.562 0.142 |7.6E-06 0.180 |[4.8E-04 | 0.382 0.241 0.108 0.327 0.156 0.702
Table (10) Results of Randomnesstests on Test image 2 (Random Key Size =32 bits).
| nitialization Frr?g;e Serial Poker Run Test Autocorrelation Test
Vector (I Test Test ift-
ector (V) | Teg To | T1 | shift1 | snift2 | snift3 | shifta | shifts | snifte | S0 | snifts | snifts | snift-10
V-1 1.125 3.617 5.733 ]10.625 [2.1875 0.617 0.352 1.058 0.145 5.0E-02 | 8.3E-02 0.128 3.010 5.561 2.834
V-2 0.125 0.746 2 2234 11.882 | 7.2E-02 | 3.3E-02 2.1E-02 | 3.7E-03 2.841 0.210 5.683 1.050 1.280 4.832
V-3 0 8.677 4.133 |7.468 |4.734 | 5.2E-03 0.384 1.081 0.502 0.264 0.684 3.453 0.782 4.3841 2.216
V-4 1.125 3.875 6.8 |2.375 |1.875 1.600 0.587 8.8E-03 0.187 0.705 8.3E-02 0.885 1.170 1.370 0.338
V-5 0.5 0.887 2 3.484 |7.234 | 6.6E-02 0.278 8.1E-02 1.286 8.2E-03 1.881 2.160 2.331 7.021 4.448
V-6 2 4.806 5.733 13.125 |1.838 0.488 0.587 8.8E-03 | 2.5E-02 0.350 1.625 1.562 0.167 0.220 0.102
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Table (11) Results of Randomnesstestson Test image 2 (Random K ey Size =64 bits).
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I nitialization Freq;enc Serial | Poker Run Test Autocorrelation Test
Vector (I Test Test
MW | et To | T1 | shift-1 [ shift-2 | shift-3 | Shift-4 | Shift-5 [ Shift-6 | Shift-7 | Shift-8 [ Shift-8 [ Shift-10
V-1 3.0625 |4.000 |5.067 |11.123 [1.124 0.517 0.338 3.8E-02 | 0.245 1.1E-02 | 0.304 | 1.7E-02 | 0.858 4.355 0.822
V-2 0.0625 10.238 1.6 4.374 B.374 | 1.7E-03 | 2.8E-02 | 0.864 0.437 1.247 0.757 1.465 0.823 1.053 3.022
V-3 0.25 1.067 1.6 6.625 [3.750 0.245 | 2.8E-02 | 1.8E-02 | 3.7E-02 | 0.466 7.3E-02 | 2.324 0.107 0.500 0.133
V-4 3.0625 |5.874 |4.533 |7.888 pb.121 1.183 | 3.1E-02 | 0.236 0.250 0.250 0.672 1.582 0.288 | 3.8E-02 0.411
V-5 2.25 1.888 5.6 8.248 4.248 | 5.3E-02 | 7.8E-02 | 2.5E-02 [ 0.236 0.104 1.310 1.550 1.135 4.85 1.5
V-6 2.25 5.036 4.8 3.873 [1.748 | 0.583 | 8.1E-03 | 2.1E-02 | 0.038 0.350 8.7E-02 | 0.128 1.058 | 1.5E-03 0.136
Table (12) Results of Randomnesstests on Test image 2 (Random Key Size =128 bits).

Initialization | Frequency |Serial Poker Run Test UL U

vector (IV) | Test Test | Tes To T1 | shift-1 | shift-2 | shift-3 | shift-4 | snift-5 | shift-6 | shift-7 | shift-8 | shift-8 ngt'
V-1 2.531 2.784 | 3.672 8.812 2.562 1.2E-02 | 0.262 0.341 0.427 | 3.8E-02 | 0.208 0.147 0.571 1.536 0.118
V-2 0.125 0.402 1.624 3.312 8.875 0.154 | 7.8E-03 0.05 0.806 1.282 0.668 0.464 0.531 0.828 1.832
V-3 4.5 5.350 6.488 18.874 4.062 6.6E-02 | 2.6E-03 | 0.060 0.807 1.258 2.740 | 4.1E-02 | 0.450 | 1.2E-02 | 0.446
V-4 2.531 8.587 8.844 58.000 7.687 2.432 0.287 1.5E-02 | 3.2E-03 | 1.657 1.235 | 41E-02 | 0.450 | 1.2E-02 | 0.446
V-5 1.531 1.578 | 4.312 2.062 2.488 1.3E-03 | 0.345 0.684 0.767 0.022 0.846 | 4.1E-02 | 0.450 | 1.2E-02 | 0.446
V-6 0.031 0.118 1.112 12.624 |1.8124 | 1.3E-03 | 6.6E-02 | 1.3E-02 | 0.278 0.152 1.426 2.537 0.286 0.283 0.327
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Figure (1) Threetypesof cryptography: A) secret-key, B) public key
and C) hash function [5].
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Compression
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Compression
Function

Compression

Initial
Value

Function

Figure (2) Damgard /Merkleiterative structurefor hash
functions|[8].

Algorithm (1) : Padding Password
Input : Password.
Output : Padded password with required length

Step 1: Enter the required length of password (R_len)
Step 2: K=0
Step 3: While Length of (Password ) < (R_len)
k= k+ Length of (Password)
m=k* 257 + 313
Password = Password + Chr(32 + (m Mod 86))
End While.
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Algorithm (2): Generation of Three Parameters(R, N, S).

Input : BITS(16) isstring represent the bases of binary numbers.
Output : Random parameters: R (0...65535), N (0...31), and S (0...127).

Step 1: Convert padded password to binary code, since the desired length is
25, the output is a stream of bits B with length 175 B (175).
Step 2: Choose arbitrary bits from b(175) to forminitial value K:
K=B (10) +2x B (61) + 4 x B (88) + 8 x B (175)
Step 3: ForJ= 0to14
If B(K)=1ThenR =R +Bit (J)
K=K +18
IfK>174ThenK =K - 174
End For J

Algorithm (3): Construction Sequence Gener ator

Input : Random Parameters (R,N,S) , length of sequence generator.
Output : Five Sequence Generator SQ1(L1), SQ2(L2), SQ3(L3), SQ4(L4),

SQ5(L5).
Step1:K1=S
Step 2: L1=252
Step 3: Randomize R.
Step 3: ForJ=0tolL1
ForK=0toN
X =Rnd
End of K
SQ1 (J) =255 x X
End of J
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Algorithm (4) : Random I mage gener ator .
Input : Input Image, Initialization Vector .

Output : Random Image.

Step 1 : Divideinput image into blocks , each block with 10 bytes size

Step 2: generate random number with size = 10 bytes, it's considered as IV

Step 3:  For each block of input image (Bi) do
Generated Block = Bi XOR IV
Store Generated Block in Random image

IV= Generated Block

Next For
I
v Cipher Cipher Cipher
> BIOCkJ_’ Block | _ _ _ » | Block
P 1 f v
Cipher Cipher Cipher Cipher
Blodk | Block | Block Blodk Block | Block | Block Block
; s : : 0,0 0,1 0,2 O,N
Block Cipher | Cipher | Cipher Cipher
Blodk | Block | Block 1N Block | Block | Block Block
; ; , 1,0 11 1,2 1N
ﬁ
Block | Block | Block Block | e | PP | PR CiphEN e
N,0 N,1 N,2 N,N N.O N1 N2 NN
Input | mage Output Random
Image

Figure (3) Hash Technique (IV is XOR-ed with input image to construct

random image).
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Figurer (4) : Test image 1 Figurer (5): Test image_2
(Gray image) (Color image).

398

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com



