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Firstly, legal books

1 Ismail Mahmoud Al-Razzaz, Legal Protection from Cyberattacks and Crimes, Al-Mahmoud
Center for Distributing Legal Books, Egypt, 2023.

2 Ahmed Abis Nima Al-Fatlawi, Cyber Attacks, 1st edition, Zain Human Rights Publications, Beirut,
2018.

3 .Adel Abdel Sadiq, Cyber Weapons in Light of International Humanitarian Law, Bibliotheca
Alexandria, Alexandria, 2016.

4. Abdul Karim Al-Radaida, New Crimes and the Strategy to Confront Them, first edition, Dar
Hamed Publishing and Distribution Publications, Amman, Jordan, 2013.

S Jamal Ibrahim Al-Haidari, Cybercrimes and Ways to Address them, Al-Sanhouri Library
Publications, Baghdad, 2012.

6 .Tamim Abdullah Al-Tamimi, Information Crimes in Assault on Persons, first edition, Publications
of the Library of Law and Economics, Riyadh, 2016.

. Tariq Ibrahim Al-Desouki Attia, The Globalization of Crime, International Companies in Criminal
Practices, New University House, Alexandria, Egypt, 2010.

8 Jamil Abdel Baqi Al-Saghir, Procedural Aspects of Internet-Related Crimes, Dar Al-Nahda Al-
Arabiya, Cairo, 2012.

9 Jalal Muhammad Al-Zoghbi and Osama Ahmed Al-Manasa, Electronic Information Technology


http://nauss.edu.sa/bitstream/handle/123456%D8%A7%D9%85.pdf?sequence=1%E2%80%8F
http://nauss.edu.sa/bitstream/handle/123456%D8%A7%D9%85.pdf?sequence=1%E2%80%8F
https://www.alriyadh.com/2003607
https://www.alriyadh.com/2003607

B N T SIS A0,

2025/3) 21 332l : sl il 1844
IASJ-Iraqi Academic Scientific Journals (3)sjall=(1)222)-(6)laal)

Crimes, first edition, Dar Al-Thaqafa Publishing and Distribution Publications, Amman, Jordan,
2010.

10 .Hamed Muhammad Ali Al-Baldawi, Cyberattacks, Their Harms, Effects, and Confrontations in
the Rules of International Humanitarian Law, the Arab Center, Cairo, 2024.

Second: Magazines and periodicals

Dhiyab Musa Al-Badaina, New Crimes in Light of Regional and International Changes, research
presented to the practical forum at the College of Strategic Sciences, Amman, Jordan, 2014.

2. Tariq Othman, National Center for Computer Emergency Response, Al-Dustour newspaper,
issue 12, Egypt, 2012.

3. Noura Shaloush, Electronic piracy in cyberspace, the rising threat to the security of countries,
research published in the Journal of the Babylon Center for Humanitarian Studies, Issue 6, Volume
8, University of Babylon, Iraq, 2018.

4. Ali Fadel Ali Suleiman, The Right to Legal Defense Against Cyber Attacks, research published in
Tikrit Law Journal, Volume No. (4), Issue No. (4), Iraq, 2020.

Third: Theses

1. Zahraa Imad Muhammad, International Liability Arising from Cyber Attacks, Comparative Law
Library, Irag, 2021.

2. Mahmoud Ibrahim Abdel Rahman, Unconventional Weapons in Islamic Jurisprudence, PhD
thesis, Faculty of Sharia and Law, Islamic University, Gaza, 2007.

3. Rayez bin Salem Al-Hagbani, Research and Investigation Skills in Information Crimes, doctoral
thesis submitted to Naif University for Security Sciences, Riyadh, 2013.

4 Ahmed Saad Muhammad Al-Husseini, Procedural Aspects of Crimes Arising from the Use of
Electronic Networks, a thesis prepared to obtain a doctorate degree in public law, Ain Shams
University, Faculty of Law, Egypt, 2012.

5. Muhammad Ali Kindeh Falah, Cyberwar and the Threat to the National Security of the Islamic
Republic, a thesis prepared for the doctoral degree, Azad Islami University, Faculty of Arts and

Humanities, Qom, Iran, 2012.
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Darar Nassima, Information Security and Ways to Confront Its Risks in Electronic Transactions, a

thesis prepared to obtain a doctorate degree in public law, Abu Bakr University, Faculty of Law,

Algeria, 2017.

Fourth: International charters and agreements

1. The Two Additional Protocols to the Geneva Convention of 1949.

2. The Charter of Nations in 1945.

Fifth: Electronic sources

1. Abdul Hamid Ibrahim Al-Arban, the relationship between cyber terrorism and organized
crimes, research published on the following website:
http://nauss.edu.sa/bitstream/handle/123456%D8%A7%D9%85.pdf?sequence=1
%E2%80%8F, date of visit 11/15/2024.

2. Nasser Al-Ammash, National Cybersecurity Forum, article published on the following website:

https://www.alriyadh.com/2003607, date of visit: 11/16/2024.
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International responsibility for cybercrimes and ways to address them in
international law
Dr. Essam Ali Hussein

College of Law-Al-Amin University
™

Gmail 5 elalaa04@gmail.com

Keywords: Cyber crimes . international mechanisms . international responsibility.
Summary:

Confronting cybercrime requires an integrated and comprehensive
international effort that includes developing laws, enhancing cooperation, and
investing in building technical and legal capabilities. Although the road is long and
complex, formulating sustainable legal solutions will contribute to protecting
international security and ensuring justice for all parties affected by these crimes.
Achieving a balance between protecting privacy and national sovereignty on the one
hand, and enhancing global cybersecurity on the other hand, remains the greatest

challenge that the international community must face with wisdom and precision.
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