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Abstract

There are several techniques to safeguard the security of the information stored in
the computers or transmitted by networks; the most powerful tool is encryption.
Encryption provides confidentiality for information; additionally encryption can be
used to achieve integrity and availability. In this paper we design new Block cipher
algorithm with new concepts that are " encryption keys updating " where this result a
new approach not used in all the known block cipher algorithms which is ™ The same
key, encrypts the same plaintext multiple times and produces different cipher texts ",
also user does not inform anything about encryption keys, that giving the proposed
algorithm protection from the cheating of user and the secrecy of the encryption keys
remain only in Key Management Center (KMC), finally, this algorithm work
approximately as one-time pad.
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1- Terminology ciphers without variable keys are

A cipher is a pair of agorithms
which creates the encryption and the
reversing decryption, the detailed
operation of a cipher is controlled both
by the algorithm and, in each instance,
by a key. Keys are important, as

trivially breakable and therefore less
than useful for most purposes. This is
al shown in Figure (1).
2- Block cipher

In cryptography, ablock cipher isa
symmetric key cipher which operates

*Computer Science Department, Univer sity of ggg?nology/Baghdad

https://doi.org/10.30684/et].28.19.9

2412-0758/University of Technology-Iraq, Baghdad, Iraq
This is an open access article under the CC BY 4.0 license _http://creativecommons.org/licenses/by/4.0



http s://doi.org/10.30684/etj.28.19.9

Eng.& Tech. Journal ,Vol. 28, No.19, 2010

Design New Block Cipher Algorithm With
New Concept

on fixed-length groups of bits, termed
blocks, with an unvarying
transformation. When being encrypted,
a block cipher might take (for
example) a 128-bit block of plain text
as input, and output a corresponding
128-bit block of cipher text. The exact
transformation is controlled using a
second input-the  secret key.
Decryption is similar: the decryption
algorithm takes, in this example, a
128-bit block of cipher text together
with the secret key, and yields the
original 128-bit block of plain text.
Figure (2) shows the encryption and
decryption operations in block cipher.
A block cipher consists of two paired
algorithms, one for encryption, E, and
another for decryption, E™. Both
algorithms accept two inputs: an input
block of size n bits and a key of size k
bits, yielding an n-bit output block. For
any one fixed key, decryption is the
inverse function of encryption, so that:
EY (Ex(M))=M, for any block M
and key k.
2-1Block cipher properties
Iterated block ciphers

Most block ciphers are constructed
by repeatedly applying a smpler
function. This approach is known as
iterated block cipher. Each iteration is
teremed a round, and the repeated
function is termed the round function;
anywhere between 4 to 32 rounds are
typical. [2,7]

Feistel cipher (feistel network)

A large proportion of block ciphers
use schemes, including Data
Encryption Standard (DES). The
Feistel structure has the advantage that
encryption and decryption operations
are very similar, even identica in
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some cases, requiring only a reversal
of key schedule.
Substitution Boxes (S-Boxes)

The S-Box is simply a substitution:
mapping of m-bit inputs to n-bit
outputs, this S-Box is cdled "mn S
Box".

SBoxes are generadly the only
nonlinear step in an algorithm, they are
what give a block cipher its security.
The bigger they are the better.
Permutation Boxes(P-Boxes)

The permutation is required to
provide the necessary diffusion of the
outputs from the S-Boxes over as
many of the S-Boxes inputs in the next
layer as possible. Any uniquely
reversible transformation from any set
into itself is called Permutation (or
sometimes P-Box). This permutation
maps each input bit to an output
position, no bits are used twice and no
bits are ignored.

2-2 Cryptanalytic techniques against
block cipher:

Anayzing block cipher is often
harder than that of stream cipher.
Since the attacks against block cipher
arelargely theoretical. [3, 6]

Differential cryptanalysis

Differential  cryptanalysis looks
specifically at cipher text pairs: pairs
of cipher texts whose plain texts have
particular differences. It analyzes the
evolution of these differences as the
plain texts propagate through the
rounds. [3,4,5]

Linear cryptanalysis

This  attack uses  linear
approximations to describe the
action of a block cipher. This
means that if we (XOR) some of
the plain text bits together, XOR)
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some cipher text bits together, and
then (XOR) the result a single bit
will be obtained that is the XOR)
of some of key bits. This is linear
approximation that is used to guess
the values of the key hits.
Related-key cryptanalysis

A related key attack is one where
the attacker learns the encryption
of certain plain text not only under
the origina (unknown) key (K ),
but also under some derived keys [

K =f(K)].
3- Proposed Block cipher
algorithm

An agorithm is unconditionally
secure if, no matter how much
cipher text a cryptanalyst has there
is not enough information to
recover the plain text from that
cipher text. The primary objective
of designing the proposed Block
cipher algorithm (MAK-128) is to
ensure that a cryptanalyst cannot
obtain sufficient information to
succeed in an attack in significant
time than the expected cost of an
exhaustive key search.
3-1 MAK-128 algorithm description
Figure (3) shows the high level
structure of proposed Block cipher
algorithm (MAK-128), this algorithm
of Feistel network encrypts and
decrypts 128-bit data with variable
keys of size 192 bytes (1536 hits). the
former consists of 16 cycle iterations
of (substitution and permutation).
MAK-128 algorithm has Encryption
keys file contains 128 keys of length
of 197 bytes. The first five bytes from
each key called Address key (AK) are
the first group in the encrypted
message, and in the decryption
process, using the (AK) as pointer to
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the key that is used in encryption
process and the remaining 192 bytes
called Basic key (BK) are used by
MAK-128 algorithm to encryption and
decryption processes. In the encryption
process, the user chooses a number (O
through 127) randomly, this number
determines the encryption key that will
be used by MAK-128 algorithm, after
ending each encryption and decryption
process this key is remedied and
returns to the same position in
encryption keys file.

The MAK-128 agorithm has the
following features:

a It is 16 round cipher with
block length of 128 bits and
variable keys of length 192
bytes.

Identical process for
encryption and decryption
with the same key.

The same key, encrypts the
same plaintext multiple times
and produces different cipher
texts. This will increase the
length of lifecycle of
cryptographic keys.
Substitution (in S-Box)
consists of random numbers,
not fixed as DES algorithm.
Permutation is key-dependent
such that the MAK-128 can be
protected against linear and
differential cryptanalysis.

The encryption process of the MAK-
128 agorithm can be described as:

The input block (128-bit) divided into
four chunks each chunk 32-bit.

1- Plain text M(128-bit) = (left
L11(32-bit) , L21(32-bit) ; right Ry4(32-
bit) ,R21(32-bit) )

2-Fori=12,....16do
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2-1R1iy=Ly;

Ra2in=Laj
32L1iu=Ry (F§HL1iKy], KD)
L2i+v1 = Ro; (F[L® K2i],K@

4- Cipher text C (128-bit) ( L 1¢(32-
bit) , Lo 16(32-bit) ,Rs 15(32-bit) ,R,
16(32-bit) )

The decryption process is the same as
the encryption process, except the
round sub keys are applied in reverse
order.

After each encryption and decryption
process the sub keys in key scheduling
shift vertically and horizontally to the
right one step, and then return to the
same position in the Encryption keys
file.

F-function

F-function consists of three parts:
Substitution Boxes (S-Boxes),
Permutation Boxes (P-Boxes) and
XOR-net. This function has 8 S-Boxes
and 8 P-Boxes with 2 32-bit input (In
, Iny), 2 32-bit output ( Ou; , Ouy).
There are two sets of S-Boxes (S , Sy),
each set consists of 4 S-Boxes, the
input 1ny, (32-bit) is broken into four 8-
bit chunks, and each chunk becomes
the input to different S-Box, the first 8
bits go into the first S-Box, the second
8 bits go into the second S-Box and so
on, so the input In (32-bit) is aso
broken into four 8-bit chunks and each
chunk becomes the input to 4 S-Boxes
in the second set of S-Boxes (see
Figure (4)).

There are 8 S-Boxes inthe two sets of
SBoxes each S-Box is a random
number (O through 255), the random
numbers are generated according to
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specific properties and for each
application there are different S
Boxes. Table (1) shows contents of S
Boxes.

The second part of F-function is P-
Boxes, which are made to shift the
output of S-Boxes one step depending
on sub key (per-key). The main
purpose of the P-Boxes is to guarantee
the avalanche effect at only one round
and prevent any attack on this function
especially the related key attack that is
described in chapter two.

P-Boxes part consists of two sets of P-

Boxes (P, , P,), each set consists of

four P-Boxes, each one has 8 8-hit
input that is output of S-Boxes and 2
32-bit output (Ou, , Ou,). P-Boxes are
permutation key-dependent has 32-bit
sub key (per-key), the first P-Box in
the first set of P-Boxes receive the 8-
bit output of the first S-Box in the first
set of S-Boxes and the second P-Box
in the same set of P-Boxes receives the
8-bit output of the first S-Box in the
first set of S-Boxes and so on. 32-bit
per-key is divided into 2 16-bit
(Rperkeyl , Rperkey2), Rperkeyl is
for P, broken into four 4-bit chunks,

the first chunk goes to the first P-Box
in the P, and the second chunk goes to
the second P-Box in the R, and so on,

so 16-bit Rperker2 is also broken into
four 4-bit chunks, each chunk goes to
the corresponding P-Box in the B. The

first bit of each 4-bit chunk determines
that the input of P-Box is shifted to left
or to right (O to left and 1 to right), and

the remainder three bits determine the
number of steps that the input of P-

Box are shifted to the right (000 no
shift, 001 shift one step, ..., 111 shift

seven steps).
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The third part of F-function is a XOR-
net that is network of Xor's (modulo-
two addition), the output of each set of
P-Boxes becomes the input to the
XOR-net, and the outputs of each
network are recombined into a 32-bit.
The main purpose of the XOR-net is to
guarantee the avalanche effect at only
one round and prevent any attack on
this function especially the related key
attack (see Figure (5)). The XOR-net
can be described as:

W= X, X4 D
Yi=W XoB
Yz= Y1 X3P
Ys= Y3 X4®
Ya= Y4 X2 D

AU 4

Let the input of F-function be the
following:

In, : 00000000 00000000 00000000
00000000
In; : 00000000 00000000 00000000
00000000

And the per-key is:

Per-key: 0010 1101 0101 1100 1001
0100 1011 0001

The output of F-function after XOR-
net according to Figure (4-5) is:

Ou 1 :
1010110011001110000001111001011
0

Ou, :
1011001000010111001011100101001
0
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3-1-1 The Key Scheduling

In the MAK-128 algorithm, the key
schedule as shown in Table (2)
consists of look-up table which
contains sixteen 96-bit sub keys
(extracted from encryption keys file
depending on random number (O
through 127) where the user chooses it
in the encryption process and
depending on AK in the decryption
process), and shift function.

Each 96 bits sub key is used for one
round, the first sub key to the first
round, and the second sub key to the
second round and so on.

Each sub key is divided into 3 32-bit
ki , wherei=1,2,3, and

j=1,23,...,16.

After ending each encryption and
decryption process, the shift function
is performed where the contents of
look-up table is shifted vertically and
shifted horizontally to the right one
step then returns to the SSMS| library
in the same position.

New Approach

Imagine an encrypted data link
where the user wants to change keys
daily. Sometimes it's a pan to
distribute new keys daily. An easier
solution is to generate new keys from
the old keys, this is called keys
updating
Key updating works, but remember
that the new keys are only as secure as
the old keys were. As stated in the
abstract of this paper, that MAK-128
must come out as a new approach
(Encryption keys updating) that
combines between the characteristics
of the Block ciphers and the conditions
of the perfect secrecy, the Block cipher
algorithms operate on scheme that is
the same plain text produce as the
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cipher text using the same key multiple
times.
MAK-128 operates on approach that is
the same plain text that has produced
different cipher texts using the same
key that is acquired from Encryption
keys file multiple times.
3-1-3 The Key Scheduling
Complexity
In any good -cryptosystem the
security of the algorithm must reside in
the key, and the security should not
depend on the secrecy of the
algorithm.
For example DES agorithm has a 56-
bit key, calculating the complexity of a
brute-force attack is easy, because
there are 2*° possible keys in DES.
In MAK-128 algorithm, look-up table
contains sixteen 96-bit sub-keys then
the exhaustive key search requires
16 x 296 — 24 x 296 — 2100
3-2 Analysis of
algorithm
This section is for assessing whether
the agorithm is according to the
design criteria, and then anayze the
immunity against various possible
attacks is analyzed.
- F-function analysis
F-function in MAK-128 algorithm
has two sets of S-Boxes, 4 S-Boxes in
each set, with two 32-bit inputs and
two 32-bit outputs. The content of S
Boxes is random numbers and changed
from application to another. Once two
sets of S-Boxes have been constructed
for a given implementation they are
fixed all the time.
F-function also has two sets of P-
Boxes, 4 P-Boxes in each set. P-Boxes
are key-dependent with two 32-bit
input and two 32-bit output under
effect 32-bit per-key. P-Boxes are

MAK-128
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permutations that map two 32-bit
inputs to two 32-bit outputs under the
influence of the 32-bit per-key.
Weak keys

MAK-128 algorithm does not
contain any weak keys, al keys in
Encryption keys file are generated by
KMC, assuredly, they are equaly
strong and random , besides, the user
does not inform any thing about these
keys, only he chooses a random
number (O through 127) every time he
wants to encrypt a message.

Differential cryptanalysis

In MAK-128 adgorithm the
changing of one bit input of F-function
results in changing all output bits (as
shown in example 2), besides MAK-
128 algorithm can not obtain the
characteristics whereas the basic key
that is used in the each encryption
process is completely different from
the other, therefore, the MAK-128
algorithm is resistant to differentia
cryptanalysis.
Example 2

If the eighth bit in the first chunk
in (Iny) is changed, and the eighth bit
in the first chunk in (Ip) is changed in
example (1) as:
In, : 00000001 00000000 00000000
00000000
In, : 00000001 00000000 00000000
00000000

And the same per-key is used:
0010 1101 0101 1100 1001 0100 1011
0001

The output of F-function after the
XOR-net and according to Figure (5)
IS
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Ou; :
0001011101110101101111000010110
10

Ou, :
1011100100011100001001010101100
1

Linear cryptanalysis

The MAK-128 algorithm has a
large number of encryption keys in
Encryption keys file and a large
number of sub keys and per-keys in
look-up table, where each round
requires two 32-hit sub keys and 32-hit
per-key, besides, these keys are
changed after ending each encryption
and decryption process, therefore it is
computationally infeasible to find the
sub keys and per-keys and to decide
which sub key or per-key is right to
find any linear relationship, then
MAK-128 agorithm is resistant to
linear cryptanalysis.

Related-key cryptanalysis

In MAK-128 algorithm the key
schedule is one-way where attacker
cannot gain any information about the
keys in SSMS| library or other round
keys if he recovers a few round keys,
therefore the MAK-128 algorithm is
resistant to any related-key attack.
The table (3) showed some of the
characteristics of some block cipher
algorithms already found and the

cryptanalyss  applied to each
algorithm:
4- Conclusions
- This paper includes new
cryptographic algorithm

(Block cipher called MAK-
128) with new concepts are
differ from the known
algorithms.
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The proposed Block cipher
algorithm protected against the
cheating of the authorized user
by the secrecy of the
encryption keys saved only by
Key Management Center
(KMC).
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Table (1) the content of S-boxes (S,S;) of MAK-128 algorithm  (S)

01011001 00011011 01011101 00100011

1 10110111 10100011 01110100 01011110

255 01001101 00000010 11111010 11011110
(S2)

00010111 01010100 11100100 00111110
1 10000000 01000001 11100010 00110001
255 11010100 10001110 00100001 11001100
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Table (2) sub keys schedule of MAK-128 algorithm

96-bit sub key

0 01001000111010.......................0001010
1 01101001011110.......................1101101
15 11101001111110......................1000100
. Block . N# of Sub keys || Permeation .
algorithm sze Key size rounds S-box derivation form cryptanalysis
852)(;;1 bit Direct from Broken by
DES[1,2] 64-bit | 56-bit 16 round . main key and | fixed differential, linear and
fixed .
fixed related key attack
table
Direct from
NEWDES | g4 hit | 120bit | 17round | nothing | main key and | fixed Broken by related key
[56] fixed attack
8 4x4 hit
S-box Direct from
GOST [34] | 64-bit | 256:bit | 32round | random | main key and | fixed Broken by related key
. attack
number fixed
(0-15)
Related key attack
Byte can break up to 5
128, 192 12 12 or multiplic | Direct from L%ggi of 25?a|brl1ttex?
AES[9,10] | 128-bit | or 256- ation and | main key and | fixed b
X depend on . attack can break 8
bit : XOR fixed .
key size table rounds of 192-bit and
256-bit, and 7 rounds
of 128-hit
e
. . from main | Key-
MAK-128 128-bit | 1536-bit | 16 round random key and | dependent unknown
umber | - oified
(0-255)

Table (3) characteristics of some block cipher algorithms
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K K -
Plain- X4 ) 4 Original
text v Cipher- v Plain-
text text
— Encryption > Decryption —
Figure (1) theencryption and decryption oper ations
Encryption Decryption
Plain text Cipher text
K K —» :
& Encryption & RS
Cipher text Plain text

Figure (2) theencryption and decryption operationsin blck cipher algorithr
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128 bits I nput
32-bit 32-bit 32-bit 32-bit

-

o

Ou-

()Uz l

32-bit 32-bit 32-bit 32-bit

32-bit 32-bit v 32-bit 32-bit

128 bits Output

Figure (3) MAK-128 algorithm structure
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F-function

Figure (5) XOR-net structure of MAK-128 algorithm
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