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Abstract

Within the last decade, there has been a vast increase in the accumul ation
and communication of digital computer data in both the private and public sectors.
Much of this information has a significant value, either directly or indirectly, which
requires protection. One of the most important protection methods is inventing and
developing different encryption agorithms. The agorithms uniquely define the
mathematical steps required to transform data into a cryptographic cipher and also
to transform the cipher back to the original form.

This paper introduces a new method to enhance the performance of the
Data Encryption Standard (DES) agorithm. This is done by replacing the
predefined XOR operation applied during the 16 round of the standard dgorithm
by a new operation depends on using two keys, each key consists of a combination
of 4 gates (0, 1, 2, 3) instead of the ordinary 2 state key (O, 1). This replacement
adds anew level of protection strength and more robustness to breaking methods.

Keywords: computer security, data encryption standard, triple data encryption
algorithm.
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1. Introduction with the adoption as a U.S. Federa

Cryptography has a long and Information Processing Standard for
fascinating history. Beginning with encrypting unclassified information,
the work of Feistel a IBM in the DES, the Data Encryption Standard,
early 1970s and culminating in 1977 is the most well-known
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cryptographic mechanism in history.
It remains the standard means for
securing electronic  commerce for
many financial institutions around
theworld [4, 5].

The most striking
development in the history of
cryptography came in 1976 when
Diffie and Hellman published New
Directions in Cryptography. This
paper introduced the revolutionary
concept of public-key cryptography
and aso provided a new and
ingenious method for key exchange,
the security of which is based on the
intractability  of the  discrete
logarithm problem. Although the
authors had no practical realization of
a public-key encryption scheme at
the time, the idea was clear and it
generated extensive interest and
activity in  the  cryptographic
community [1, 2].

In 1978 Rivest, Shamir, and
Adleman  discovered the  first
practical public-key encryption and
signature scheme, now referred to as
RSA. The RSA scheme is based on
another hard mathematical problem,
the intractability of factoring large
integers. This application of a hard
mathematical problem to
cryptography revitalized efforts to
find more efficient methods to factor.
The 1980s saw magjor advances in
this area but none which rendered the
RSA system insecure. Another class
of powerful and practical public-key
schemes was found by ElGamal in
1985. These are aso based on the
discrete logarithm problem [1,3].

The search for new public-
key schemes, improvements to
existing cryptographic mechanisms,
and proofs of security continues at a
rapid pace. Various standards and
infrastructures involving
cryptography are being put in place.
Security  products ae  being

developed to address the security
needs of an information intensive
society [7]. The research is an
attempt to improve most
cryptographic algorithms that depend
on using logical OR operation, then
the DES adgorithm is explained
briefly in section 3, where the
proposed improvement will be
applied on, section 4 contains a full
description to the operation that will
be exchanged with the ordinary OR
operation. The rest of the paper
explains the new improved DES
algorithm, with the conclusion and
the suggested future work that can be
applied.

2. Data Encryption Standard (Des)

Without doubt the first and the
most significant modern symmetric
encryption  algorithm is  that
contained in the Data Encryption
Standard (DES) [2]. The DES was
published by the United States
National Bureau of Standards in
January 1977 as an algorithm to be
used for unclassified data
(information not concerned with
national security). The algorithm has
been in wide international use,

The Data Encryption
Standard (DES), as specified in FIPS
Publication 46- 3 [5], is a block
cipher operating on 64-bit data
bl ocks. The encryption
transformation depends on a 56-bit
secret key and consists of sixteen
Feistel iterations surrounded by two
permutation layers: an initia bit
permutation IP at the input, and its
inverse IP-1 at the output. The
structure of the cipher is depicted in
Figure (1). The decryption process is
the same as the encryption, except for
the order of the round keys used in
the Feistel iterations [4].

The 16-round Feistel
network, which constitutes the
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cryptographic core of DES, splits the
64- bit data blocks into two 32-bit
words, LBlock and RBlock (denoted
by Lo and Ry). In each iteration (or
round), the second wordRi is fed to a
function f and the result is added to
the first word Li . Then both words
are swapped and the agorithm
proceeds to the next iteration. The
function f is key-dependent and
consigts of four stages[4]:

1. Expansion (E). The 32-bit input
word is first expanded to 48 bits by
duplicating and reordering half of the
bits.

2. Key mixing. The expanded word
is XORed with a round Kkey
constructed by selecting 48 hits from
the 56-bit secret key, a different
selection isused in each round.

3. Substitution. The 48-hit result is
split into eight 6-bit words which are
substituted in eight parallel 6 x 4-hit
S-boxes. All eight S-boxes, are
different but have the same specid
structure.

4. Permutation (P). The resulting 32
bits are reordered according to a
fixed permutation before being sent
to the output.

The modified RBlock is then
XORED with LBlock and the
resultant fed to the next RBlock
register. The unmodified RBlock is
fed to the next LBlock register. With
ancther 56 bit derivative of the 64 bit
key, the same process is repeated.
Full details of DES are given in
Algorithm (2) [3].

3. Improved 4-States operation

To increase the security and key
space, that makes the encryption
algorithms more robustness to the
intruders, a new manipulation bits
process has been added in [6] by
using different truth table for
manipulation bits process work on 4-
states (0,1,2,3) , while the traditiona
binary process (XOR) work on (0, 1)

bits only. The symbol # has been
used to refer to the operator that
execute this process use truth tables
that shown in figure (2) [6].

The new operation needs 3
inputs, the first one specify the table
number that should be used to
caculate the result among the 4
tables, the other 2 inputs define the
row and column number in the
specified table where the cross point
of them gives the result. An example
of applying the operation is shown
below:

Input1: 013012231
Input2:322101211
Input3:100213212

Result :120012232
4. The proposed algorithm to
modify DES using 4-states

This research proposed a
new improvement to the DES
algorithm. The proposed
improvement makes use of the new
operation defined in the previous
section, operation (#) applied during
each round in the origind DES
algorithm, where another key is
needed to apply this operation, this
key may come in binary form and
convert to a 4-states key, or it may
already come in a 4-states as that can
be done with quantum channel.

Consequently, multiple keys
will be used in each round of the
original DES, the first key Ki will be
used with the f function. The second
key will be the first input to the #
operation, the second input will be
the output of thef function, and the
third input to the # operation will be
the value Li, Figure (3) shows the
three 32-bits input to the # operation ,
and the 32-bits output, with the
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places needed to convert these 32-
bits to 16-digits. These three inputs
to the # operation should be firstly
converted from 32 bits to a 16 digits
each may be one of four states (0, 1,
2, 3), i.e., each two bits converted to
its equivalent decimal digits, for
example, the binary number:
100101110101001010100111101000
1001
will be converted to the number:
21131102221322021
Then the # operation will be applied
to generate a new 16 digits that
should be reconverted to 32 bits to be
the input to Ri+1, see Figure (4). Full
details of the proposed improved
DES are given in Algorithm (2) [6].
5. Implementation

The following example shows how
the encryption and decryption
operations results will be according
to apply the # operation, so in any
stage we can expect that the result of
the previous left part of the data
could be the binary number:
Li-1=
001010100101010111010100101111011100
And the result of the function f,
which represents here the first key,

could be the binary number:
=10010100011101010101001001110100110
1

the entered key, which represent the
second key in the applied #

operation, the binary number:
ki’=111010100101010110101110101010010
111

Firstly, the three entered 32-bits
binary numbers should be converted
to a4-states 16-digits numbers:

f= 211013111102131031
Li-1’=022211113110233130
ki’= 322211112232222113
Then the # operation applied
according to tables shown in figure
(2) , theresult of encryption will be:
Ri’=311002000200120100

If we reverse the whole operation we
will get the initidd number, which is

the result of the encryption operation
that equal to the original data:
Ki”’=322211112232222113
f’= 211013111102131031
Ri’= 311002000200120100

Li-1’=022211113110233130
Li-1=
001010100101010111010100101111011100

6. Conclusions

DES is now considered to be
insecure for many applications. This
is chiefly due to the 56-bit key size
being too small; in January, 1999,
distributed.net and the Electronic
Frontier Foundation collaborated to
publicly break a DES key in 22 hours
and 15 minutes There are also some
analytical results which demonstrate
theoretical weaknesses in the cipher,
although they are unfeasible to mount
in practice. So it becomes very
important to augment this agorithm
by adding new levels of security to
make it applicable and can be
depending on in any common
communication channel.  Adding
additional key and replacing the old
XOR by anew operation as proposed
by this paper to give more robustness
to DES agorithm and make it
stronger againg any kind of
intruding. The ciphering process tills
simple and can be implemented by
hardware in this new proposed
improvement, as well as the time
complexity of the new agorithm
stays the same since only one
operation is replaced by another
operation, and the conversion
operations is very simple and
straightforward.
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Algorithm (1): Data Encryption Standard (DES

INPUT  : plaintext ml... m64; 64-bit key K=k1...k64 (includes8 parity bits).
OUTPUT : 64-bit ciphertext block C=cl. . .c64.

1. (key schedule) Compute sixteen 48-bit round keys Ki, from K.

2.(LO,RO) = IP(m1, m2,...m64) (Use |P Tableto permute bits; split the result into left
and right 32-bit halves LO=m58m50. . . m8R0O=m57m49. .. m7)

3. (16rounds) for i from 1to 16, computeLiand Ri  asfollows

3.1 Li=Ri-1
3.2.Ri =Li-1A f (Ri-1, Ki) wheref(Ri-1, Ki) = P(S(E(Ri-1) A Ki)), computed as
follows:

(a) Expand Ri-1=r1r2...r32from 32to 48 bits, T - E(Ri-1).
(b) T'= TAKi.Represent T aseight 6-bit character strings: T '=(B1...B8)
©T " =~ (S1(B1), S2(B2), . .. SB(BY)). Here Si(Bi) mapsto the4-bit entry in
row r and column c of Si
(d)T"™ = P(T"). (Use P per tableto permutethe32bitsof T''=t1t2...t32,
yielding t16t7 . . . t25.)
4.b1lb2...b64- (R16, L16). (Exchange final blocksL 16, R16.)
5.C= IP-1(b1b2. .. b64).
6. End.

Algorithm (2): Themodified DaaEncryption Standard (DES) using <+states oper ation

INPUT  : plaintext ml... m64; 64-bit twokeysK=k1...k64 and K'=k1'... k64" (includes8
parity bits).
OUTPUT : 64-bit ciphertext block C=cl. . .c64.
1. (key schedule) Compute sixteen 48-bit round keys Ki, from K.
2. (key schedule) compute sixteen 32-bit round keysKi', from K'
2.(LO,RO) = IP(m1, m2,...m64) (Use |P Tableto permute bits; split the result into left and right
32-bit halvesL0=m58m50 . .. m8R0=m57m49. .. m7)
3. (16rounds) for i from 1to 16, computeLiand Ri  asfollows
31 Li=Ri-1
3.2 Ri =Li-1#f (Ri-1, Ki) wheref(Ri-1, Ki) = P(S(E(Ri-1) A Ki)), computed as follows:
(a) Expand Ri-1=r1r2...r32from 32to48 bitsT -~ E(Ri-1). (ThusT=r32rlr2...r32r1)
(b) T'= T A Ki.Represent T' aseight 6-bit character strings. T' =(B1...B8)
©T" =~ (S1(B1), S2(b2), . .. SB8(B8)). Here Si(Bi) mapstothe 4-bit entry in
row r and column cof S
(d)T" = P(T"). (Use P pertableto permutethe32bitsof T"=t1t2...t32,
yielding t16t7 .. .t25.)
and theoperation #in Ri =Li-1#f (Ri-1, Ki) iscomputed asfollows:
(a) convert the 32 bitsresulted fromf (R i-1, Ki) into 4-states 16 digits call itf '
(b) convert the 32 bits of Li-1to 4-states 16 digitscall it Li-1'
(c) convert the 32 bits of Ki' to 4-states 16 digitscall it Ki*'
(d) compute Ri by applying the # operation onf *, Li-1', and Ki'* according to truth
tablesshown in figure (2)
4.b1b2...b64- (R16, L16). (Exchange final blocksL 16, R16.)
5.C= IP-1(blb2... b64). (Transposeusing IP-1 C =b40b8 . . .b25)
6. End.
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| INPUT |

|

INITIAL PERMUTATION

—

v v v
PERMUTED | o | | Ro |
INPUT
v v K1
L1=Ro | | R1=Lo A f (Ro, K1)
v K2
L2=R1 | v | R2=L1 A f (R1, K2)
Co . .
+ ______________ .* Kn
L15=R14 | v | R15=L14 A f (R14, K15)
y K16
PREOUTPUT R16=L15A f (R15, K16) | * | L16=R15
I [
y
[ INVERSE INITIAL PERM ]
y

| OUTPUT |

Figure (1): DES computation path.

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

Eng. & Tech. Journal, Vol.28, No.20, 2014 New Approach for Modifying DES
Algorithm Using 4-States M ulti-keys

Mlol1|2{™ o|1|2|3||# o0|1|2|#w 01|23
o(3(211|00/0(12(2|3||]0|2(3|0]|10/|12(0|3]2
1123|0401, 1|0|3}2/1 3|2|1)00j0|1]|2]3
2(1(013|22|2(3|0|1|]|2|0(1(2]||332|1]0
3(0(1,2|83|3(2(1|]0][3|1(0(3||ZB|]|2(3|0]1
Figure (2) Thetruth tablesfor the# operation

(Li1) (32bits)

Convert

to 16 digits

Ki' (32 bits) Convert to Convert to f(Ki, Ri.1) (32 bits)

16 digits 16 digits

16 digitsResult from
tablein figure (2)

Reconvert
to 32 digit

Figure (3) Inputsand Output of the# operation in DES algorithm

Li+1=Ri | | R=LL A f(RL K2)

Figure (4) The new structure of each round in the
improved DES Algorithm
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