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Abstr act

Every few years, computer security has to re-invent itself. New technologies and
new application bring new threats, and force us to invent new protection mechanisms.
Cryptography became important when businesses started to build networked computer
systems .The main goal of this work is combining the curve security methods with
cryptography algorithms in order to increase the capability of cryptography. The
weakness of the cryptographic key generated from normal color image is clear dueto the
nearest pixel values of image. This led to propose in this paper a new method in order to
generate a cryptographic key depending on generated (2D & 3D) mathematical models
(digital image) and clipping the key according to an algorithm and the data of curve
generation.
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1. Introduction

Counterfeiting is a growing threat
in recent years, especially with the
ever-increasing growth of data
communication, the need for security
and privacy has become a necessity.
Cryptography and data security are an
essential requirement for
communication privacy. Cryptography
is the science of using mathematics to
encrypt and decrypt data.
Cryptography enables you to store
sensitive information or transmit it
across insecure networks (like the

Internet) so that it cannot read by
anyone except the intended recipient
[1].

Computer graphics is a topic of
rapidly growing importance in the

computer field. It always has been
one of the most visually spectacular
branches of computer technology,
producing images whose appearance
and motion make them quite unlike any
other from of computer output [2]. The
shape of the curve is basically based
upon a set of control points that
fundamentally describe its properties
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and its curvature. The algorithms that
used to generate the curves are
primarily based on these control points.
Thus if the intruder knows the set of
control points it may lead to discover
the shape of the curves with atrial and
error on the method or algorithms that
are originally used to produced the
curve 3].
2. Generating 3D-image

This section, introduces

a new idea in generating 3D-
image by inserting a third coordinate
(2) to al of the mathematical equations
that used to generate the 2D- image.
Generating a 3D- image is very useful
to increase the key space, and make the
process of estimating the key by the
counterfeiter infeasible[4,8].

Because searching in 3D increase
the choices of estimating the control
points for the counterfeit. To make the
idea easy to be imagined when
working with 3D, we suggest that the
image look like an empty cube space
and we want to fill it completely with
random color pixels, and then clip slide
from the cube by different ways. The
clipped dide from the three-
dimensional image ( 3D) can be used
directly as a secret key, or clipping a
curve from this dide according to a
secret  set of control points by using
parametric Bezier curve ( control
curve) to represent the secret key
between the sender and receiver.

21 The Proposed Algorithms to
Generate 3D | mage

Generating a 3D-image process
requires to modifying all the equations
of the work with 3D-coordinates(x, v,
z) instead of 2D- coordinates(x,y). For
this reason, we develop the algorithms
that generate the control curves and the
algorithms that generate the oscillation
curve. This leads to proposing
algorithms to generate (interpolate) 3D
parametric  Lagrange curve, and
convert the algorithm for moving
rolling circle around parametric curve
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to work with the three dimensional
coordinates. In the following all
algorithms that are proposed work with
3D coordinates [5,8].
Algorithml: (Generate 3D parametric
L agrange curve).

Input: Given set of data(xj,yj.z),
i=0...N, and given
values of parameter
t=0,...,N, where
At=(tj+1-t))=10.

Output: Generate 3D parametric

Lagrange curve.

Process:

Stepl: Set res=0, k=1, step=1, N=10,
h=1
Step2: Temp (h) =t (K)
Step3: While (k <> N) do
Whilg(Temp(h)>= t(k) and
(Temp(h)<=t(N)) do
Step4: res=0
Fori=1to N
P=1
Forj=0toN
If i <>jthenp=p*(Temp (h) -t ())/
O () -
Next |
Step5:  res=rest+ (p*x (i)
Next i
Step6:  New_x (h) =res,
res=0, h=h+1,
Temp (h) =Temp (h-1) +step
Step 7: 1oop,
k=k+1, loap.
Goto from step 1 to 4.
Step8:  res=rest+ (P*y (i)
Step 9: next i
Step 10: New-y (h)=res,
res=0, h=h+1,
Temp (h) =Temp (h-1) +step
Loop, k=k+1, loop
Step 11: Goto from 1to 4
res=res+ (P*z (i))
Step 12: next i
Step 13: New-z (h) =res,
res=0, h=h+1,
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Temp (h) =Temp (h-1) +step
Loop, k=k+1, loop
Step 14: fori=1toh
Plot (New-Xx, New-y, New-z)
Next i

Step 15: End.
Such that:
N: number of control points
K: number of time
2.2 Proposed Algorithm to Moving
3D Rolling Circle around 3D-
Parametric Lagrange Curve.

To create a parametric form from
a 3D curve, we have to invent three
functions x(.), y(.), z(.), and say that
the curve is "at" P(t)=(x(t),y(t),z(t)) at
time t [6]. The circular helix given
parametrically by: x (t) = cos (t), y (1)
=sin () and Z (t)=bt. For some
constant b. The curve illustrated in
figure (2).

Many variations on the circular
helix are possible. Such as the conical
helix, with equation P (t) = (t cos (1), t
sin (1), bt) . Any 2D-curve (x(t), y(t))
can, of course, be converted to a helix
by appending z(t)= bt, or some other
formfor z(t).

Algorithm2: (move 3D-rolling circle
around 3D-parametric Lagrange
curve).

Input: Takethetriple data (New-xj,
New-yj, New-zj), i=0,...,h-1,
that was computed in algorithm
(2) to represent thecircle
center coordinates (x-c, y-c, z-
¢).,and theradius circle value.

Output: Moving 3D-rolling circle
around 3D-parametric
Lagrange curve that
generated in algorithm

(D).
Process:
Stepl: Set radius=15, b=10
Step2: For i=0toh-1
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Seat x-c= New-X, y-c=New-y,
z-c=New-z
For index=0 to 360
X=radius*cos (index) +x-c
Y=radius*sin (index) +y-c
Z=index*b+z-c
Step 3: Plot (X, Y, Z)
Step4: Next index
Step5: Next i
Step6: End.
2.3 Generating 3D | mage Stages
In section (2.1) we mentioned
clearly the basic idea to generate the
3D-image by using 3D mathematical
models and explained the algorithms
that are needed to peform this
generation. Additionally, we suggest
that 3D image looks like an empty
cube and the aim is to fill completely
the cube by random color pixels, this
process consists of a set of stages.
These stages initialize a 3D-mesh of
control points, marking the control
points to produce a seguence of
control points by using pseudo-
random generator[7]. Implementation
of the algorithm (2) is to move the
3D- Lagrange curve with 3D rolling
circle through the 3D mesh of control
points, delete all the pixel that are out
of cube and the fina stage s
obtaining cube (image) which is
completely filled by random color
pixels. The following illustrates the
stages for generating 3D-image [8] :-

Stage One
3D shape is to be divided into

dides (planes) as each dlide takes a
2D- matrix, its axis’s dimensions are X
and y, and the number of their dides
will be equal to the depth z-axis of
shape.

Figure (2) shows an example of
initialized 3D mesh.

Initialize a 3D mesh is achieved
by the same algorithm that was used
to generate the 2D mesh of control
points, but inserting the third
coordinate (z)to the control point
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coordinates, and determining the
increment  values to  X-y-,z-
coordinates. In  addition, when

changing the increment values x-, y-,
z-coordinates we obtain different
types of 3D mesh of control points
that make the process for estimating
the mesh by counterfeiter to be more
difficult. Figure (3) shows an example
of the cubic mesh (3D mesh) with
equal increment values(x, y and z)
between the control points.

Stage Two
Marking the 3D- mesh is achived by

counting the 3D-mesh of control
points ,and one can suggest that the
cube mesh to look like a set of 2D-
mesh dides marked with page
number(z-coordinate) or an array of
three dimensional coordinates. Figure
(4-a) is an example that shows the
marking of the 3D mesh size(4x4x3),
and in figure(4-b) another example of
marking the 3D mesh.
Stage Three

Pesudo-random generator is
used to produce random addresses of
control points, from 3D-mesh which
are used as a set of control points to
implement algorithm(2) for moving
the 3D-curve ( parametric lagranege
curve) with 3D-rolling circle through
the 3D-mesh. Figure (5) shows
moving curve through the 3D as an
example to approximate the idea of
moving the curve through the cube.

Stage Four
This stage eliminates all the

pixels that draw out of the cube dueto
the isolation of moving Lagrange
curve. The deleting process is to
remove al the pixd that are placed out
of the 3D, isimplicitly implemented in
the algorithm when it computes any
pixel the algorithm tests the
coordinates of the pixd, if the
generated coordinates of pixels out of
boundaries of the 3D coordinates.
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In the following, the complete
algorithm shows how to generate 3D-
image using 3D mathematical models.

Algorithm 3: Generate 3D-Image

using 3D-mathematical models

Input: Given first control point,

increment value, size of
mesh control  points
(NxNxN) and size of the
3D image that need to be
generated.

Output: Generate 3D image and save
the color values in 3D
array size (NxNxN).

Process:

Stepl:  Initidlize a 3D-mesh of

control points according

to the start control point;
increment the value and
the size of the 3D-mesh.

Step2:  Mark the control points of

3D-mesh.

Step3:  Enter the number of marks
from 3D-mesh to simple
pseudo-random generator.

Take a sequence of numbers
from pseudo-random
generator to represent the
addresses of the control
points in the mesh.

Execute Algorithms (1) and
(2) to draw the parametric
Lagrange curve with
rolling circle and save the
results for color pixes
value for points in 3D
array size (NxNxN).
Repeat stepd with new
sequence of numbers of
control points and step 5
until fill the cube by
recursive pixels
completely.

Ddete al the pixels that are
placed out of the cube due
to the isolation-moving
curve.

Step4:

Stepb:

Step6:

Step7:

Step8:  Obtained 3-dim generated
image.
Step9: End.
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To explain the work of the
algorithm, figure (6) shows the
implementation of agorithm (3).
This example used the 3D size
(100x100x10), (i.e. the 3D consisted
of 100000 of random color pixels)
that was used to generate 3D-mesh of
control points, and the 3D-mesh size
of (50x50%50), (i.e. the mesh consist
of 125000 of control points), and
equa increment value between the
control points.

3. Clipped cryptography Key From

3D-generated | mage.

Work with 3D-image requires to
determined the level of (2)-
coordinate from the cube, which is
represented in this case the dide
number form the cube to clip 2-dim
slide from 3D-image.

Stepl: Input the number of level of z-
coordinate (z-coordinate), and
the two control points (X1, y1)
and (xp, yo) from z-dide, and
clipped slide of color pixels
from the three dimensions
array (3D).

Step2: Set z= z-coordinate

For i=x1 to xo

For j=Y1toY2
dide i, j) =3D( , j, 2)
Nextj, Nexti.

Step3: end.

4. Tests of Randomness to the Clipped
Keys.

Different sizes of keys are used in
these tests and the results of the tests
proved that the keys have the
randomness property and can be used
as a symmetric key in cryptography
field. Table (1) show the results of
randomness test to the keys
that are clipped from 3D images.

5 .Conclusions

This work presents a method that
combines curve security and the
cryptographic algorithms by clipping
cryptographic key from 2D or 3D-
mathematical models (digital images)
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that are generated using curve fitting

generation methods.

The main conclusions are:

The generated  3D-mathematical

models increase the key space and the

computation time to estimate the key
from the attacker.

1) The clipped curve from generated
2D or 3D mathematical models
gives good results to be use as
symmetric  cryptographic  key
according the randomness tests.

2) The clipped curve generated from
2D or 3D generated mathematical
models (digital images) gives
reasonable results in order to be
used as a key in image
cryptography according to the
measure tests that used in the field.
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Appendix
Table (1) Randomness Test to the First Four Keys.

Tests Keyl= Key3= Key4= Pass
130 bit 260 bit Jl 400 bit Jf 520 bit
Frequency test 0.277 1.025

0 3.638 . Must be
<22.362
Run test

T
] h

POkertSt h
Serial test h

Auto
Correlation
test for ten bits
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Figur e (3) Example of cube mesh.
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Figure (4) Examples of mar king meshes cube.
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Figure (5) Example of moving curve through cube.

Figure (6) Example to gener ate 3D-image.

354

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

