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Challenges of International Humanitarian Law in the Age of
"Technology ""Cyber Attacks

Mr. Hanin Faeq Hussein
Al-Mustansiriyah University / College of Political Science
Abstract :

International humanitarian law faces increasing challenges due to
modern technological developments, particularly with the emergence of
cyber attacks as a significant factor in armed conflicts. These attacks pose
a serious threat to civilians and critical infrastructure, raising questions
about how to adapt the fundamental principles of international
humanitarian law to fit the new reality.

Cyber attacks hinder the ability to distinguish between military and
civilian targets, complicating legal matters. Additionally, the issue of legal
responsibility presents complex challenges, as it becomes difficult to
determine the responsible party, whether it be states or non-state actors. In



) 3 gadll

'j"\ﬂl.ub.ﬂ\eu.: Ay g

4

10 )

334

8 palaal) dpallad) il glail) B 8 Ajand) iy ol giCil g ¢ gilAY) |, 4 ghead) dpalad) 3 gall)

the absence of a clear legal framework governing the use of technology in
conflicts, the need for a comprehensive review of international laws
becomes more pressing.

The current situation necessitates the development of new standards
aimed at ensuring the protection of civilians and compliance with
international laws. Therefore, it requires coordinated efforts between states
and the international community to address these challenges and ensure the
effectiveness of laws in an era of advanced technology.

Keyword: - International humanitarian law, Legal responsibility, Conflict
technology, Legislative framework, Contemporary standards
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