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Abstract

This paper will introduce two proposal agorithms (Snowfish 1) and the

(Snowfish 2) to improve the Sosemanuk stream cipher algorithm by benefiting from
the efficient properties of the Twofish block cipher and also use its key schedule, key-
dependent Sbox to increase the security, randomness and try to avoid the guess and
determine attack of Sosemanuk. These two proposals use Twofish algorithm rather
than Serpent algorithm which was used in the Sosemanuk and also they use key-
dependent Sbox rather than static Sbox. They are similar in the same key length (128
to 256 bit), IV length (128 bit), LFSR length, FSM functions and output
transformation.
In this paper will make a comparison between Snowfish 1, Snowfish 2 and
Sosemanuk algorithms by using the tests of randomness, the structural tests and the
complexity of the algorithm. These tests give results that show the two proposed
algorithms have good results in increasing the security and randomness compared
with Sosemanuk algorithm.

Keywords: twofish block cipher, sosemanuk stream cipher, key dependent s-box,
LFSR, keystream.
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1.Inroduction

Snowfish aims to improve the
Sosemanuk  from  the  security,
randomness, structure and complexity
points depending on the advantages
and good properties of twofish block
cipher rather than serpent block cipher.
This paper introduce two proposed
stream cipher where the name of the
first proposal is (Snowfish 1) and the
second is (Snowfish 2).

These two agorithms are different
in how to use key-dependent Shox,
Snowfish 1 has four 8" 8 bit Sboxes
and is called Shox128 which depends

ononekey (R1,_;) and Snowfish 2 has

four 8" 8 bit Sboxes called Shox256
which has different structure from
Shbox128 and depends on two keys

(R, and R2_;). Both of the

proposed algorithms are similar in the
use of Twofish block cipher as
initialization phase with using al the
same key length (128 to 256 hit), IV
length (128 bit), LFSR length, FSM
functions and output transformation.

Snowfish uses the same length of
LFSR which is used in Sosemanuk
because it has good property in
defeating time memory data trade-off

attacks [1].
Snowfish uses the same FSM
functions which are used in

Sosemanuk because the Trans function
and the mux operation have good
properties which are to avoid the
existence of a linear relation between
the least-significant bits of the inputs
of Trans and the output of the FSM
and also am a increasing the

1977

complexity of fast correlation and
algebraic attacks [1].

2. Twofish and Derivatives:
From Twofish , three primitives are
defined called Shox128, Shox256 and
twofish16.
Snowfish's s-box
Snowfish uses key dependent
s-boxes which are more non-linear

than serpentl (S,) of Sosemanuk.

In this paper two designs are
proposed for the s-boxes:
Design of Shox128

Snowfish 1 uses four different,
bijective, key-dependent, 8-by-8-
bit s-boxes which are the same as
the s-box with 128 bit key size in
twofish's round function with
simple difference and will be
called Shox128. This difference is
obtained after many tries to get
more random keystream sequence.

Snowfish's s-box uses 32 hit s,
as input with the use one key
Rl,., and its output of 32 bits f,.

It is different from the design of s
box with 128 bit key size in
Twofish's round function in the
use of key dependent and the
output as shown in Figure (1).
Sbox128 uses one key rather than
the use of two keys as in the s
boxes of Twofish's round function;
also Shox128 outputs 32 hit after
performing g-permutation
operations of four s-boxes and one
XOR operation as shown in Figure
(1), then it can produce one word
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f, by the following equations (1),
whereeach f ;is8 bit:

Jro = qilgolaolenep 1P R, 4, ]
Jre1 = doldo1[0e, 1B R ]
Jia =l a5 19 R 5]
Jiz = dolonlanfs,e: 1P RL 5]

Design of Shox256

Snowfish 2 uses four different,
bijective, key-dependent, 8-by-8-
bit S-boxes which are the same as
the s-box with 256 bit key size in
Twofish's round function with
simple difference and will be
called Shox256. This difference is
obtained after many tries to get
more random keystream sequence
compared with Shox128.

Snowfish's s-box uses 32 hit s,
as input with the use of two
keysR2,, andRl,_,, and it

outputs 128 bit f,,,, f,.,, f.., f,.

It is different from the design of
the s-box with 256 bit key size in
Twofish's round function in the
use of key dependent and the
output as shown in Figure (2).
Shox256 uses two keys rather than
the use of four keys as in s-boxes
of Twofish's round function; aso
the Sbox256 outputs 128 bit after
performing g-permutation
operations and two XOR
operations as shown in Figure (2),
then it can produce four words

frizs Traas Trans T by the
following equations (2) where
each f . is32 bit:

t+i

1978

To campute = f,
Jin'Guon 1= GilS ) P RZ
Fia\8ra01 1= oS0, B R2, )
Jin'Suozs 1= QolSpe 2 ] R2, 4
f:,3 18003 1= G150 : 1P R2, 45
To compute = [,
Jurol e I= @il fip ]
Jony e 1= @il fi]
Jong iz 1= dol i)
Jonsles 1= @l fis]
To compute = /.,
Jra o Feon 1= 9ol fap ]
Juaalfen 1= a1l iy
f:+2,2'f;+1,2 I= G‘n[fm,g]
Juz 3\ oz 1= [ Sz ]
To compute = f,,;
Jrag\ Frizp 1= Qo[ frap PRI
JragFoan 1= @0l ] RL
Juzg \Fuaz 1= il a2 |DRL

f:+3,3 'fr+23 = Q‘l[fn:; ] Rl s

- Choice of the block cipher.

The block cipher used in the IV
setup is derived from Twofish for
the following reasons compared with
other AES block ciphers[2, 3]:

1. Performance as a function of key
length

2. Software performance

3. Key setup plus encryption

4. Randomness.
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Design of Twofish16 :

Since there is no attack of differential
and linear on Twofish thus the output
of three rounds is chosen freely; and
then the outputs of round 8" (4™
cycle), 12" (6™ cycle), and 16™ (8"
cycle) are chosen based on Twofish's
cyclesto increase the security point.

3. Key Initialization and |V
I njection

Snowfish needs key initialization
process and 1V injection of Twofish
block cipher:
- Key Schedule
The key setup corresponds to the
Twofish16's key schedule which isthe
same as the twofish's key schedule,
which produces 40 32-bit subkeys
rather than 100 32-bit in serpent24.
Note that it is known previoudly that
Twofish's key schedule produces at
first 8 words subkey for whitening step
and then produces 32 words subkey for
round function step.
Twofish accepts any key length from
128 hits to 256 bits, hence, Snowfish
may work with exactly the same keys.
- 1V Injection

The IV is a 128-hit value. It is
used as input to the twofish16 block
cipher, and operates in the same time
with the key schedule by using round
subkeys. Twofishl6 consists of 16
rounds and the outputs of the 8", 12"
and 16" rounds are used. The outputs
are denoted asfollows:

(Y2, Y2, Y2, YE): Output of the8"
round;

(Y;2,Y;2,Y2,Y;?) : Output of the 12"
round;

(Y;%,Y,%,Y°,Y3®) : Output of the 16"

round;

1979

The output of each round consists of
the four 32-bit. These values are used
to initidlize the Snowfish internal
states with the following values as the
equations (3) and see Figure (3) of the
proposed 1 and (4) of the proposed 2:
(87 .8.89,8p) = (}’38,}’23,}’18,}’03)
(55,50 = (};112,};312)
(51.65.53.8,) = (}7316’};216’}7116’})016) e 3

R, =%7
R2, =¥R

4. Output Transformation
The output transformation process in
Snowfish is similar to Sosemanuk by
using the XOR operation between the
output of LFSR and s-box. But the
difference is in the use of s-box with
its inputs and outputs, this cause an
influence on output transformation
process:
- In case Shox128

The Sbox128 operates four loops
in each time. In each time the four

words  outputs  f,  of the

Soox128(" 4) are grouped and then

are combined by XOR with the
corresponding dropped values from the

LFSR s to produce the output
values z, .

(Zr+3=zr+2 =Z!+1’z:) = (Jﬁ+3 : j;+2 ’fr+1’f:) (S:+3 +Fra2 Tl ’S:)

Figure (3) shows an overview of
Snowfish 1.
- 1n case Shox256

The Sbox256 is performing after
four loops in each time. The four
words f, which output from the

Shox256 are grouped and then are
combined by XOR with the
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corresponding dropped values from the

LFSRs, , to produce the output values
z, as shown previously in Equation

(4). Figure (4) gives an overview of

Snowfish 2.

The following properties have also

been taken into account in the choice

of output transformation.

« Both nonlinear mixing operations
involved in Snowfish (the Trans
operation and the sbox) do not
provide any correlation probability
or linear property on the least
significant bits that could be used to
mount an attack.

e From an algebraic point of view,
those operations are combined to
produce nonlinear equations.

* No linear relation can be directly
exploited on the least significant bit

of thevalues f,, f,.;, fi.s, fiis

5. The Algorithm of snowfish stream

cipher
This section will introduce the
algorithm of the two proposals which
have similar design of the input, key
schedule phase, 1V injection phase and
encryption or decryption phase but
they are different in keystream
generation phase depending on the
used Shox. The figure (5) shows a
flowchart of the algorithm in case
keystream generation phase by using
Shox128 and figure (6) shows a
flowchart of agorithm in case
keystream generation phase by using
Sbox256:
Input :

- The key with length (128 to 256

bits).
- ThelV with length (128 bits).

1980

- Plaintext or ciphertext
output :
- The keystream with length 128
bits for each time of period.
K ey schedule phase:

Stepl: The key is variable as
described by the  Twofish

specification. Check the key if it is
less than 128 or 192 or 256 to pad
with zero.
Step2: Generate The Key-dependent
S-boxesof hand g functions
Step3: The 8 whitening subkeys of
Twofishl6 each with 32 bit are
generated.

IV injection phase:
Stepl: The 128-bit 1V, transformed
into four 32-bit words, in the
(15,1,,1;,1,) order; which is input
to Twofish16 with generate 32 round
subkeys of Twofish16 each with 32
bit.
Step2: The three outputs of round
(8", 12", 16™ are needed to
initialize as equations (3):
1. Theinitial LFSR state (s, tos,q,
in that order).

2. The initial FSM date (R,

andR2,).

K eystream generation phase:
U I n case shox128 (proposal 1) :
Stepl: Repeat ten times (t) the
following data:
1. Repesat the following four loops:

a. The new FSM dgae (R
andR2,).

b. The new LFSR date after the
update (the dropped value s, is
also output).

" Using ten timesis enough for test vector
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c. The sbox128 input as equation
D).

d. The sbox128 output f, as
equation (1).

2. Apply output transformation
between output of sbox128(" 4)
and the corresponding dropped
S, as equation (4).

3. The keystream with length (128
bit) is output.

Step2: The total keystream output
(1280 hits).

Ul n case shox256 (proposal 2)
Stepl: Repeat ten' times (t) the
following data:
1. Repeat the following four loops:

a. The new FSM dae (Rl

andR2,).

b. The new LFSR state after the
update (the dropped value s, is
also output).

2. The shox256 input as equation (2).

3. The shox256 output
( fiizs fiuns fiug, f,) @sequation
2.

4. Apply output transformation
between output of shox256 and the
corresponding dropped s, as
equation (4).

5. The keystream with length (128
bit) is output.

Step2: Thetotal keystream output
(1280 hits).
Encryption or Decryption phase:

. In case encryption : plaintext A
keystream = ciphertext

. In case decryption : ciphertext A
keystream = plaintext

T Using ten timesis enough for test vector

End phase

6. Strengths and Advantages of
Snowfish

The design of new synchronous stream
cipher Snowfish is based on the
Sosemanuk  design and on the
improvements of it. The strengths and
advantages are from the following
security points of view:

- Snowfish  makes the high
nonlinear correlation between the
initial states also it avoids some
potential weaknesses as the guess
and determine attack proposed in
[4] due to the particular use of
shox128(" 4)or sbox256 rather
than serpentl

- The chosen LFSR is designed to
eliminate al potential weaknesses
(particular decimation properties,
linear relations...) [1].

- The mappings used in the Finite
State Machine have been carefully
designed in the following way [1].
* The Trans function guarantees

good properties of confusion
and diffusion for a low cost in
software.  Moreover, this
mapping prevents Snowfish
from algebraic attacks.

* The mux operation, that could
be efficiently implemented,
protects Snowfish from fast
correlation attacks and
algebraic attacks.

7. Apply Statistical Tests on the
Keystream Bits

In this paper, the two statistical tests
are applied to the generated keystream
and these tests are the randomness test
and the structural test.
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7.1 The Randomness Tests

The randomness property of the stream
cipher system is analyzed by using the
statistical tests. Freguency, Serial,
Poker, Runs and Autocorrelation tests.
Different key sizes are used in these
tests. The following section shows the
results of test for three systems when
different keys in size between 256 and
128 bit are gpplied with time from 1 to
10. The results show that the two
proposals are more random than
Sosemanuk cipher when they have
values smaller and near to chi-square
for each test and have less fail statusin
most results. Also they show that the
proposal 2 is better than proposal 1 as
shown in tables (1, 2, 3, 4, 5 and 6)
because it has Shox256 with more ¢-
permutations and two key dependent
shox.

The following two examples are
applied and the tables of each one
show the results of randomness test on
the result keystream with length (n)
128, 256 and 512 bits. Of these
examples are;

Examplel :

Key : " the university of technology "
IV :"computersecurity"

Exanple?2 :

Key : "informationsec "

IV :"computersecurity"

7.2 The Structural Tests

The structural property of the stream
cipher system is analyzed by using the
statistical tests: Key/Keystream
correlation and IV/Keystream
correlation tests. The same 100 key
and 100 1V are used with size 128 bits
which are generated randomly and use
the same IV and key s
"(theuniversity)" in Key/Keystream

1982

correlation and IV/Keystream
correlation tests respectively. The table
(7) shows the results of test of three
systems. The results show that the two
proposals are good and have the
nearest values between (2 and 3) in
two tests but in Sosemanuk is not good

because it has 8.64 near to X

(9.488) in 1V/Keysream Correlation.
For more, the Sosemanuk is good in
Key/Keysream Correlation and not
good in 1V/Keysream Correlation;
The two proposals are good and close
to Sosemanuk in Key/Keysream
Corrdlation and ae good in
IV/IKeysream Correlation and are
better than Sosemanuk.
8. Time Requirement
Table (7) shows that the time of two
proposed system has the same range of
time compared to with the Sosemanuk
such that the two proposals have
efficiency in the speed. Note that this
time is computed from begin to end of
algorithm.
9. Measuring the Complexity

The srength of a cipher is
determined by the computationa
complexity of the algorithms used to
solve the cipher. The strength of an
algorithm is measured by O(n) which
means computing time of linear form.
Table (7) shows the results of
computing time of two proposed
system with Sosemanuk of the
keystream generation phase only of
algorithm. The result shows that the
complexity of the proposed 1
increased by 4 and of the proposed 2
decreased by 2 compared with the
keystream generation phase in
sosemanuk.
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10. Conclusions

1.

The use of Twofish block cipher in
key initialization and IV injection
to initialize the states of LFSR is
efficient because the gpeed,
security and randomness  of
initialization are increase.

The use of key dependent s-box of
Twofish with some modification
on it such as building block in the
proposed cipher rather than static
s-box (s,) of serpent is efficient
because the nonlinear degree,
randomness, and security of
stream cipher are increased.

The use of LFSR with states which
each one has length g =2" is
better than of g = 2 to make the
length of LFSR appropriate to
defeat time-memory data attacks,
and at the same time let the period
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large where T =q' - 1 when the
feedback polynomial is primitive.

The LFSR is better than NLFSR
when the low linear complexity of
it can be destroyed by adding
building blocks (FSM and key
dependent S-boxes).

The two proposals are more
random than Sosemanuk cipher.
The proposal 2 is better than
proposal 1 because it has Shox256
with more g-permutations and two
key dependent sbox. The two
proposals have good structure of
algorithm rather than Sosemanuk.
The two proposals redize the
speed and complexity of algorithm
by benefiting from Twofish block
cipher and its key dependent Shox.
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Table {1) The randomness test results of example 1 (n=128)
Tests | Frequency Serial Folzer Fun Autocorrelation
The test test Lest. test fest
systemn | T
0.
Bosermnanuk 1.53 1.20 b1 12.04 025
Fass Pass Pass pass Fass
Znaow fish 1 253 3.54 4.1 12.66 0,25
(1™ pass pass pass [as5 pass
Enow fish i 0.21 214 10.45 1
(2'“) [pass ass pass pass [a5s
Sosernank 0.5 2,799 611 3104 -2
[ass {455 pass [pass
Enow figh 2 0.5 160 555 996 0.5
(1™ pass pass pass pass pass
Snows fish 0.5 0.78 570 13.58 0.5
(b)) [ass pass pass (58 [xa88
Bosermarnuk 1.53 164 733 1201 -0.25
pass {455 pass P53 [a53
Snow fish 3 0.5 2.295 8142 a.81 0.5
(™ [ass GEE pass S pass
Snow fizh 2 2.24 4.21 19.38 -2
g“‘j pass pass pass Pass pass
Bosernanuk 0,28 037 245 14,56 -1.25
pass pass pass pass pass
Enow fish 4 0.Ts 1.195 145 9.21 0.5
(1" pass pass pass P53 pass
Enow fish 0.5 0.34 lda 5483 0.5
¢ pass pass pass pass pass
Sesernanub 0,13 0.40 A1 7.5097 1
FPass pass pass pass pass
Snow fish 5 0,03 240 692 £33 075
(1") pass pass pass s pass
Snow fish 0,28 1.44 002 10.14 0,75
(i) pass pass pass [pass pass
Bosemnanuk 0 246 105 24.01 2.5
[a35 pass pass fail fal
Enow fish & 0.13 078 232 21.29 0.5
(]") a5 pass pass Fass [+455
Enow fish 013 015 5.55 X 1
(™ frass [ass pass 53 [ass
Sosemantk 0,25 207 4,48 9,18 .25
PESS FG.EE PE.ES FGS.S PASS
Enow fish 7 003 2.59 1.50 11.41 225
0 [ass pass pass [pasa
Snow fish 0T 3.97 2.14 15.73 0.5
(™ pass pass pass pass pass
ke 1] 1.79 313 8.52 0
pass pass pass pass pass
Snow fish 2 0.78 1.13 205 10.41 1.5
(1% pass pass pass pass pass
Znow fish 0.28 0.94 9.0% 22.29 205
(™ pass pass pass pass
Sosemanuk 0.5 1.16 1.64 16,72 2.0
pass pass pass pass pass
Snow fish a9 0.3 1.07 2005 11.89 075
(1™ pass pass pass pass pass
Snaow fish 1.13 1.17 595 15.01 -1
[eip) pass pass pass pass pass
Sosemanuk 0.28 0.37 205 15.80 125
Pass pass pass pass pass
Snow fish 10 1.53 177 218 12.95 025
(1™ Pass pass pass pass pass
Snaow fish 0.28 0.94 34T 12,65 075
(2 pass pass pass pass pass
1984
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Table {2} The randomness test results of example 1 (n=256)
Tests | Frequency Berial Poker Fun Autocorrelation
The test test test test test
systern | Tim
10,
Sosernanuk 0.06 1.15 14.6 24.46 0.35
pass pass pass pass
snow fish 1-2 0.57 0.68 6.83 10.67 0.7
™ pass pass pass pass pass
snow fish 0.25 0.23 1.69 12.43 -0.35
@ pass pass pass pass pass
Sosernanuk 1.28 1.20 6.74 16.33 -0.35
pass pass pass pass pass
Snow fish 34 1.33 1.98 9.46 10.66 -1.77
(™ pass pass pass pass pass
snow fish 1.91 1.68 3.43 18.06 -0.71
i) pass pass pass pass pass
Sosernanuk 0.08 2.95 7.46 16.45 -0.35
pass pass pass pass pass
snow fish 5-6 0.28 0.47 31.43 15.65 -0.71
(1 pass pass pass pass pass
snow fish 0.02 1.13 6.17 11.47 -0.71
(2™ pass PASS pass pass pass
Sosernanuk 0.06 3.93 1.86 14.13 1.77
pass pass pass pass pass
snow fish 7-8 0.25 3.27 5.1 11.55 -0.18
(1 pass pass pass pass pass
snow fish 0.77 1.45 9.26 19.01 0.1
@ pass pass pass pass pass
Bosemanuk 0 0.1 4.14 18.72 0.1
pass pass pass pass pass
Snow fish 9-10 0.14 1.04 7.26 17.63 -0.35
(1% pass pass pass pass pass
Snow fish 1.57 2.07 6.31 15.16 -0.53
i) pass pass pass pass pass
Table {3) The randomness test results of example 1 {n=512)
Tests | Frequency Serial Poker Run Autocorrelation
The test test test test test
systern | Tin
fo.
Sosermnanuk 0.96 1.12 16.38 21.78 -0.88
pass pass pass pass
Snow fish 1-4 1.34 2.27 .44 12.69 1.5
(1% pass pass pass Pass pass
Snow fish 1.78 1.57 15.78 11.03 -1.88
(28 pass pass pass Pass pass
Sosermnanuk 0.08 0.14 13.88 1.94 -0.13
pass pass pass pass pass
Snow fish 5-8 0.25 3.00 4,70 1713 -0.75
(1% pass pass pass Pass pass
Snow fish 0.64 0.68 5.10 9.26 0
(28 pass pass pass Pass pass
1985
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Table (4) the randomness test results of example 2 {n=128)
Teds | Frequency Serial Foleer Eun Autocomrelation
The fest Lest fest Lest Lest
system | Ti
no.
Sosemanul 14.24 21.70 1.5
pass pass
Snow fish 1 0.5 66 408 1462 1
(1™ s pass pass piss prass
Snow fizh 0 21 218 10,45 1
(7 pass pass [ass pass pass
Bosemanuk 0.5 2,596 G50 377 1.5
pass pass Fazs pass
Znow fish 2 0.781 1.13 3a7 17,50 0.25
o pass pass pass pass
Sncw fish 0.5 [k L0 13.5% 0.5
e pass [ass [pass pass pass
Sosemanuk 1.13 249 503 18.45 0
[ra5S pass [5S piss prass
Sncw fish 3 0,03 024 4,44 15.10 0,75
i [pass [ass [pass Pass pass
Sncw fish 2 224 4.21 19,38 -2
[:2"&) pass pass pass Pass pass
Sasernanul 03 1482 206 11,40 0,25
PESS PBSS PESS FIE.’ES FESS
2now fish 4 1.13 £55 10.59 24268 -1
(1 pass pass pass pass
Sncwr Bch 0.5 034 746 5.83 0.5
(e pass pass pass pass pass
Sosemanulc 1.13 1592 503 10,07 1
[a55 pass [ass pass pass
Snow fsh 5 0.5 0.5% 394 1032 0.5
(1" pags pass pass piss pass
Snow fish 0248 154 S03 10.14 0,75
(2 [ass pass [ass pass pass
Sozemanuk 0.28 031 G50 1157 0,75
pass pass pass pass prass
Sncw fizh [ 253 280 .74 15,495 0,75
™ pass pass pass pass pass
Znow fzh 013 015 255 450 1
(Z™ pass pass pass pass pass
Bosermnanuk 013 1.60 4,45 9.51 1
[a5S s [ass piss pass
Bnovwr fish T 253 316 .11 1432 RN
i pass pass pass pass pass
Snow fish 0,78 397 218 1272 0,75
(= pass pass pass pass pass
Enk 013 147 6.592 14.87 1.5
pass pass pass pass pass
Snow Fish £ 1.13 1.80 468 28,91 0
L] pass pass pass pass
Znow Fich 0.28 0.54 5.09 22.29 275
(2™ prass pass pass pass
Sasemanuk 1.53 3.34 5.30 11.24 0.2%
pass pess pass pass pass
2now fish Q 0.13 0.34 1.51 20.22 15
[ prasg pass pass pass pass
Bnow fish 1.13 147 455 1501 -1
4 pass pEss pass pass pass
Bosemanuic 013 0.34 570 31.4% 1.5
[rass [ess pss pass
Snow fish 10 0.5 0.47 106 b.63 1
(1 pass pess pass pass pass
Snowr Fish 0.28 0.54 3.67 1268 075
(2™ prass pass pass pass pass
1986
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Table (5) the randomness test results of example 2 {n=256)
Tests | Frequency Serial Poler Run Autocorrelation
The test test test test test
system | Tim
no.

Bosernanuk 0.77 2.53 11.54 548.14 -0.18
pass pass pass pass
Snow fish 1-2 1.28 1.01 6.74 19.91 0.53
) pass pass pass pass
Bnow fish 0 1.43 3.9 8.53 1.41
) pass pass pass pass pasS
Sosemanulk 0.06 0.55 8.31 16.30 0.71
pass pass pass pass pass
Snow fish 34 0.25 1.69 2.60 20.68 -1.41
™ pass pass pass pass
Snow fish 11147 17.98 0.53
(2" Cal | | pass pass pass
Sosemanuk 3.54 18.46 36.85 1.41
pass pass pass

Snow fish 5-6 266 2.69 10 9.45 0
(’h pass pass pass pass pass
Snow fish 0.57 1.06 3.97 17.20 -0.53
@4 pass pass pass pass
Sosemanuk 0.3% 0.50 6.56 25.84 -1.59
pass pass pass pass pass
Snow fish 7-8 3.54 3.77 9.31 24.65 -0.53
Y pass pass pass pass
Snow fish 1.57 1.69 .26 760 -0.88
(2" pass pass pass pass pass
Sosemanuk 0.25 0.53 3.74 15.30 -1.06
pass pass pass pass pass
Snowfish | 9-10 0.06 0.1 2.26 40.74 -0.18
(1 pass pass pass pass
Snow fish 0.02 0.72 11.6 14218 -1.06
i) pass pass pass pass
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Table (6) the randomness test results of example 2 {(n=512)

Tests | Frequency Sertal Poker Eun Autocorrelation
The test test test test test
systern | Timn
no.
Sosermanuk 0.79 1.20 17.36 27412 0.5
pass kR pass pass
=now fish 1-4 0.39 0.84 16.01 31.60 -1.88
(1" pass pass pass pass
Snow fish 3.49 3.93 9.52 15.40 -0.38
(ondy [ass [oE pass pass pass
Sosermanuk 2.85 3.92 10.54 45.02 0.13
pass pass pass pass
Snow fish 5-8 139 13.25 0
(1 pass pass pass
2now fish 2.28 2.62 561 16.21 0
(ondy [ass (=L pass pass
Table (7) The resubs of structural tests | the execution time and the complesty
The system Keel Beystream W Reystream The exeaution | The complexity
Correlation Correlation time
Sasemanuk 197 gad 1 er, dn' +
gond gind
nwfish 41 L&t ke, 21 + In
(1" pand good
nwfish 1l L0 ke, 1 0y
(™ good good
1988
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Figure (5) Flowchart of Snowfish 1 algorithm to encryption or decryption
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Figure (6) Flowchart of Snowfish 2 algorithm to e ncryption or decryption
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