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Abstract

In this paper, a secure data hiding method is introduced. It increases the
security of embedded data through combining between the steganography and
cryptography. First, the secrete message is divided into blocks with same size
according to length of key stream that is generated using nonlinear key generator.
This key is used to encrypt the first block in secret message using the stream
cipher, whereas the other blocks are encrypted depending on the behavior of
cipher block chaining (CBC) mode that turn on the stream cipher in order to
guarantee no duplicated encrypted blocks. In our CBC mode the current ciphertext
block will became a key stream to encrypt the next plaintext block, and so on.
After encryption stage complete, the encrypted massage are embedded randomly
in bmp image using L SB insertion method to increase the security.
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1. Introduction

Steganography is a means of
storing information in a way that
hides information’s  existence.
Steganography contains the
techniques for secret hiding of
messages in another wise innocent
looking carrier message. The
purpose of steganography is not to
keep others from knowing the hidden
information, but is to keep others
from thinking that the information
even exists [1]. Therefore, the main
goal is to not raise suspicion and
avoid introducing  statistically
detectable modifications into the
carrier media [2][3][4].

Historically, the first
steganography techniques included
invisible writing using special inks
or chemical[5]. Today, it seems
natural to use digital images, digital
video, or audio for hiding secret
message[6]. Currently, there are two
directions within steganography [7]:
one of them is used for protection
against detection, while another is
used for protection against removal
(i.e. stegaography and watermarking,
respectively).

One of the most common uses
of modern steganography in digital
world of computers is to hide
information from one file in the
contents of another file[8] .

In the field of steganography,
some terminology has  been
developed, as explained below. The
term “cover” is used to describe the
original, innocent message, data,
audio, still, video and so on. The
information to be hidden in the cover

data is known as the “embedded”
data. The “stego” data is the data
containing both the cover signal and
the  “embedded” information.
Logically, the processing of putting
the hidden or embedded data, into
the cover data, is sometimes known
as embedding. Occasionally,
especially when referring to image
steganography, the cover image is
known asthe carrier.

The aim of cryptography is not to
hide the existence of a message, but
rather to hide or conceal its meaning
[9][20]. With cryptography you start
off with a plaintext message, which
iSs a message in its original form.
You then use an encryption
algorithm to garble a message, which
creates ciphertext. You would then
use a decryption agorithm to take
the cipher image steganography, the
cover imageis known asthe carrier.

The aim of cryptography is not to
hide the existence of a message, but
rather to hide or conceal its meaning
[9][20]. With cryptography you start
off with a plaintext message, which
iSs a message in its original form.
You then use an encryption
algorithm to garble a message, which
creates ciphertext. You would then
use a decryption agorithm to take
the ciphertext and convert it back to
a plaintext message. During the
encryption and decryption process,
what protects the ciphertext and
stops someone from inadvertently
decrypting it back to the plaintext
message is the key [9]. Therefore the
secrecy of the ciphertext is based on
the secrecy of the key, not the
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secrecy of the algorithm.Ciphers can
either encrypt data a single character
at a time (stream ciphers) or a
number of characters at a time (block
ciphers) [11]. As opposed to a block
cipher, a stream cipher encrypts the
message a bit of text at a time. This
means that a stream cipher bregks a
message down into 1’s and O’s
before the message is encrypted. To
encrypt the stream of 1’s and 0’s
from the message, the stream cipher
uses a component known as a key
stream generator. The key is then
input into the key stream generator
to generate a stream of random 1’s
and 0’s. The original message is then
put through a mathematical process
known as exclusive ORing (X-OR)
where the two bits are compared. If
the bit from the original message is a
1 and the bit from the key stream
generator is a 1, then the encrypted
message would send out a O or the
first bit. If the two bits are the same,
the X-OR process yields O; if thetwo
bits are different, the process yields a
1Because the randomness of the 1’s
and 0’s coming from the key stream
generator is critical to the security of
a stream cipher, there are rules that
must apply to a key stream generator
[11]. A key stream generator must
have long periods where the key
stream does not repeat. The key
stream must be functionally
complex, which means that the key
stream cannot be the key and then
the key in reverse and then the key.
The key stream must be statistically
unpredictable, which means there are
no patterns to the key stream. The
key stream must be unbiased, which
means there are as many 1’s as 0’s.
The key stream cannot be easly
related to the key. All of these rules
increase the security and secrecy of a

stream cipher. original message is
then put through a mathematical
process known as exclusive ORing
(X-OR) where the two bits are
compared. If the bit from the original
message is a 1 and the bit from the
key stream generator is a 1, then the
encrypted message would send out a
0 or the first bit. If the two bits are
the same, the X-OR process yields 0;
if the two bits are different, the
processyieldsa 1.

Because the randomness of the
1’'s and 0’s coming from the key
stream generator is critical to the
security of a stream cipher, there are
rules that must apply to a key stream
generator [11]. A key stream
generator must have long periods
where the key stream does not
repeat. The key stream must be
functionally complex, which means
that the key stream cannot be the key
and then the key in reverse and then
the key. The key stream must be
statistically unpredictable, which
means there are no patterns to the
key stream. The key stream must be
unbiased, which means there are as
many 1’s as 0’s. The key stream
cannot be easily related to the key.
All of these rules increase the
security and secrecy of a stream
cipher.

Furthermore, there is a
requirement that the key stream must
not be repeated [12] (stream cipher
must be one-time pad). A onetime
pad is a method of encoding a
message with a random key is an
unbreakable system because ho
matter how much time or sample text
a cryptanalyst has available
breaking the code would be
impossible [13]. The cipher would
never be the same twice. Similarly
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we should use a stream cipher key
only once.

With a block cipher, we can
reuse keys. When it becomes
necessary to encrypt many things
using the same key, block cipher
proves to be stronger. The different
modes of operation turns a block
cipher into a stream cipher [10].
They can be proven secure under the
assumption that the block cipher is
secure.

The rest of this paper is organized as
follows. Section 2 reviews the
comparison between
steganography and cryptography.
Section 3 contains the linear
feedback shift register. The new
scheme is presented in Section 4.
Implementation results are in
Section 5. Conclusions are drawn
in Section 6.

2.Cryptography and
steganogr aphy: A comparison

Cryptography and
steganography are different. While
cryptography techniques attempting
to conceal the content of messages,
steganography is about concealing
their very existence [142]

once and only once. This type of
encoding is an unbreakable system
because no matter how much time or
sample text a cryptanalyst has
available, breaking the code would
be impossible [13]. The cipher
would never be the same twice
Similarly we should use a stream
cipher key only once.

With a block cipher, we can
reuse keys. When it becomes
necessary to encrypt many things
using the same key, block cipher

proves to be stronger. The different
modes of operation turns a block
cipher into a stream cipher [10].
They can be proven secure under the
assumption that the block cipher is
secure.

The rest of this paper is
organized as follows. Section 2
reviews the comparison between
steganography and cryptography.
Section 3 contains the linear
feedback shift register. The new
scheme is presented in Section 4.
I mplementation results are in Section
5. Conclusions are drawn in Section

2. Cryptography and
steganogr aphy: A comparison

Cryptography and
steganography are different. While
cryptography techniques attempting
to conceal the content of messages,
steganography is about concealing
their very existence [14] [15].
Steganography hides a message
within another message and |ooks
like a normal graphic, video, or
sound file. In Cryptography, the
message is encrypted; looks like a
meaningless jumble of characters
[13]. Cryptography techniques used
to scramble a message so that if it is
discovered it cannot be read. A
cryptography messages are difficult
or impossible to understand and
decode. Steganography hides the
existence of a message so that if
successful it generally attracts no
suspicion at all. A message in cipher
text may arouse suspicion while an
invisible message will not.

Whenever you consider two or
more technologies to be used in your
communication security  strategy,
you should determined whether they
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are complementary or competing. If
they are competing , that means they
both do the same thing and the
technologies are redundant. If they
are complementary, they provide
different services (by putting them
together you obtain a more robust
result) [16]. Some steganographic
methods combine traditional
cryptography  with  steganography
[9][17]. Encrypted data is more
difficult to differentiate from
naturally occurring phenomena than
plaintext is in the carrier medium.
Therefore, In order to increase the
security of the over Al
communication process and
maximize the efficiency of both
techniques encryption is
recommended in conjunction with

steganography [6].

3. Linear feedback shift register
[10]

A linear feedback shift register
(LFSR) of length n over the finite
field Fy consists of n stages [s,i,
Sv2 - .., S withsi T F, The
register is controlled by a clock, and
at each stepping the eements are
moved to normal graphic, video, or
sound file  Cryptography, the
message is encrypted; looks like a
meaningless jumble of characters
[13]. Cryptography techniques used
to scramble a message so that if it is
discovered it cannot be read. A
cryptography messages are difficult
or impossible to understand and
decode. Steganography hides the
existence of a message so that if
successful it generally attracts no
suspicion at all. A message in cipher
text may arouse suspicion while an
invisible message will not.

Whenever you consider two or
more technologies to be used in your
communication security  strategy,
you should determined whether they
are complementary or competing. If
they are competing , that means they
both do the same thing and the
technologies are redundant. If they
are complementary, they provide
different services (by putting them
together you obtain a more robust
result) [16]. Some steganographic
methods combine traditional
cryptography  with  steganography
[9][17]. Encrypted data is more
difficult to differentiate from
naturally occurring phenomena than
plaintext is in the carrier medium.
Therefore, In order to increase the
security of the over Al
communication process and
maximize the efficiency of both
techniques encryption is
recommended in conjunction with
steganography [6] noted that all
proposals based only on these
methodol ogies have been broken.

3.1 Nonlinear combination

generators

A nonlinear combination
generator uses several maximum-
length LFSRs (see Figure 1.a). The
key stream is generated as a
nonlinear Boolean function f of the
outputs of these LFSRs. The
function f is called the combining
function.

3.2 Nonlinear filter generators

A nonlinear filter generator uses a
single maximum-length LFSR, and
the key keystream is generated as a
nonlinear
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3.3 Clock-controlled gener ator

A Clock-controlled generator
consists of at least one LFSR, which
is irregularly clocked by some other
part of the cipher. In the alternating
step generator, the output of one
LFSR decide which one of the other
two LFSRs that should be clocked.
In the shrinking generator, two
LFSRs are regularly clocked. If the
output of the first LFSR is 1, the
output of the second forms part of
the keystream.

4-The Proposed
algorithm

enhancing

Ensuring data security is a big
challenge for computer users.
Businessmen, professionals, and
home users all have some important
data that they want to secure from
others. There are a number of ways
for securing data. Encryption and
steganography are employ to them.
Those two methods have been used
together in the proposed algorithm to
increase the security of the data. First
we will encrypt the secrete message
by using the stream cipher and then
embed the result (ciphertext) in an
image file This agorithm will
improves the security of the data by
embedding an encrypted text rather
than plaintext in an image.

4-1 Encryption

The encryption procedure
that used is a cipher block chaining
(CBC) mode turns to stream cipher.
When we give this procedure a
chunk of data, it breaks the plaintext
(after converting it to a sequence of
bits) into blocks according to the
length of key stream that used which
supplied by the key generator

(nonlinear filter generators). After
that, the encryption procedure runs
with CBC mode. In this mode we
will generate the current ciphertext
block from XORing the vector is
XOR ed with the current has to apply
the same algorithm that used to
embed the message in order to
retrieve it. However, if he finds out
that algorithm, he could get back
only the ciphered massage. In this
ciphered massage he could see
nothing but the junk characters. This
provides an extra layer of protection.
To get the original massage, those
junk character must be decrypted
with the encryption algorithm and
the correct key stream. This also add
an extra layer of protection.
Furthermore, to get the correct key
stream he must know the structure of
key generator (including linear
feedback function, initial state, and
the nonlinear function to get the bits
stream). This add another layer (s) of
protection making the attacker have
to face difficulties in him mission to
get the secrete message.
Furthermore, LSB hiding algorithm
sdects each  position  (pixel)
according to a random number. This
process of generating random
numbers depends on a value (seed).
Therefore the hacker, if he knows the
hiding algorithm, must finds that
seed in order to get the correct hiding
positions. This will add an extra
layer of protection.

4-2 Hiding

This pat of proposed
algorithm hides encrypted text into a
carier medium using the least
significant bit (LSB) insertion
technique (for more details about
LSB method you can refer to [13] ).
After that, the stego medium will be
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resulting, which represents by a
BMP file. The message is hidden
into two LSBs of each pixd of the
image file Since a very small
changes in the stego-image, this
algorithm does not revea the fact
that it contains some data (makes the
change is unnoticeable).

LSB sdects each pixe to
hide a two bits from a message
according to a random number. The
step of getting a random number is
depending on a seed. This will
adding another layer of security.

4-3 Levels of security in the
proposed algorithm

The attacker (hacker) can see
the stego image along with the
message embedded into it. If the
stego image does not revea any
difference in attributes (like size,
content, and etc.) from that of the
original image, it is difficult for an
attacker to find out that this image
contains a message.

Even if he notices or doubts that,
he has vector is XOR ed with the
current  plaintext  block  to
generate the ciphertext block.

4. For other iterations:

i. Initialization vector is set to the
current ciphertext block.

ii. The current plaintext block is
XOR ed with the previous
ciphertext block to generate
the current ciphertext block.

5-Theresults

To stand on performance of
the proposed method, we are applied
it to hide an audio messages (WAV
format) in 8 bit/pixel gray and color
images (BMP format) with size
(128x128) by using LSB insertion
method. We are used subject and
object criteria in the comparing
process. In object criteria, the peak
signal to noiseratio (PSNR) formula

is used as follow:

2

PSNR:10l0g (L']‘)
1 M1 u
—— & a &(ro- I(ren
M’ Nr=0c=0g f

where L represent the number of

U
gray levels, | isthe stego-image, and

| is cover-image with size (MxN).

Each experiment before hiding
determines three components, these
are the structure of key generator,
the randomize seed, and the length of
key stream that used. We will refer
to each stage in shift register by x;,
where i=1...n and n is the length of
shift register.
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5-1 Hiding an audio message in
gray images.

In this experiment we will
embedding an audio message with
size (3.89 KB) in gray images. The
length of shift register is 16 stages.
The linear function for feedback is
obtained as follow:

f(x) :xlA XGA X9AX13A X16

The nonlinear filtering function to
obtain the key streamis as follow:

f(X) = XiXeX1s + XoXaXq1 + XaX7Xiz +
X5XgX10

The length of key stream is (1500)
and the seed for generating random
positions is (6). The results of
PSNR is explained in the table (1).

The cover-images and stego-
images for tables 1 appear in
appendix (A). Observe the table 1
shown above. The values of PSNR
performed is ranged in theinterval of
44.243 ~ 44.353. It’s acceptable to
human vision’s imperceptibility.
This makes the embedded message
undistinguished.

5-2 Hiding an audio message in 8
bits/pixel colors images

In this experiment we will
embedding an audio message with
size (3.89 KB) in 8 bits/pixel
colors images. The length of shift
register is 16 stages. The linear
function for feedback is obtained as
follow:

f(x) =x, A XSAng XlZAX16

The nonlinear filtering function to
obtain the key streamis as follow:

f(X) = XiXeXis + XaXi1 + XaX7Xzz +
XsXgX10

The length of key stream is (1300)
and the seed for generating random
positions is (6). The results of PSNR
is explained in the table (2).

The cover-images and stego-images
for tables 2 appear in appendix (B).
You can see from the results of
PSNR which appear in table (2) that
the changes in images can not
recognize. This makes the stego-
image undistinguished.

In this experiment we will
explaining the results of hiding when
using different values for seed. It
embeds an audio message with size
(1.79 KB) in gray images. The
length of shift register is 10 stages.
The linear function for feed back is
obtained as follow:

f(x)=x3A xg A X10

The nonlinear filtering function to
obtain the key streamis as follow:

f(X) = XoXq + X1Xg + X3X7 + XsXg

The length of key stream is (1000)
and the seeds for generating random
positions is 5 and 7 respectively. The
resultsis explained in the table (3).

The cover-images and stego-
images for tables 3 appear in
appendix (C). As you see from table
3, the values of PSNR is differed
when we using different values for
randomize seed. Therefore, this seed
adds level of security to the
embedded algorithm because, in
order to extract the embedded
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message, we must reach the correct
position and without that seed can
not do that. The hacker will face a
problem in  determining that
positions.

6-Conclutions

In this paper, a novel and efficient
steganographic method is proposed
to embed encrypted information
within an image data randomly. This
method will be expected to spread
hidden information within image
data randomly before transmission.
The CBC mode will be guarantee
that any duplicated block in the
plaintext does not encrypted to the
same ciphertext block. In this way
the security level of stream cipher
has been increased. The insertion
positions of secret information will
be randomly selected depending on a
seed and the results will be vary if
the seed change, which adds a layer
of protection. Since a very small
changes in the stego-image as a
result to use the LSB algorithm, it
does not reveal the fact that it
contains some data and makes the
changes are unnoticeable.
Experimental results also show that
the PSNR values prove that the
quality of seed change, which adds a
layer of protection. Since a very
small changes in the stego-image as
a result to use the LSB agorithm, it
does not reveal the fact that it
contains some data and makes the
changes are unnoticeable.
Experimental results also show that
the PSNR values prove that the
quality of stego-image is acceptable
to human vision system and makes
the  embedded message IS
undistinguished.
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Table 1: Theresults of PSNR for the stego-images.

Cover image PSNR
Lenna 44.3 db
Mand 44.243 db

Peppers 44.353 db
Goldhill 44.316 db

Table 2: Theresults of PSNR for the stego-images.

Cover image PSNR
Tree 44.432 db
Cat 44.334 db

Garden 44.242 db
Fly 44.224 db

Table 3: Theresults of PSNR for the stego-images.

Cover image Seed=5 Seed=7
Lenna 47.526 db 47.501 db
Mand 47.606 db 47.561 db

Peppers 47.691 db 47.713db
Goldhill 47.536 db 47.524 db
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Figure 1. (a) Nonlinear combination generator, and (b) nonlinear filter generator

Appendix A

(a (b

Figure 2. lennaimage, (a) cover-image and (b) stego-image.
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(a (b

Figure 4. peppersimage, (a) cover-image and (b) stego-image.
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Figure 5. goldhill image, (a) cover-image and (b) stego-image.

Appendix B

(a (b
Figure 6. fly image, (a) cover-image and (b) stego-image.

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

. & Tech. Journal, Vol. 27 ,No. 13, 2009 Enhancing embedded data security by turns

cipher block chaining modeinto stream cipher

Figure9. treeimage, (a) cover-image and (b) stego-image.
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CY (b) (©)

Figure 10. lenna image. (a) cover-image, (b) stego-image with seed=5, and

(c) eqoi maae with =7.

(a) (b) (©)
Figure 11. mand image. (a) cover-image, (b) stego-image with seed=5, and

(c) steno-imaane with seed=7.
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(b)
Figure 12. peppers image. (a) cover-image, (b) stego-image with seed=5, and (c)
stego-image with seed=7.

(b)
Figure 13. goldhillimage. (a) cover-image, (b) stego-image with seed=5, and (c)
stego-image with seed=7.
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