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Cyber threats and their impact on financial stability in Iraq:
challenges and solutions
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Abstract

Cybersecurity has become a recent additional agenda to global security,
as it is concerned with protecting the security of the state and citizens from
misuse of Internet networks in computers and smart phones for the
purposes of criminal gains, especially financial ones. When the Corona
virus (Covid-19) swept the world and caused social distancing, it also led
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to an acceleration of digital transformation and reliance on Internet
networks, posing a real new challenge to financial stability, as the number
of cyber attacks has more than doubled since the pandemic. Some
companies previously recorded relatively minor losses as a result of
cyberattacks, while others witnessed more severe losses. For example, the
American credit bureau Equifax incurred fines worth more than one billion
US dollars after it was exposed to a massive incident in 2017 that resulted
in the data breach of about 150 million customers. The financial sector is
particularly vulnerable to cyber risks. Financial firms, which handle large
amounts of sensitive data and transactions, are often targeted by criminals
seeking to steal money or disrupt economic activity. Attacks on financial
firms account for about a fifth of all attacks, with banks being the most
vulnerable. This paper examines the cyber threats facing the financial
sector and proposes effective solutions and remedies to mitigate the risks.
Challenges include protecting against cyber attacks, securing financial
data, and enhancing the skills of accountants in the financial sector.
Keywords: Cyber threats, Technology, Attacks, Financial stability.
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