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Abstract:

Global digitization has caused a great deal of dependence on the
Internet, whether in personal or professional life, or even in financial and
banking matters, intertwined with the rest of the programs for social
networking, or even doing business via the Internet in a comfortable, fast
and smooth manner, whether from entry to long practice, but it has shown
over time several obstacles that affected the work of cyberspace and then
affected individuals and their private lives so that when It began to
contain virtual crimes that threatened the security of individuals and even
institutions and the state in general, so electronic theft, electronic
terrorism and others appeared on the personal level, so the threat
expanded to be exploited by terrorist groups in the threat, spreading
terrorism, spreading extremist ideology and attracting extremists, terrorist
organizations used social media platforms for recruitment purposes by
identifying potential targets by monitoring profiles and conversations on
those platforms, with the aim of testing the extent to which different users
sympathize with terrorist ideology, then add them as friends to
communicate directly with them.

The matter reached the exploitation of this factor by some countries to
cause harm to countries hostile to them, hence the importance of
cybersecurity in order to put an end to violations of cyberspace. Thus,
cybersecurity is considered one of the dimensions of non-traditional
national security, given the multiplicity of potential cyber threats and the
resulting heavy political, military and economic losses. From this
standpoint, international relations theories have paid great attention to
cybersecurity to push the realism that countries are actively seeking to
develop their offensive cyber capabilities with the aim of using the
Internet as a strategic weapon.

Keywords: strategy, cybersecurity, digitization, extremism, terrorism.
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