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Abstr act

The paper presents a newly developed method depending on trace
polynomial with new algorithm which has been written in Matlab language to
modify the Gordon, Mills and Welch generator by increasing the complexity
of the output sequence to increase the security of this generator concerning
the designed feature that limits the ability of anti-jammer. Good results are
obtained compared with Gordon, Mills and Welch generator using
Berlekamp-Massey method for determining the complexity of the output
sequences. Moreover, this paper has the useful properties of the trace
function. Some examples are given of show conciliated the results of this
proposed method.

Keywords : Gordon, Mills and Welch Generator, Trace polynomial, Complexity
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1. Introduction

A pseudo-noise (PN)
generator is a mechanism for
generating a PN-sequence of binary or

sequence since it is periodic and there
is no agorithm using a finite state
machine which can produce a truly
random sequence [2]. PN-sequences

real digits. Pseudo-Noise generators
generate (PN) seguences which are
used as spectrum-spreading
modulations for direct sequence
spread spectrum design for digital
communication system and as a key

are characterized by three properties;
namey: period, complexity and
randomness. These properties define
the measure of security for the
sequences [3,4]. The complexity of
the sequence is one of important

in cipher systems [1,2]. The resulting
sequence is caled pseudo-noise

properties for security of the
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information from unauthorized
person.

Gordon, Mills and Welch
generator is one of these PN
generators. It produces a hinary
sequence with good period and
randomness properties but  with
reatively small complexity. The idea
of this paper is to increase the
complexity of the produced sequence
but with remaining the same period.
The new generator has a sequence
with high complexity and good
randomness properties. Hence, it has
enough ability for the security of the
information from interceptor and
jammer.

2. The Complexity of The Periodic
Sequence :

The complexity of the
sequence (or generator) in the cipher
and communication systems is the
length of the minimum linear
feedback shift register (LFSR) that
can generate the sequence [5,6]. We
can characterize the LFSR of length
(n) by the characteristic polynomial
f(x) as:

f(X) =g +ox+c X +L+¢, X" +X"
wherecy,Cy, . . .,Chp areOor 1.

For a sequence with a known
complexity (L), we need (2L)
consecutive bits to deduce the entire
sequence since if (2L) consecutive
bits are given, then we can write a
system of L-equations in the L
unknown variables and find its unique
solution. This gives the characteristic
polynomial of the minimal LFSR that
can generate the given sequence.
Hence for acceptable security, we
need to have a sequence or generator
with high complexity [2,7]. There are
several methods to determine the
complexity of the sequences like
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Berlekamp-Massey method which is
given in the following section, Z-
transform and matrices techniques [7].

3. The Berlekamp-Massey M ethod
Berlekamp-Massey (BM)
technique [3,5,6] uses the description
based on the synthesis of a shift
register where it is used to determine
the complexity and the minimal
characteristic polynomial that can
generate the given sequence .
Berlekamp-Massey
gives [6,7]:

method

1. Thepolynomial C(D).

2. The linear eguivalence or the
complexity (L) of the
sequence .

BM technique is explained in
the following algorithm :

Berlekamp-Massey (BM)
Algorithm [5,6,7]:

Step 1.
Input :
(1) The peiod (n) of the
sequence (S).
(2) Thedigits S ,i=0,1,..., n-1
of the sequence (S).
Step 2:

Put C(D) =1, B(D) =1, L=0,
b=1 ,x=1 and N=0

Step 3:
If N=n,then stop. Otherwise
compute (d) :

L
d=8,+Q 6Sy,
i=1

Step 4
If d=0 ,then x=x+1,and go
to (step 7)
Step 5:
If d#0 and 2L >N, then
. C(D) = C(D) — db*D*B(D)
- x=x+1 and goto (step 7)
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Step 6:
Ifd#0 and 2L <N, then
- T(D) = C(D)
. C(D) = C(D) — db *D*B(D)
- L=N+1-L
- B(D) =T(D)
- b=d
-x=1
Step 7:
N =N+1
and goto (step 3) .

4. Galois Field Arithmetic [1,7] :

Definition(1):

A finite fidd F is called a
Galais fidd denoted by GF(q™) if the
number of dements of F is " (i.e
the order of F isq" ), whereqisa
prime number and m is a natural
number. q is called the characteristic
of thefidd GF(q™) .

Definition(2):

It is known that every
nonzero dement o of GF(g™) which
satisfies the equation :

a® t=1
is said to be a primitive dement of
GF(g™ if al the powers of o less
than (q™1) aredifferent. Thus, if o
is a primitive dement then o # 1,
for O<i<qg™Ll

Example:

Consider the fidd GF(2%
obtained by taking the polynomial
m(z) = Z+z+1 over GF(2) as the
modulo polynomial.

The powers of o were reduced to
polynomials of degree (3) or lessin a.
Table (1) shows the representation
elements of GF(16).
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5. Trace polynomial :

A fundamental mathematical tool
used in investigation of PN generator
is a linear mapping from a finite field
onto a subfidd. This mapping is
called the “Trace polynomia” or the
“Trace  function”  denoted by

Trd" (a) where al GF(q").
The Trace polynomial from

GF(") to GF(q) where (g>1) and
(n>2) is defined as [1]:

n-1 ;
Tri@)=a @)* ..q@

i=0
wherea I GF(Q").

Example:

In GF(16) represented in Table
(1), thetrace values of o® and o® are:
Tr3 (@) = @ )+@’) +(o*)* +@®)°

:(13+(16+0,12+0,9
= o *+(a % +a?)+(1+ata 2 +od)

+
Table (1) Therepresentation
elements of GF(2%)
Repr esentations
Power | Polynomial | Power Polynomial
of a ina of a ina
o’ 1 o’ 1+ °
ol o o’ o+o >
o’ o’ a® l+ta+a?
(13 0,3 0,11 o+ (12+ (13
o 1+a o | 1+o+a %+’
o° o +o° o 1+ a’+a’
o ® o Zta 3 o 1403
o’ 1+o +a’

(a+0’)=1. (Seetable(1)).

Tr3 (@) = @ 9+e®) +(o*)* +@®)°
=(15+(110+(15+(110=0,

where o and o | GF(16) and the

arithmetic operations over GF(2).
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The useful properties of the
trace function are:

Property 1:  When « isin GF((") ,
Trqq" (@) hasvaluesin GF(q) .

Proof :
: gl 0
[Tr, @)]"=¢a a® = (Definition)
j=0 [}
r<1)-1
= a a a
j=0
arithmetic operations over GF(Q))

j+1

(Since the

n-1 ;
_ o ql
=aa® +a
j=1

Snce (@l GF(")P a“ =a)
=Tr) (@) (Definition)
Therefore, Tr." (@) is a field dement

whose g-th power equals itsdf . Only
elements of GF(q) havethis property .

Property 2 :

Conjugate fidd dements
which have the same trace value.

The proof of this property
follows from the definition of Trace
polynomial and the previous property.

Property 3: TheTraceislinear : for
abl GF(@and a,bi GF(q"),
Tr! (aa +bb) =aTr" (@) +bTr (b)

Pr oof :-

n-1 .
Tr(aa +bb) =3 (aa +bb)?
j=0
(Definition)

n-1

5 o o
= a (aq’aq’ +bq’bqj)

j=0
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(Since the arithmetic operations over
GF(2))

B g B
=—qaa® +q bb

j=0 j=0
since (al GF(q )b a® =a)
=aTr!" @) +bTr (b)
(Definition).
6. Gordon, Mills and W-é€ch
Generator :

Gordon, Mills and Welch (GMW)
[1,8,9] suggested the creation of a
binary generator depending on “Trace
polynomial”. When the integer mis a
composite, i.e.

m=j k .. 2
We define a GMW  sequence
generator of period (2" -1) as:

b, = Te2 ([Tr2"@™)") ... 3

where n=0,1,2,....2™2, o is a
primitive dement of GF@2")
Trqqd @") is the “Trace polynomial”
from GF(q") to GF(q) and r is any
integer relatively prime to 2-1 (i.e
ged(r,2' - 1)=1), r in the range
O<r< (2'-1). Figure (1) shows a GMW
generator of period (2™1) [10].

The exponent r in Eqg.(3) can be
written as [1,10]:

. (@)

where the t ’s are distinct integers
intherange 0<t <j foral i and
w is the number of ones in the base-
2 representation of r.

Hence,

r=q 2"
i=1
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e L PO
b, =Tr? ¢O [Tr;, (a ”)]
= o
... (5
Since the inner trace is a sum of

edements from a fied of characteristic
(2) (i.e. the operations over GF(2) ),
al crossproduct terms disappear
when the trace is squared and Eq.(5)
reduces to:

k-1
o
a a
h=

0

%

n2jh+li

b, = Trfigae

Q-0

i=1

k-1
o)
aa

h,=0

A K
h,=0

nC(k,r)g

2

... (6)
where k isdefined in Eq.(2) and

C(k,r)y=gq 2" . (7)
i=1
When expanding the outer Trace
polynomial in Eq.(6) , cross-product
terms again must disappear, and the
GMW generator becomes :

=Tr?

-1 1

k- k-1
[¢} [o] u
b= @ Kaa™®”
u=0 h,=0 h,, =0
.. (8)

The GMW generator producing a
binary sequence of period (2™-1) is
computed by the following algorithm:

GMW Algorithm:
Step 1:
Input:-

(1) The minimum polynomial
my(z) of the primitive
dement o of GF(2")
over GF(2).

(2) Thevaluesof j,kandr .

Step 2:
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Find the powers-of-o.

representation for GF(2™) eements
(e a’alLa??) from m (2

over GF(2) .

Step 3:
For all n=0,1,...,2"-2, evaluate by

161 If;,'l Igl (k.r)2"
— nC(k,r)2
b=a a Kaa

u=0 h;=0 h,, =0

W .
where C(k,r) = § 2"

i=1
and use (step 2 ) to find the
sequence of GMW generator .

Example:
A GMW sequence of period
(63) is:

b =Tr? ([Tr;6 (@ n)]3) ,

n=0,1,...62  ...(9)
where m (2)=2+2° +7* +z+1 over
GF(2), m=6=3" 2=j " kandr=3 is
chosen.

Applying the GMW algorithm
yields the following sequence :

b,=000001010010011101011101001
011100011001111110010010111001
110100.

7. Proposed Method for Developing
The Gordon, Mills and Welch
(GMW) Generator Using Galois
Field and Trace polynomial :

The GMW in previous
section is a nonlinear generator which
produces a pseudo-noise sequence of
period (2" -1) over GF(2), where miis
a composite integer as wel as the
degree of the minimum polynomial
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m, (2) of a primitive dement o of
GF(2"™) over GF(2).

We are developing the GMW
generator by using “Trace
polynomial” from GF(q") to GF(q) to
produce a sequence which has the
same period but with complexity
higher than GMW generator and it is
denoted by (DGMW).

Hence, the DGMW generator
is defined as:

b, =TrZ (Tr2" @M NA, S, A,
Rec( S,)
, n=01,...2" -
where
Sn — Tr22m (a n+k) | Tr22m (a n+j+k) 1
which has period (2" -1) , Rec(S,)
is the reciprocal of the sequence
(S =Tr" @™ [T @"™™))
,n=0,1,...,2™-2 and it is defined as :

.. (10)

Rec(S,) = Red{Tr? (@) | TrZ" @@"1%))
=Rec($,S,S,+ S 5 S )
=(Spn +S)

2m 3’ 2m 4
"l GF(2",n=0,1,2,..,2"2,

=j k is acomposite integer, r is
an integer in the range (0< r <2-1)
rlativdy prime to 2-1 (i.e
ged(r,2' - 1) =1), A, is a modulo
2 addition, ( | ) is “OR” function
which is defined as (0]0=0,
0[1=10=1/1=1) and Tr" @") is the

“Trace polynomial” in eg.(1) from
GF(q% to GF(q) which is defined as:

, B
T @ =a@"".

i=0
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The following  agorithm
summarizes the steps for finding the
binary sequence of period (2 ™1) of
DGMW generator.

DGMW Algorithm :
Step 1.
Input:
(1) The minimum polynomial
m, (2) of the primitive
dement o of GF(2"™) over

GF(2).
(2) Thevaluesof j,kandr .
Step 2:
Find the power-a representation
for GF(2™ eements

(lea®a'L,a”?) usng m (2

over GF(2) as shown in
section(4).

Step 3:
For al n=0,1, ...,2™-2 compute:

T2 (T @) )=
aa’. Kka.lanC(kr)g.
h=0  h,=0 J

W .
where C(k,r) =g 2"
i=1
(See Eq.(4) and Eq.(7)).
Step 4:
For al n=0,1,...,2™-2 compute:
S, =Tr7 @™)|Tr. @™,

Rec(sn) = ReC(TI’ 2" (a n+k) | Tr 2m (a n+j+k))

= (S S 1Sy S)

where

T @™) = & @™’

and ”

@iy = & g iy
d=0
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Step 5: where n=0,1,....254 ,a | GF(2%),
For all n:O,l,...,Zm-Z, evaluate b, m, (Z) = 28 +Z6 +25 +z +1 over GF(Z),
in Eq.(10) by using (step 3) and m=8=4" 2= j  k and r=11. The
(step 4) asfollows: GMW generator is developed using

Eq.(10) as:

b, =T ([T} @)]NA, S A, S,
T T A S A S r7 (Trz @M)]"™A, S A,
M Rec(S,)
b, =TrZ (T2 @7 )1)A,S, A, S where::
. Sn _ Tr228 (a n+2) |-|-r228 (a n+6) 1
2 (Tr2" @")]") =

. (12)

Rec(S,) = Rec|Tr? @) |TrZ @™))

2"r

1 1
5. ééa @’ )2“ - = (Sos41 S Sz 0 S0 )
v=0€i=0
The following table presents
8. lllustrative Examples : the results obtained by applying
Example (1) : DGMW algorithm.
Consider the following GMW
generator :
b, = Tr2 (Tri("N"),
. (11)

Table (2) Theresults of DGMW generator for Ex.(1).

| Generators | Output Sequences | Period]|

4 8 000101100111110100
Tr; ([Tr224 @™ 111110...11111

o % i | 110110111011111111
Try @) | Try, @) 111011...11101

. -\ | 101111111101111101
eC(Trzz @), @" 6)) 110100...11011

DGMW gener ator 011100100001110110
in Eq.(12) 110001...11001

The complexity of GMW and Table (3) by applying Berlekamp-
DGMW sequences is computed in Massey (BM) algorithm.
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Table (3) The complexity of GMW and DGMW sequences.

BM Method
The Generators The Complexity (L)
GMW in Eq.(11)
T ([(TrZ @M ®
DGMW in Eq.(12)
4 Tt 72
7 ([Trj @")1™MA, S, A, Rec(S,)

It is obvious from Table (3) that
the complexity of DGMW sequence
(or generator) is higher than GMW
sequence. So, the security of DGMW
generator is more than GMW, sincein
DGMW sequence we need (144)
consecutive bits to find the entire
sequence while in GMW sequence we
need only (32) consecutive bits to find
the entire sequence (see the definition
of the complexity in section(2)).

Example (2) :
Consider the following GMW
generator :

b, =TrZ (Tr2 @")]),

where n=0,1,...,62 ,a | GF(2Y),
m, (2) = 2+ +Z°+z +1 over GF(2) ,
m=6=3" 2= " k and r=3. The GMW

generator is developed using Eq.(10)
as

bn- =Tr7 ([T} @M])A, S, A,

Rec(S,)
.. (13)
where:

S, =TrZ@™)|TrZ @™,

Rec(s,) =Red{Tr?’ @) Tr7 @@"))
= (862’ 861, 860’---;81, SO)

Table (4) presents the results
by applying DGMW algorithm.

Table (4) Theresults of DGMW gener ator for Ex.(2).

— Genoalos ] Output Sequences ] Period]
TeZ ([(Tr2 @")]°)

00000101001001110101110100101110
0011001111110010010111001110100

T @™ @)

111111711111110111111101100111111
1001011110110110101001101101111

RedTr? @")|TrZ @™)

11110110110010101101101111010011
1111100110111111101111111111111

DGMW generator
in Eq.(13)

00001100000101100111110111000010
0101110111111011010001011100100

The complexity of GMW and
DGMW sequences is computed in
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Table (5) The complexity of GMW and DGMW sequences.

The Generators The Complexity (L)
GMW in Eq.(9)
T2 ([TrZ @")1) 2
DGMW in Eq.(13)
T2 (T2 @M% A, S, A, Red(S,) A

It is obvious from table (5) that
the complexity of DGMW sequence
(or generator) is higher than GMW
sequence. So, the security of DGMW
generator is more than GMW.

Example (3) :
Consider the following GMW
generator :

b, =Tr7 ((TrZ @"]7).
...(14)
where n=0,1,...,14 , o | GF(2% ,
m, (2) = z* +z +1 over GF(2) ,
m=4=2" 2=j" k andr =2. The GMW
generator was developed using
Eq.(10) as:

b, =Try (TrZ @"1 A, S, A,
Rec(S,)
... (15)
where
S, =Trf @™ |Trf @™),
Rec(S,) = Rec(Trf @"™?)|Tr2 @ ”“‘))
=(Su: S5 S-S S)

Table (6) presents the sequences
of GMW and DGMW generators by
applying their algorithms respectively
and shows their complexities by using
BM agorithm.

Table (6) The sequences of GMW and DGMW

generators wit

h their complexities.

Generators Se%tgu;% Period Com(rlil)ex Ity
GMW in Eq.(14) 00010011010
1 — 22 24 7o ny12 15 4
b, =Tr; ([Tr, @")]°) 1111
DGMW in Eq.(15)
2| b=Tef (i@ | MO0 s 12
A,s A,Rec(S,)
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It is obvious from Table (6)
the complexity of DGMW

sequence (or generator) is higher than
GMW sequence. So, the security of
DGMW  generator

iS more than
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DGMW generators depending on the
complexity (L) of their sequences by
applying BM  algorithm  when
n=0,1,...,4004 , ol GFE®),
m(z2) =z°+2°+z2"+z+1,

GMW. _ _
Table  (7) presents  a m=12, j=4, k=3 and r=13.
comparison between GMW and
Table (7) The complexity of GMW and DGMW
gener ator s of period 4095
Generators Period | Complexity (L)
GMW with
m(z)=z°+2°+Z'+z+1, | 4095 36
m=12,j=4,k=3and r =13
DGMW with
— 6 4
M(=2"+2+ 2+ 241, | oo 156
m=12,j=4,k=3 and r =13
9. Conclusion: since it has higher complexity

The cipher and
communication systems depend on
the degree of the security of the key
generators to give an acceptable
protection to the confidential
information from the unauthorized
person. So, the paper presents a
proposed method to increase the
security of the Gordon, Mills and
Welch (GMW) generator using Trace
polynomial and from the Tables (3),
(5), (6) and (7) the following results
arelisted :

- The sequence of DGMW
generator has the same period
of GMW generator with good
random properties.

- The generator DGMW is more
secure than GMW generator
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than GMW generator.

- DGMW generator gives a better
accuracy and is consistent
with the output sequence than
GMW generator.
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