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Abstract. Continuous increases in computing ability have produced overwhelming data or big data flow over recent
years, which exceeds the capabilities of traditional processing tools. Therefor the processing and analysis of this big data
is become a challenge, and also must provide secure transmitions of these data for that reason must understand how to
deal with the complexity of the data and their requirement about how to partition the tasks and executed them in a parallel
and how to protect these data in order to prevent the attacker, intruder and unauthorized person to access to the important
information.

The proposed system is convert the original video in to a sequence of frames then hiding the secret message into these
frames after encrypted it by using one of stronger encryption algorithm AES. The system consists of many phases: firstly,
divided video in many frames, after that the frame that selected for hide the secret message in it is inserted to MapReduce
phases, this frame is input to master node that divided it into four blocks, then send each block to mapper each block is
divided into three matrix (red, green, blue) , a mapper will execute some computation to generate intermediate result and
send the result to shuffle and sort phase, in this phase the processing of hiding the secret message will done by using the
pixel value difference (PVD) method with use the secret key (n+15) this key will determined the position that will take to
hide the secret message in it. Finally, the shuffle and sort send the result of each block to the reducer, the reducer will
collect these result to generate the stego-frame. The results of this system is efficiency, transparency, robustness,
powerful in stego video , high capacity , and high security the attacker or unauthorized person cannot detected any
suspicious differences in a stego video. This results is obtained through use many measurements PSNR, MSE, Entropy,
correlation coefficient.
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1. INTRODUCTION

Big data has emerged as a research field in the digital knowledge interval to accurately tackle the vast quantities
of data generated. Traditionally, this data involves vast quantities of data formats that are unstructured.
Scientifically, these data are exceedingly complex for storage, processing and study using conventional bases of data
[1]. A large amount of hard work is needed in solving a big dataset problem. An interpretation of such big data,
however, is a very difficult issue today [2]. Parallel computing paradigms like the MapReduce system have been
proven as a viable solution to deal with this issue [3]. Recently, the MapReduce system has been very interesting for
such an application that operates on extensive data [4]. The MapReduce is a very powerful, fault tolerant, scalable
and simple framework for managing huge quantities of data which can make processing in a simple fashion [5].

After dealing with the big confidential data and processing them in a parallel to increase the speed of execution,
so the next phase must be ensuring how to protect these data during the transmitted over internet and
communication, Therefore the security of that information is also necessary, data security means securing a data
from harmful powers and unauthorized users' discarded acts [6]. In general, it is necessary to keep secret messages
secure during the transmission. There are two different ways to satisfying that. One way is encryption that applies to
encoding procedure of confidential data such that only the right person with the right key can successfully decode
and retrieve the original data [7]. DES, AES, RSA and other are the most common encryption techniques [8].
Another way is data hiding, hiding data is the method of injecting information without causing perceptual
degradation into media files. Two popular techniques in data hiding can be used. It is steganography and
watermarking [9].

Steganography is characterized as the art and knowledge of writing secret messages so that nobody knows
the existence of a message other than the intended recipient. The term 'steganography' literally comes from Greek
and means 'hidden writing." The word is divided into two sections: steganos meaning "secret" and "graphic,”
meaning "writing."[10]. Steganography must satisfy the basic requirement capacity (that refers to the amount of data
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bits concealed in the cover media), the quality of stego images, which must be unchanged, security and robustness
this is what Resistance to improvement or destruction [11] [12].

Steganographic approaches may be classify as a spatial domain or a frequency domain. Frequency domain means
transforming images into frequency components through a discrete cosine transform, fast Fourier transform and
discrete wavelet transform (DWT). In the spatial domain, Depending on the intensity of the pixels, information is
concealed directly. Frequency domain methods are stable, mostly used for watermarking, while approaches of
spatial domain deliver high capacity and are commonly used in steganography [12].

In the systems of steganography, the basic words used are the cover media, secret message, secret key and
embedding algorithm. Cover media includes text, audio, video, image, and other media digital contents. The hidden
message is the confidential data that must be concealed in the relevant digital media. In general, the secret key is
used to embed the message according to the hidden algorithms. The embedding algorithm is the process or the
concept used to insert hidden knowledge into the cover letter [10] [13].

This paper will use the video steganography, video steganography is the effective way that can be used as a carrier
media so hiding data in video streams and frames play an important role in steganography. And it is much important
to protect our data or information from intruder and hackers or unwanted access [14].

2. RELATED WORK
There is a lot of studies and researches that includes the topics of dealing with big data and how to provide a
security to these data in this paper will take the MapReduce system that demonstrates how to dealing with and
processing big data and take the researches about the steganography technique that hiding and provide a good
security to the important data and information.

In (2017), Seyed Nima Khezr and Nima Jafari Navimipour their paper proposed a research about analyzes
mapreduce application and implementation in various contexts such as Cloud, multi-core and concurrent computing
precise investigation was carried out. The main point of their article is to describe MapReduce, its design, big
amount of data and the efficient use of the programming model by the application.in addition examines a variety of
applications and classifies them surveyed under the MapReduce System Join and parallel requests, focused on graph
processing, Frameworks, multi-core frameworks and data optimization Allocation [5].

In (2017), Doli Hasibuan and Junika Napitupulu their paper proposed a research that explores the steganography
method to insert messages in images using a Pixel Value difference algorithm that has been inserted into RGB pixels
in an image. They conclude from their research The Pixel Value Differencing algorithm is not suspicious as it could
conceal the message on the RGB pixel and message length as well as the RGB image pixels used as media pixels
[15].

In (2018), Mohamed Abdel hameed and et.al. Their paper proposed a PVD-based approach called adaptive
horizontal and diagonal pixel values difference method (A-HDPVD) for secret hiding Data in the picture coverage
RGB channels. The approach employed by A-HDPVD enhanced the original PVD algorithm to adaptively choose
different directions (horizontal and diagonal) for each color of the embedded channel. The A-HDPVD method
serves to enhance the payload for embedding and reasonable image quality. And they conclude that The PSNR value
of a diagonal direction is greater than the other direction of the image. Relative to the other horizontal direction, the
diagonal direction has the largest embedding payload [16].

In (2018), P. Srilakshmi and et.al. Their paper proposed new method to image steganography for the spatial domain
embedding of text. The message is dumped into the image in the suggested input with reference to a randomly
generated key, on the basis of which text is extracted from the image. So this approach is extremely guarded and
difficult to classify the text information in the image and to extract the secret message from the image is also a
rigorous operation. Extraction can only be achieved if the key is known [17].

In (2018), Aditya Kumar Sahu and Gandharba Swain their paper present an image steganography method by use the
concept of pixel value difference (PVD) and modulo operation (MO). The key components of the ideas proposed by
the solution are: (1) improving the peak signal-to-noise ratio (PSNR), (2) increase in available hiding capacity, (3)
Prevention of fall off boundary issue. The first step involves partitioning the image into non-overlapping blocks
which, in turn, are composed of three consecutive pixels. The hidden information is then embedded in a block using
two phases, (1) pixel difference modulo operation (PDMO) phase, and (2) average PVD (APVD) phase of
readjustment. First, the differences between a block's consecutive pixels are identified then the hidden data are
embedded by modulo operation and adaptive range table. For second step, the average value of the first two stego-

45



Journal of Iragi Al-Khwarizmi (JIKh) Volume:6 Issue:2 Year: 2022 pages: 44-56

pixels of the block and the third pixel is computed for data embedding using PVD method. The performance of the
method that has been presented is compared to existing approaches and was found to be better [18].

In (2020), Ibrahim Abaker Targio Hashem, This paper is intended to examine research carried out in the field of
planning on big data platforms. This paper examined preparation on two aspects in MapReduce: taxonomy and
performance assessment. Their analysis can be the benchmark for experts to suggest a novel algorithm for
scheduling MapReduce. However the analysis can be used as a starting point for beginner researchers [4].

In (2020), M. Venkata Sai Tarun, and et.al. Their paper showed encryption of compressed video bit streams and
information concealed for video security during transmission. To prevent the video from being manipulated, Bit
replacement was used to embed hidden message bits with compressed bit streams [19].

3. VIDEO STEGANOGRAPHY

Video steganography is a relatively new steganographic medium, there have been some interesting schemes
proposed which encode information in multiple domains of video sequences [20]. In real life, Video Steganography
is a very critical activity in which users want data confidentiality [21].
Video steganography is a way to conceal data or information in video format frames. Various methods are used to
hide the secret data in various video frames safe from the human eye [22]. The video file can conceal significant
quantities of information because it contains several frames and also has more storage space and can conceal more
detail than the audio and image files [23].

Digital video is a series of frames that play at a fixed frame rate. The frame rate depends on the regular
video. Digital video Quality depends on parameters such as fps, the amount of pixels in a frame and the size of a
frame. The standard fps parameter is general video formats, with a value between 24 and 30 fps, but two other
parameters are improved from one video format to another, as are the number of pixels in a frame and frame size.
Each picture in a video is a frame with three or four colored combinations of pixels such as RGB (Red, Green, Blue)
or CMYK (Cyan, Magenta, Yellow, Black). The remaining colors of the mediator consist of a combination of these
primary colors [24] [25][26].

Three forms of images exist (or frames) used to test the frames video compression: I-frames, P-frames and

B-frames specified for compression of data [27]. They have distinct characteristics: | (Intra-coded) frames do not
need to decode other video frames but are less compressible. P-(Predicted) frames uses information from previous
frames to decompress and are more compressible than | frames. The B- (Bi-predictive) frames are used previous and
forward Data reference frames for higher data compression [26][28][29].
The benefit of using video as a cover medium for data storage is that the data can be stored in large spaces. More
protection is provided against the attacker because the video file is much more complex than the image file. One
Another benefit is that the hidden data are not known by the human eye is insignificant as the pixel color varies
[27][30].

There are two steps to video steganography. The first step is to insert the hidden message into the video
files. The second step is hidden message extraction from video files [31]. After hiding information in a video file in
several frames, these frames are combined to create a stego video, which looks like a regular video. Authorized
recipient performs the reverse process to extract the secret message or data from the video [23][32]. The video
steganography in this paper using the pixel value difference PVD insertion technique is developed in PYTHON. The
video steganography block diagram is seen in the Fig .1.

Secret

Extracted

Message Data
|qput —»|Embedding Extracting [~ video
Video Algorithm Algorithm

Fig. 1: The video steganography block diagram
4. PIXEL VALUE DIFFERENCE ALGORITHM (PVD)
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Pixel value difference is a method of steganography, it is suggested by Wu and Tsai The high embedding ability
and outstanding imperceptibility of the stego images can be effective in this method [33] [34]. It was considered as a
good steganographic algorithm because of its high payload and good visual perception in the spatial domain [35].
Originally, the Pixel Value Differencing (PVD) approach was proposed to conceal hidden messages in 256 gray
value of images. It can add vast volumes of data without any harm to the image quality, therefore human eyes hardly
notice them. PVD uses the difference between each pair of pixels to decide the number of message bits to be
inserted in that pair of pixels [36].
At first the image is partition into blocks that do not overlap by two consecutive pixels, p; and pi; [8] .the way of
partition run through all rows to each image it begins at the upper left corner of the cover image and scanning it in a
zigzag manner as seen in the Fig. 2.[36][37]

Fig. 2: The PVD non-overlapping two-pixel blocks are created by zigzag
Scanning the rows in a cover image

The differential value d; is determined from each block via subtracting pi from p;.;. The collection of values
for all the differences may vary from -255 to 255. Thus, |d;| ranges from 0 to 255. The small difference value blocks
are found in the smooth region where the sharp edged area is the block with high differential values. The eyes can
handle more sharp edge changes than the smooth areas, according to the properties of human vision. More data can
therefore be embedded into the edge than smooth areas. Therefore a range table was designed in the PVD method
.The Wu and Tsai method involves two forms of range tables. First one of these is to pick a wide range [8, 8, 16, 32,
64, 128] to have a high capacity. The second one is chosen to give high imperceptibility with a broad range of [2, 2,
4,4,4,8,8,16, 16, 32, 32, 64, 64] [8] [15].

In a proposed method will use R = {[0.7], [8.15], [16.31] [32.63], [64.127], [128.255]}, this range is used to decide
the length of bits to be embedded [38]. In two consecutive pixels the number of hidden bit sequences (n) depends
upon the table and is determined as [39]:

Number of bit = Log, (upper width-lower width+1)

OR by n = number of bit
If 0<=di <16 then
Else If 16<=di <32 then
Else If 32<=di <64 then
Else If 64<=di <128 then
Else If 128<=di <255 then

5 333535
[ I |
~NOo ok~ W

The series of bits obtained is transformed to decimal value then new difference value is calculated using the
equation: di'=lower width+b OR by

di'=2"n+b but if 0<=di<8 then di'=b
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The adjusted pixel values are determined on the basis of the following condition;

(P; +ceiling (?), P. -floor (?)), if P> Pwand d;> d;
New value of (P, Ps)= |  (P; floor (%), Pin +ceiling (?)), if P; < Pu and d' > d;

(P; -ceiling (%), P +Hloor (?)), if P= Pyanddi=d

(P; +ceiling (?), Pi -floor (?)), if P< Pranddi=d;

Where m = | di’- di | now computing the new value of pixels this is the embedding process. On the side of the
receiver also calculate the difference between the two pixel block from the stego image di'=|pi-p i+1]. Then
the difference di' is used to check for the amount of concealed block bit streams using the table of range The hidden
bit streams are extracted after the decimal value has been converted to binary form : secret bit = (di’ — lower i) OR
by secret bit = (di’ —2*n) but if 0<= di’ <8 the secret bit = di' [39].

The PVD have some limitation this limitation is fall boundary issues [18] that’s mean the color pixel value may
overtake the range (0-255) in a stego image [8], in a proposed method removed this issue of PVD method.

5. MAP REDUCE

The excessive increase in knowledge and data now makes their analysis a burdensome challenge [40], new
techniques in software, hardware and algorithms are required to meet the demands for analysis of ever-growing data
[41]. Number of parallel algorithms was developed using various parallel approaches that can be described as:
MapReduce, threads, MPI and mash-up or workflow technology that offers various usability and efficiency features
[2]. MapReduce is common technique for massive data processing such as distributed and scalable. It is being used
increasingly in various applications due to its significant characteristics, including scalability, fault tolerance, ease of
programming and flexibility [1].

MapReduce is a programming model for application writing that can process Big Data on multiple nodes in
parallel. MapReduce offers analytical ability to evaluate vast quantities of complicated data [42]. MapReduce is
designed for programmers instead of business users. It's a programming model, not a programming language. It has
become popular because of its simplicity, efficiency and ability to monitor big data a timely way. Applications that
involve concept of indexing and searching, graph and text analysis, machine learning, data manipulation and many
more are difficult to accomplish using standard DBMS SQLs .In these fields, the procedural nature of MapReduce
makes it easy for trained programmers to understand. It also has the advantage that developers do not struggle with
parallel processing the device is done transparently [2].

The basic architecture of MapReduce as the following:

MapReduce operates in a node cluster; one node functions like as a master node and other nodes feature act
as workers. Nodes of workers are responsible for map and reduce tasks running [41]; and the main three components
of MapReduce is: Master, Map function and Reduce function. The master is accountable for allocating assignments
to workers (mapper, reducer), A MapReduce application has a job workflow in which two user-specified functions
are generated, namely Map and Reduce. Each input record is added to the Map function and a list of intermediate
records is generated. The Reduce function (also known as Reducer) is used to construct an output list for any
intermediate record category with the same key. Therefore in order to take a close look at each phase is:

* Input step (master) — The master is responsible for maintaining and providing data and procedures for map and
reduce functions it is a record reader which divided every record in an input file. It can be specified as a key-value
pair, then sent data to the mapper.

» Mapper - A Mapper processes input data that the master assigns for computation and it generates the output in the
form of a pair of key/value item.

+ Intermediate keys - the mapper produced key value pairs are known as intermediate keys.
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* Shuffle and Sort - In MapReduce, the Map task has already been completed, large quantities of intermediate data
are normally transferred from all Map nodes to all Reduce nodes in the shuffle process, the shuffle pass data from
the Mapper disks and the intermediate result will be sorted by keys so that all pairs with the same key are grouped
and the data from the local Map nodes are transferred to reduce nodes.

* Reducer - Reducer takes an intermediate key as well as a collection of key values. This combines these values to
form a smaller set of values.

* Output phase - The final key value pairs will be translated from the reducer function and written to an end file
during the output process [5]. The basic architecture of MapReduce is seen in figure below.

‘ Input data ‘ <«—Input phase (master)
\ v —_v _ v ,
| Input ‘ | Input ‘ | Input ‘
¥ v v
G G G-
- y " p y - L J "
| LKLY | | )iy | | 8008008 |« Intermediate Keys
Y L Y N —
(klivaay) | | (k2:v.y) | | (k3:v.0.y) | < Shuffle & Sort
i R1 J:ﬁ' ":\: R2 / /\ R3 j' < Reduce phase
v v v \
Output data < Output phase

Fig.3: the basic architecture of MapReduce

MapReduce is used in many applications for massive data [41], it is used in optimization algorithm such as
genetic algorithm and Ant colony algorithm and so on [40], and also it is used in another application such as URL
frequency count: map function Processes the login to web page and requests of key value pairs of (URL, 1). URL.
The reducing function adds all values together for the same URL, and the (URL, total count) is emitted [42].

Another popular example is word count application, word count is regarded as a MapReduce program that
counts the number of times each word appears in a text document and gets a sample from a huge set of results and
analyzes them [5]. In a proposed method will use the mapreduce algorithm for steganography to deal with hiding
encrypted secret and confidential message in a video by using many steps because the video is providing a big size
to conceal a large amount of data.

6. PROPOSED METHOD
Due to the development of computer and communication technologies, there is enormous increase in the growth
of data, therefore must provide a technique in order to be able for dealing with this enormous data and information
and also when the need to transfer this data over the internet, therefore, there must be a good way to protect this
important data from unauthorized users or attackers who want access to these sensitive data.
So in the proposed method will used MapReduce algorithm for steganography to hide the encrypted message in
video based on PVD steganography technique because the video is a powerful means of concealment. And can hide
a large amount of data without being noticed by the human eye or by attackers.
First of all the original video is converting into sequence of frame in order to hide the secret message in it
after encrypted this secret message by using (AES) encryption algorithm but the proposed method will not use all
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frames, it is used one frame out of every ten shots of frames, each frame will be included in the phases of
MapReduce as follows, send one frame to the master node the master will divided the frame into four block.

Then each block is send to worker, the workers are responsible for execute the map and reduce task.in a
mapper the block is divided in to three matrix (red, green, blue) and execute some computation to generate the
intermediate result about the matrix dimensions. These result is send to the next phase it is shuffle and sort phase
this phase is take a result from the previous phase and use it to apply the pixel value difference (PVD) method in
order to conceal the encrypted secret message in a block with a secret key (n+15) this key will determined the
position of the pixels that will uses to hide the secret message. Finally the shuffle and sort send the result of each
block to the reducer, the reducer will collect these result to generate the stego frame.

There are two algorithms that must follow in our proposed method the first algorithm is embedding and the
other one is extracting algorithm as will illustrate them in the diagrams below:

Original Video
- {

Convert the onginal video into frames Encrypt the secret message by AES encryption algonthm

Secret Message

v v
Obtain the sequence of frames Corrvert the encrypted message to ASCII code
. .
» Take one frame Corevert the ASCII code to binary code
v v

Ivlaster node drvided the frame into four block each block send to one map

Shoaffle and sort 1

Mapl Map2

L 4

First block of frame
this block 15 divided
into three matrix (ped
Sxeen, bhe) execut
computation to
generate  dimension
about each matrx

Apply the PVD
method to lude the
secretmessage ineach
three matrix in a fist
block with using the
secretkey (n+ 15) b
specify the positon of
pixel to hide mn 1t

v

v

second block of fave
this block s divided
into three matrix (red
green bhie) execuk
compu tation to
generate  dimension
about each matrix

Shoaffle and sort 2

Y

Apply the PVD methed
to hide the secwt
message in each three
matix n a second
block with using the
secret key (n +15) b
specify the posibon of
pixel to hude in it

v

Map3

Y

fhird, block of frame
this block is divided
into three matrix (red
,ereen bhie) execuk
computation to
generate  dimensin
about each matix

Shouffle and sort 3

Apply the FVD
method to hide the
secretmessage ineach
three matrix in a thed
block with using the
secretkey (n+15) b
specify the positom of
pixel to hude in it

pd

Map4d !
fourthblock of frame
this block is divided
into three matrix (red
;ereen Jbhie) execute
computation to
generate  dimension
about each matx

Shoaffle and sort 4

Apply the FVD
method to lude the
secretmess age ineach
three matrix in a fourth
block with using the
secretkey (n + 15) b
specifyy the positon of
pixel to huide in it

v

The reducer collect the result of hlocks and generate siego frame
.

After 10 frame takes - No Ifthe message
the second frame is end

Yes
v

Retum all frarmes into video

v

Obtain the Stego, Video

Fig. 4: The flowchart diagram of embedding algorithm
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Stegn Video

Coreeert the glego video info frames

Cibtain the sequence of gtego. frarmes

Take one gtego, frame

Ilaster node divided the gtego frame into fourblock each block send to one map

Iapl Map2 Maps Mapd
First black of stem Second block of sfem, Third block of siego Fourth block of stegn
frame 15 divided ink frame 15 divided ink frame 15 divided nio frame is divided b
three matrie (ped gmen, three mabix  (red, three  mabix  (ped, three  matix  (red,
Jhhied exeru Sreen, bhie) exemuk Seen, hhie) exemui Seen, bhie) exemui
computation o cotnputation to computation o computation to
generate  dimension generate  dimension generate  dimensim generate  dimension
zheout each matix ahout each matrix ahout each matrix ahout each matrix
Shaxffle and sort 1 Shoxifle and sort 2 Shoaifle and sort 3 Shoxffle and sort 4
Applythe FVD method Apply the VD method Apply the PVD methed Apply the PVD mathed
in reverse o extract the in reverse to extract e in reverse to extract fe in reverse to extract the
secret messagze fioem secret message fiom secret message from secret message from
each three mabix in a each three matrix in a each three mabix in a each three matrix in a
first block of stegn second block of stegn third block of siegn fourth block of stegn
frame with nsmmg the frame with nwsmg the frame with using the frame with nsing the
secrethkey (n + 15) secratkey (n + 15 secrethkey (n + 15) secretkey (n + 15

Exiract encryp tion message

Lfter 10 frame No _
takes the second If the message is end

frarne Yes

Corevert the binary encryphion secret message into &3CIT then to byte code

Decrymt the secret message by rverse AES alzorithm

Chtain the orizinal secrei message

Fig. 5: The flowchart diagram of extracting algorithm

6.1. EMBEDDING ALGORITHM
Take the secret message and encrypt it by using AES encryption method and convert this encryption
message into byte code then convert it into ASCII code finally into binary code.
Take the original video and divided it into sequence of frames, the video is a powerful means of
concealment. It can hide a large amount of data without being noticed by the human eye or by attackers.
Distribute the encrypted message on the frames. But not take all frame of video in sequence manner in this
method will take one frame out of every ten shots of frames.
send one frame to the master node the master will divided the frame into four block
Then each block is send to worker, the workers are responsible for execute the map and reduce task.
In the map phase each mapper will divided the block into three matrix (red,green,blue) and execute some

computation to generate the intermediate result about the matrix dimensions and send the result to shuffle
and sort phase.
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7- In a shuffle and sort phase use the dimensions of the matrix and start to apply the pixel value difference
(PVD) algorithm.

8- The (PVD) algorithm is start by divided each matrix into number of non_overlapping blocks each block
contain two pixel but these blocks are divided on the basis of the secret key (n+15) and the partition will
not be done on the traditional way by all the row for each matrix and moving as a zigzag, but the partition
will be done by moving as a zigzag manner of the columns in each matrix , Therefore it is impossible for the
unauthorized parties to find out any hiding operation of big data in the frames. As seen in figure below:

Fig. 6: The PVD non-overlapping two-pixel blocks are created by zigzag
Scanning the columns in each matrix

9- Then apply the (PVD) algorithm using the previously explained equations. In addition the proposed method
added some adjustments on the method of PVD about exceeding the range (0-255) in the stego frame and
remove the drawback of PVD method by not allow to exceed the range (0-255).

10- After the hiding processing is complete the reduce phase is collect the four block to generate the stego
frame.

11- Repeat this steps for a number of frames until the message is ending

12- Finally After the message is hidden in a number of frames, must collect all frames together to allow us to
create a video again this video is called stego video, this video is the one that will send to the destination.

6.2 . EXTRACTED ALGORITHM

1- Extracting algorithm is the opposite of embedding algorithm, at this point will take the stego video, it is the
video that contains the secret encrypted message.

2- Divided the video in to frames.

3- Also take one stego frame out of every ten shots of frames then send the frame to master node. The master
will divided the stego frame into four block and send each block to mapper.

4- In the map phase each mapper will divided the block into three matrix (red,green,blue) and execute some
computation to generate the intermediate result about the matrix dimensions and send the result to shuffle
and sort phase.

5- In shuffle and sort phase apply the algorithm of (PVVD) on each matrix in reverse to extract the encrypted
secret message.

6- Repeat that steps for all stego frames until all encrypted secret message is extracting.

7- Then converting the binary secret message into ASCII code then to byte code.

8- Finally apply the AES decryption algorithm to obtain the original secret massage.

7. TEST OF THE RESULT
This section discussion the result of proposed system, the system will use the principle of MapReduce
algorithm for steganography to deal with hiding encrypted secret and confidential message in a video by using many
steps because the video is providing a big size to conceal a large amount of data. And talks from implementation of
each frame in video after hide encryption message, as shown in Table 1. And using a set of measurement PSNR,
MSE, Entropy, and correlation coefficient. These measurement are explain in Table 2.
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* The analysis system in this paper focus on how to dealing with big data and how to processing them in an efficient
way to increase the speed of processing by using MapReduce algorithm and also focus how to protect the secret
message by encrypted and hiding it in a video after using the (AES) encryption method and (PVD) steganography
technique in order the secret message cannot detected by the attacker or unauthorized person.

TABLE 1. Indicates for implementation of stego-frame video.

Name of video Original video frame Stego- video frame
frame

44

54

64

74

84

TABLE 2.Indicates for measurements of PSNR, MSE, Entropy, Correlation coefficient.
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Name of video frame PSNR MSE Entropy Correlation

coefficient
Original video frame(44) 17.9426 71.1448 7.4556 0.9986
Stego- video frame(44) 17.9432 71.1440 7.4559 0.9976
Original video frame(54) 17.4421 38.1532 7.2536 0.9862
Stego- video frame(54) 17.4426 38.1536 7.2536 0.9831
Original video frame(64) 17.4428 37.4726 7.2309 0.9838
Stego- video frame(64) 17.4413 37.4730 7.2309 0.9852
Original video frame(74) 17.4382 36.6935 7.1995 0.9790
Stego- video frame(74) 17.4336 36.6940 7.1996 0.9832
Original video frame(84) 17.4535 43.4215 7.3654 0.9968
Stego- video frame(84) 17.4446 43.4215 7.3655 0.9950

8. CONCLUSION

The concept of MapReduce programing model is used in this paper in order to dealing with the video
frames as a big data and used the pixel value difference (PVD) steganography method for hiding the secret message
after encrypted it by using AES encryption algorithm . In this paper many measurement are used in purpose to know
the error ratio and the quality of the image and this measurement is PSNR, MSE, Correlation coefficient and
Entropy. Good results have been concluded with relatively high and low in a result of PSNR ranging between
(17.4336 and 17.9432), there is a little error ratio and concluded a good result of entropy and correlation coefficient.
These results were examined on a 30-second video with 25 fps and this video is in (mp4) format, this video contain
256 frames each frame size is (1280*720 pixels) and hiding (19440) characters in some of these frames. The results
of this system is efficiency, transparency, robustness, powerful in stego video , high capacity , and high security the

attacker or unauthorized person cannot detected any suspicious differences in a stego video.
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