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Nowd.ysi irto&,rjon liiding repftscnrs otr€ ot iEporiarr scien.$,
*hich nrs found mor€ imnorhh.e bJ thc.es€atuhers. Th. so,t of
sleslnognp[y is to tllnsni! n.srgcs to dcsrin,lio" in full s.crecy.
F.on fiar mucl m€dix tynes used lo hid. idornarion tike ii6!ses,
\ounJ! dkk, aod n,r$orl5,,
Thephilosophy or&tega ographydcp.trds oo thr.€etrm€nis in gdn.nt.
Th..rvcr mess{ge, hiddetr mBsige lnd slcgo fi|., in,ddift,a to rhe k y
ahich h son€tiher ussd in hidingrnd exrracdns prc.cs.os.
Some i,fornation hiding le.hniques in rho rex& Illve discussed ihe
,duntrget ind di.odvndt,s.\ ot rhele merho,l\ !nd rheir comp'.\sioos.
in sddilion 1o the disoussioh ofsub-iecbniqo.s ih are retried *ith the
610 bisi. op.rarion!: hidnrg 

"nd 
.ftractinE pro.cascs. Th. paper

oullinesthltinfrrhliio. hidn{in tdts dcmrn& hlrd ooicnlialin borh
nidiDg proc€$s and steA.n.lysis oI rh€ hidil.. u.$ase. tn ad.tirion,
drta-hiding tc.lniques in lexk brinq some qtn€mbitities like orh€r
Inlormrtio, hiding lochriques in otherm.dj! ryDes.
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Bg&Td,djoe!,vda,j"o6.:m5

Ste8anogrcphy lit€olly n rns:
'coveEd wiri',€" and encomp,$es
mcthods of iransmiti,)g s&re.
mes4es thnuei imocrcus ,:over
.,niefr ii {].h r fi,iier lhi l|.
exG&noq ol thc .mbedded mes:asEr
is nDder*rahle l0l. Poh.F th.
blggest advatrb8. Ihal stegroog / aph,
has 6ver cryptography is rhe f& r lha!
tosnission oa sesci $6rmalion ir
non-obsable tlo*cvcr. inlik.
oryplography. steSanogEph, re quiros
dhagiiruLleofoverheadroiridl sm,l,
amout ol inflnnatior I I rj.
'rher€ rE many dife,enr med ia -t!.s
rhatr,f.mrti.ncanh,ihidd.r in. like
(ha8es, sound, dnk !pa$, and
neNolk packe6), *i$ ,iffert.t
tchniqEs. Mosr ol lechniqlcs f( us

on hiding dab in iilagcs n sourd,
and dere e a a.w eseatuh( s on da E

Thk piper fenses on dnalrzina ol
existeDr melhods !l iDfom'iio'r

The amt)sis sil! discus:, the text
media aid rhe dvaiises and
disdvanEges ot roi hiding
teohniqucs. In additioi. th. pap€r
mrles €nprkon of rar cchniques
and rh. vuln.ilbiliq ot thcse
r.chniques No doub" e{ hidin8
cchDiques brin8 sorE vcakneses
Like dher media df in,ormation hidinE
(inE8e, sound, disk, rrsotu), whi.i
al$ bring $nc sinilavuloeBbility.

aEn.! or lin. ho:iD6 rnd
co.*ocied from wordr snner in a
deeminate laiSufge, for ex.mple
Ambic or Eulish laoeu8e. Ficure
(1) elpftser ihe idea of teai

TeIt hidine nems " D@ud..rs nry
b. modifi.d lo hldc inLrdralnri by

matripuhiins posiriotrs of liis ud
words' [16]. ln addirio, nost orrexl
hiding lechniques oim to hide Lhe dala

in rext filos by encddin8 ih. rexr *ith
$mc odEr proceses liko
.omprc$ion and ciphering Flgurc (2)
sho* the geDeril nodel of
infomalion hidiq in ihe lert [31
The frosl popular t{hniques ol
hidine dala in r.xs are [r 2]r
n. Old SPY lsed bY Gennan ii

e. WIi& Space Techniques.

b. T}lo8sphy Techniquo.
i, Contxr Iree Cmmar

j, Dictionry lahiiques
L Linked List Tochniqu..
l. Hidin8 Text in HTML Files.

m, Hiding Text in XML Fjles.

.,Sregrdogrrphy T€rminolo{r:
he phLlo,oph) or {cg!noSriPh} in

ll,c text add other media depends on

.hr. or for basic elemenb, rctoled
cach *irh another: The cover
or.$rge, Nhich can b€ En a6m aiy
om, s.condr the hidd.n n83rge
rrhich mun be scen only frcm ihe
r'.eiver a.d rlE key which k u*J
soDD iimes in Liding Proces, in
addition b rhe ieso nle, which
!o r:4irs borh: the cover ne$lge ond

A.codin8 to lhe remi.olqY
propo..ed by Pnrmnn io rhe flEi

I'fom.tion Hidin8. rhe noisY

heslar knox' d: over and ihc birs
clqinr the noise k tho cdcr bit
Thc bir; m$eddcd I pseudo-mndom
nd!!c ,rc s6rct bi6, The cover bit



subsirured lvirh tlre secrel btrs ae

-lhc cove. icssdacr can be divided ii
rwo chsscs, The .over ,ray be a

d rando accc$
cover. nre lomer is 3 cortiguous dala
i*am, lite a Ehphone connoction
and 1h. ralbr rMy be a fir.. lor
etunDle a ervo nle. ln a $read covsr
it ,nry ro! be no$Lble io rell Li
adYaice wher the corer nesage
hegins. *tu'r il eDds or ho* loig i!
wiu he []1. ln addilioi, the schedes
lor exaaoti',9 dlta cai h. as follorvs:
!, Cover dcros scn€m6: where

iie original cover sigroL is f,eeded
to r.v.al rh. hnB.n inlom.tion.

b. Blitrd *henee:Tle* sqh.mes

emb.dded dab fom the modiilcd
sipal **hour knowl.dge ol the

According io above deliiilions tlr
seAo mc$lge can bc defiied by rhe

I rcpresenis th. OiglialOtjcd.
h tPese s ihe hidd fressEe.Lel( reprc*nts rhe kc, that rh. $b

ln addirion to rhe above lomula ihe
$.Sanallsis alSorirha of ihe hiddeo
nesase (adire siesanelysis) yotu
accordins lo the lbuowils poi st6l:
a. E$im.te dre embedded mesage

E$imate localionG) or tne hiddm

Estimote lh. socr.r ke! rsed in

d. Esimai. lohe paranrteN ot de
nsgo-embeddins alsorirlnt.

.. Exrmi the hidden mcsagc

,r. an.\sn of Techniqnm ol Terl

As desribcd b€fore therc are many
sals to hide dara n icxt These
lechiiqu.s differ fror one io morher
h lne lollowine seciiois rhe arallsis

4,1. Old C.mrn Spy Technique

Dnrins W.rU War IL unencr$ted
,ansmissiois s€.e rsed to scnd
ehbedddd dab. A Comai spy seDr

"Apryentlt ke,nal\ ptokn is
tharaughlt tlscaunte.l .n.l
iekored. hna hotd hit. Bloclade
bsue .0eds prctext lbr ehborso
ob b!-prodett ejecting su.ts dnd

leue! of oach slrd is taken the
folloqiq nessage cm be

''Ps6hings.rls fron NY Jum l"

The .drlDt.3e of ttis lernnhft

!. ll is very simple il conparkon
vith odrer ns9no rechniqu€s
and does nor rsed experience ro
eccomplish the hidinS and

b. The over G vaiable $d qn be
chalpd wnh ny scnt hc$agc.

c. ft docs not need othsr proc*es
relaled wnh infomation hidin8
liko: cncodin!, ciphering a.d

d. nre rey uscd (shich is a s@nd
lerc, is vdiable and can be
rcplaccd by arcder posilion.

e, There h no consbni ftlation
berwc. posnions ro ger specificd
rule lor {es@trlysis of th.
m6sg. beBuse of the



varisbiliiies in posirions od rire

The Vrlncable GpeB ol .hc

Using of rhe key nEy lead io
suc.esstul stclrndysir ol the
n.$ago For .pmple, if the nring
f.und in carier include! lhe word the.
rhen lhr lcy i5liorilen b ih. vrlus I,
2. o. 3. Accodin8 b the previou3
fomuls rhe subsitotion .l the key
u*d which h (2), can be .s ii

rcpritrred Thn can be complicarcd
evm ftrrdB ilthepri sd d{umenr is
a photocopied, as it will ihen suftsr
lrom efieca sucl, as blunii& aDd satt
and-p€ppe, noise. Fi8urc (3)
repres,b an exampie of tbis

advanr4es of .his rechnique

The lrr aqay of ob$dation i! the
splces be$€en lines. Becausc of
in rhc nomal doouments

Gpccially in vord documenl!) the
spaEs &tsen lines appcar in an

ordinary fdm. In addition, thh
ohrr!.teistic demdds: sme
neighbof s l ines ro be un modified.
Hard pore riol G r.quired io
deEt the hidden mcsage,
beNse ths hidin8 pmce$ is dore
in mulli - mmplcx slepc like:
scanni.g and encoding ol tho

Re*anning !n tho Hovered copy
if ns digilal Epes.nr.liot is noi

Th€ VulDembte gsp.ch of rh. rhi3

!, The horizonrat and the veni.al
pofile ol rhe cory ca" be

b. R{omposing the mark proce$

,t 3. While Spxe T..bliqmrl
There d. rhre t*hniq@s of using
white spa€ b encod. dola. Th.se
mdhodi aE: inler*nrac. spacin&
end-of line sDaces, and inerword
spdci.e in jusiined @r. In ihe fielhod
in inter s ance spacing lhe bin.ry
mes38e .d bo encoded inro lhc tcxt
by placing enher onc or No spa.es
after ei.h cminatins cha6ster. e.a ,
a period for Eoslish plose. a

seDicolon for c{od., etc a sinEle

ft c0 be *en that, rhc prcbab iry
.sifrarion (2) will sho* thc we.kiE*
oathis techniqde. In addition such a

contived ne$age world ftver Pa$ a

bis RAM anallsh that amlyzes the
rext lor ihe probabilily (bal it :s

Standard English iy @ip&ing

4.!, Lireshilt Coding Merhod:
ln this nethod, r.xt lin$ arc vefrically
shited to cr.ode dre deumdt
uniqdely Encoding ard decoding can

Sene6lly bc lpplied either ro the file
fomat .ftbe deumen! or rhe bitmtp
of a pa8p inag.. However, if a

'loeuo is narked rill! line{hilt
coding, n is pani.!l,rl, diflicnlt r.
remove the eicodin! il rhe dsument
G in paper fomar. E&h p3se will
ic.d 10 6e rc{sncd rltered, md



space.ncodes a "0," Nhile *o sp3c.s

In rhe mahod of end of line sp&es
ln. enoding of data can be done by
inseting spaces ar ,re eDd .f lincs.
Tne data @ encoded auovidg for a
prdetennidcd number of sF.es at
the end of eloh inc. Tlvo lpaces
encode o& bir pd linej lorr .rcod.
rso, eighr e code ihree. elo .
&ua.i.rlly incrsing rhe amounr of
i'rfomatloD $e can sncode iv{ thc
previous m. rod in the ieii rhich h6
been sclcctivelyru*iied, lnd hls th.n
had ipacas added ro rhe end of lircs io
encode more dala. Rules hov. br.n
added b r€veal the whnc space al ihe

Thc mon etfectne subiechnique ol
white space is enre 

"e 
word sp.ces,

in qhich ,ial! ore encoded by
conLrclling wheE the exna spaces de
Plrccd. One sp.* brween *ords is
inrelprctcd rs a '0.'Two spaces de
idterprtrd s . l,' Ihis msihod
rsllc in sevehl bih encoded on each
linel.ll,
One oa the proridod slcCarcgraphic
soiware h sof.Naro mlled SNOW,
*Lich u% rhe *hire sp&e ro hide
s.cret messcs. sNow hides the
messE€ in ASCII rexr rvithoul
affecting iho vkual represe[atioi ol
rhe rxr ll5l. rle sNow prosdr
rune in $o hrin !Dc€e6:
Eidnrg pmces: *hich .o! bo dore
sccodingto nE lolloqing eeps:

opliomlo]c!-plion}@[fl]ri.ilii&n
f,rlr.cling P.o..$r w[ich c.n be
ddne a(ordinElorhelolio*i're sreps:

d.crypriotr -> oprioiat hcompresioi .>

l povides son*@ us or *hne
sDace tchniqn. as cohbin.d me$od
with Coilexr Ifte Ga'nmar (ClC)
appmach tu hide rosaPe in rcri fi1cs

Thc provided appmach is similar to
SNOW son*m shicri kei
comple$io! and eNoding in both
hidiq aid exractinS iaEe' Ihe
diffeEnce beN*n SNOW and lhh
sr$.m is rhe con$fl'clion of(CFG)
dles and productions, whi.h ir 1be
bash md fr* srp in the (cFG)

Aiolhor new $ftwae pro'ided, is a
s.aphial cdnor u2l, wLich h
desigDed acco.di',8 N rhe O!.leci
Orient.d Pro3r.ining (OOPI atul
softlvse €neiiee.iiS conccpB as !
sirilar software to wo proEsor.
The Emghical .dilor succc.ds in
nranipulari4 rhe problem ot whne
space iechnique lopern€ ihc fir. in
rhe word proce$or).li addnioi: lhe
ft*tn technique rn{eass $e
.nrcunl of hidden f,esexe, thal s by
beneliring non lie spacca found i!
th. h.rder fite loear of rhe enibr
Siiilarly, as in No previous systems
rhd SBplricdl editor uses encoding 6!d
ciphern'g sub pr(eses. Afte!
spplytug lhe Smphical cditor (o lome
exan,ples itisse.nthillh.siaof the
hidd.i mesag. is apprcximarel.r
equal to (27%) relariv. io $e coler

The dunhge! of rhse iechdquB:
r. ChaDsi.s rhe iu(ber of lailiiA

spacs ha llfil. .hatr€ ol
changins the meatring of phmses

b. T1rey.& unli*e line shin 6din8
or wod shift codtia which need
$.nnjig rhe documenr in fte

.. causal reader is uniil.ly to tske
norice of slighr modificlriors ro
Bhit spae (rar away ion

d. They .m hide more t rs wh.n
applri"B (inrd *.d ,pacet sub



.. Th.y can be nsed ss a combined
me6od with tno$ rechniqu.s ol
hidiit dara in rhe lexs. For
example they on be .ohbin d
with dictioa.ry leohniquc, (ClG)
lechniqtre or Linkcd lht

r. $ov .a! he doE }ith any Ie(
Tho vulNrablc rspdt of lh.ss

The non popu arvuldoftble aspect ol
rhite sp&6leclrniques is (he shifting
ofspaoesshen opeiing !h.lil. wirr 0

4.,1. Synt ctic Te.hiqu6:
Synh.tic mdhod lncansr.higi',8 fi e
diclion and st.uctuE 6r rexl wilhout
signifionny dhering heaning or tone.
Ther. are (atry oiEunsh.ces lhere
puctudion is ambiluous d vhe!
hkpun.toarion has los impad on dD
neanins of rhe rexr lor exmplej Lre
ph6s.s "brcad, bLter, and milk' .ndihHd h rer ld milk" 3rc both
coisid.Ed cor.cr usaAe ol @hm.r

Thore are soDe rechniquesshich !e
Inis appmach! w can dis.us nl
leohniqu., whi.h $es (CFG)
dpprodch. The Eoridcd sysrn works
iccorCiis ro t[e lo]lowingalSornh'n:

,roduorion ruks 6y usn,g CFG
b, En.odlng nng.: in wiich lhe

*nd* derivcs ue specific sring
our olrheCFC. rvhich wiu ad as

c. Conpre$ion *rgd: thd is by

d, fiiding Sr.e.: Hiding tho
codpBsim lauN fton dre se{a
me$age by usinE a combinatiotr
of whire spa.e tehnique (incF
*o!d sFcc, dd synraciic
tchnhoe rh.r uliliEs punctortion

e, Decoding Srlge Thh sep
in.ludcs some sub $eps ro exbrct

The Adrmtaga or thh lcchDiqu.
lrl'
.. Th. hidi',E prces ofrh. binary

padls sivcs good esuh, so ir
olltrcs moE spac.s beseen
*ord. 10 be used in hiding

b. Usins or (cFc) ince6es rhe
securily ol the hiddcn 0e$sge.
b@lusc ol ns ing deremir e d rules

c. No need for the kDowbn8e ol
orixi.il nc$ase in th. decoding

Prce$(rcEivingPrc.es)
Ihe Vollehble apels df thls

a, The limielion ol $e :Yrem bY

usina prcducrion nlcs. Fdr
exmplc il ihc s)srem us Finite
slote Autonara (FsA) then it *ill
he.ome m.re flexible and

b. lr is difiicuh ro s.lecr $eaningful

consideriDs ihe evenlual
gramatic.l requnment ol a

Brural lm8uace stll+$nrce

1,5. Dicnon.ry Techniquosl
Ther e $me &ch.iqu.s Nhioh use

dictio.aries in lnfomation hidins in
r*ts. The finous No &chniques
dc.ling with rhh approach are:

'Ihis techni@e depends on

consrrctinc a didio.trry. shish
conEin, *ods sned in .lphabdi€l
order. The* words rft rvriien ii
lorer c5s (small laer) so rhar each

letcr in lhe qord is conveded ro ils
codc {Asctl) E&h *ord in th.
dictionary ctu, r.pEse a singlo
(letter or slnbol) or lhe sedat
me$age accordlna to rheir ood.s.
Thh Sysrem is char&ieriz.d by thc

4 fte synem can cncode rhe

ne$a!. dkecny in rhc lexr h,



exploiiine dr naiuftl for oi the
lo*cr .6c ol tho le1ier wilhod
altoriDs thc loan ofihe leiter.

b. The sysrei! dllows dte u*r to d.al
iirh. di.tion.ry and picl up ihe
suiabk words from it ro brlldthc
ncgo m.sage lor ony secret

c. The sy$em is fleri61e *irh some
options srch rhat the Gct ca(
buiid rh. s.go N$aBe m&rBll!_
or sutonelicllly by i*o b ic sub
rechniques: lhe mli.nny fearud
lom ol a lenq or by usitrg rhe

Tb r .d rentages of lh is method l2ll
* The synen docs nor n.cd the

originol m.$age bcoace n
erpbns lhe n.kdl fom ot tho
lower cose wiihou alieing $e
aom of lhe lener Thh 0ill
incrers the se.uriry of 6c
sy$m. This mclhod hE mort
finEss fian featuE coding

'nerhod 
be..u$ lho lad€r nEdDd

vill.her Lhe fom ofth.leser ro

ne$ige, rhci lhs recciver nceds
the oriSinal e$d8e b decod. thc

b, Th. syslem does not consuhe a
large amounr of spacc for
encodine the n.ss8e. To encode
. lder in tr qord, rhis will noed
onll a solcctdd *ord fD,n a
dicrionary io ercode rhe enftc

., The rynem *ill hc pror..t d fror)
tlE qonl proce$o. becanse ii
dos nor use rhc ch &crntics of

Th. vdnor.ble aspect .f rhh

a, Thc li'hiratiotr of lhe stsicm
hecuse of usiissmall lene6

b, Th€ using ol uD ique te! ii hiding
p.occ$. which is on. lcier in ir
dicrionary wods This c.n lead ro

succe$ful $%aMiYsi becalsa
encodira lccfiniques .re kDowtr,

c, Usiog of bnrary cddes ro onsde
the secd mesaAe oar lead to
suce$f.l stogualysk b@ause:

there arc sonE {eganalysis
r{hniques *hich deal with
anaLyzing ol binary code!. for
eraDplq suppo\c thc analy$ uss

l-cr: (k) dcnote a cover mesg8e.
Le!: $(k)) denole the hidden

Ther lhc $.3o me$age bc

(k) = (t) + s(k), k = l, 2, . . ,N
Accordiry 10 drc oharacrerislics ofthe
ryscm lhc stegMalYsis, h blind
scheme vhich doos not need rhe

". s(k) = 0 in the .bovc fomula.

0,1,2,3,.,,,,N *hich corespond
tor 000000. 0000001,0000010,
000011,....,N in rhe sy$sn
Thcse bimry cod€s can be

4.5-2. NICETf,XT Sy*cm:
h is anothe. softs.rc thal uses d

dictioiary l.chnique contincd wi$
synlsltic merhod (cF6) lech.ique.
Tnn lehlique k provid.d by [?] in
lonvde colled {I'TICETEXT)
p@gm'n The basic dea of rhe
Ni€rexr k to hidc oiphenexr or plain
bxr &oordi',s ro lhe lollowins

a. indepordmt ol the inpur
ciph.nor i! oh@$s a &ncxlual

b. lt rcads E ncxl iord rype iom

., lt reads enough biis fiom input
cipheftext to scl4r a pirtictrlar
vord ollhc pmper gPe froh lhe



character randonrly i', the link.d lhl
data f'etd. For exanplq if !h. cover is
cotrnrucbd fron (200) ciaacies,
lhsn ihe sy{e'n on hidc maxirally

Thcldvrnr!36orthistccb qo.:
e. The obiliry olhiding eirhcr plain

b. Higi securlty by using both
neSamsBphy aM cryProSraPhy
itr iidlig snd exhdins

c, Cap.city of hidir'E nre$age by
usil,B big and flexiblc

d. DilIculi lieganalysis ol hidden
nes4! because lhe ry*em has

dE propeny to seneraro dorc rhrn

th. Vuln.rlblc rspdb ol tbh

!. The mosr oNious pmbien snh
rho anual herhod is Ihd it tokes
too long to .nter laep 1isls.

h. Nicetext focuses on crcari.e
Ia4e, sophisii.a|d dicliomries

trords denDM soi caego, ies lor

opeBlion can be don. by nori.g rh.
posirions oa aDea.anoes olrhe hidder
nD$aEe in independed objecr like
a@y bd thm cxt,ct rhe contenr ol
(he imy 1o get lhe hidden mesace

t)l
The rd*n.sges of li.,r.d lh.

.. lt ned 6codin3, compF$lon or
other sub opoD.iors, just hiding
md exrrading ptucc$rs.

mcsa&e is equal ro dE covo

c n hides data in word Docrmcnr

d. Il can be conbin.d with .ther
techniqud like *hne .pac..

e. No need for the cover me*a8.
atet eoomplishin8 hiding
,roes and savinE the *3o filc
(rhe cover un be changed t! orher
object like ina3.. sou d or

t Aier applyingrhc sysee to some

esmples i1 h oblious thit the
sirc ol lie hidded ne$.gc G

(100%) relativ. b 6e cover sizc
ld ddnion illinked lisl isapplien
in @nbination Nnh *hne space

lechnique rhen ths siz. ol hidden
mesa8. u incrcas. ro (l lovq).

th. vulrcnble rup.cl of llnked

Sres.nausis can be done ror this
c.hnique by trling ro a€e$ iremory

Mos oa exisring echniques of dah
hiding in texts rE lnnih ii hiding
ond exaactin8 po*ses and sub
pEce$es. Thes i6il.r oPerations

4.6,Llnked Li s T.chrique:
Most rechniques of dah hid:ng in
!e{s ain to hide inlomalion in rexr
files. I2l Prcvidine a netr approach
ro hid. dara in word docunent liles.
The pr.vided lechnique oss a

Snphhal ednor, Nhich n d.siSned
&.ordnrg to v.c+ Md sohvdc
cnginc*ins cono.pts b bc limila$
word pmcesor Linksd lha are 6ed
6 a s.arching lechniqle h.iween i*o
obj.crsr fi. covs whioh .o ains all
charcte6 of rh. hildcn mc$agc !trd
lh. hiddcn object which mun be le$
then or equl ro rhe cwer objecr
Unlike previous lcohniqEs lhis
mahod d&s .ol use encoding and
d.mditre, .o'npe$ion and
desmpresion or ciphering xM
deciphsire becau* it hides fill



can bo s.en i6 table (l), whichsivcsa
mnparkon b.nyletr mo$ ol terl

From the above table, it is

obvious that mo$ or hiding

iehniqucs u* muLtiple sophGiicakd

deciDhcriDe. eilodng. decodinS,

co ;k* on i d d.!o p,..iui rh!
t, eqe\ !f Ef ch ar(rin\

(nultip; pNss$ e.tlE inoiesins
of lecurio of l,iddennesrse ln spile

or uii;s Ese sophndcal.d
.MBrionsrhar d@s nor prcle

;ganalysG of hidden me$age in the

ie$. and still ihcre arc some

weakn.ses as silh oiher inforn.rion
hdn'g re.hniq!.s, \h'.li b trs\imil-
!trlnedbilnkB. Hoqe\.r 'no( or
siesa'ElFk Eon.iqu$ focus on

sresanaLysis ol inuges. this prcpedv
Jocrcases rhe dekction of hidden

Fe$.ge in rexh. Ii Eddition , the
popuiariry of E txr flle is due ro the

characteristics olgood $%aiogr+hv
svnem. Bhich arc: hrse apacltv.
L;si dd '.""q *J l,id
,mp.(epibiLiry. drr lr 'lii3 in rerts
(an be d mdtrtrrd bY rhe fnlloting

i somc ri 
'c.hrioresoldd 

L hld I s
in lexh .re chrddoized bY

n6es\ like Niceiql Echniques
;id Nhire !pa(e r(hn'q(s l'h '
p.openY s'11 ib.tr3se lhc *c!al
of hidden nesag!. bdause or
using borh $e3&nog.Piy and

l1l Abdut wsnab, H., B..
rnrormrlioD Hftline in wrinen
rerr UlinE CunE free
G"inrM. raFGr. MS( Tnosis.

UnircBity ol T4hnologl',
Depsm.trr or ComPUrer S.ience

ani lirodd on sr*(rn,

l2lAlShsm$Y, R. A. firdlng T€xi
ir Te Usitrg Di(rionar,
M.6od, Msq Thesis,
DeDan enr olComputcr S(knre
*i t,to*:tLon synem.
Univ*s1ry of TechnoLog!

lll AideEon. R. Irrorh ioo

Eidin*, Fi^r lnre 
'on,LWo shop, cambridg!. 1996.

l{l Bendcr, w. sid 6ruh1. D.
rnrim,rioh Uid'trq & Dtlr
tliding, IBM slster Jounal vdl.
35 hip,/*v. Research..om

Isl Chandramouli. S.. T., A
Malh.Ertical spP.o.ch lo
Stg.nogdphy, Elcctic.l and

Compuler EngincerinS, sle!.i!

r(e r) lLe D( on€D CFC
rnihlJ + hirdd 

'otr 
hod^r

kchri'tues rrc cha$dc#.d bY

the abilily 10 bc .ombined wiih
orher &.hniqucs lil. Dic(ionary,
CFC sd linked ld!. Thesc

propenies *ill iicrcase ihc
crpacii) ol the hidden mc$age.
FiE$e (4) sho*s rhe ennnatd
mprcit olmoY ol daia hidi.g ir

b. SoBc techniquss trle clph.rin8
{and,/or) key procc$d. in hidi',g

16l Ch dEDuh S, T, A ne
SErrtr,\$ of Sequ.rrirl
srqrnolEphr LkrtNl aid
(u tLrer EnBtrtnig 5'$ens
({nlk ofT{h olos, 2000



I7l Ch.pnan, M., T.. Hldlng lhc
Aidden, A SofiH.re Systen for
conc.,lidB cipherteir Ar
Inn{uous Terr, lvlsc Thcsis,
linive*iry ol Wi$onsin
Mil*aukee, Depatuen! of
Compl.rS!i! .d.1993

l3l bquo. s, ,nd Mikiio. K.. A
!6Dos., otr intormdion hi.li.s
Derhod! using xMI- UniveEiiy

and Computes Dep.nment ol
Computer ScieDce md SoltrYare

l12lTome, A, M., D$l3n and
Inpl.ntrnt..ior of Teit's

tel johison md j'jodh , s.,
inforn.rion Hidint
Slegrnogrlphy "nd Wrrer
Mo.kirg rld Courtrnelsurcs
, Klus.r , Acad.nic Publisher

Itol Johisoh dnd jajodia . S.,
info.n8rior Hiding Second
lrncnarioial Workshop, Or.gd

lrrl Popa, R, An Anrllsh or
Slegrnq6phi! Iahtriqu€, rhe
P.tn hnica" utriveEity oa
Timkoa6, Faculry of Automatics

hformrnold Hiditrg Pu.p.r.s,
MSc. Thesis, lnfomatics Instilule
for Po$ cddu.rc, Baendad,

I13l Hos sNow mrLi
2002 htor/w.modchar.oe/qry
!!qt&&!!&!d!!9!-!$9.b!41

ll.l1 Eid6 Arbft.ry D.l! ln rDy

!!44r44]!!Lirl!!qq!
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' 2001
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li6l Rich T.!i M.dlr, 2001.
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{ reN ril be delin.d in " clused fio< ('lio( bords
.nd coDstructed frcd $o s wrincn in a.lereminare

,i.FJ olqr Jul rri- 1i!- LL-;;rl, !-il q.6sr

. * r,.l).L^lsll& eF

Fi6u(r l) \ n' dc for 4mhrrLd Lnghshrecntrditr

ri-lre I L ! iplL oflme Sh n .id B.

Figm (:) C<ftmlnoLlelof hrd'ig d.k in kns
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