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Abstract

Nowadays; information hiding represents one of important sciences,
which was found more importance by the researchers, The goal of
steganography is to transmii messages to destination in full secrecy.
Frem that much media types used to hide information like (images,
sound, disks, and networks).

The philosophy of steganography depends on three elements in general:
The cover message, hidden message and stego file, in addition to the key
which is sometimes used in hiding and extracting processes.

Some information hiding techniques in the texts have discussed the
advantages and disadvantages of these methods and their compressions,
in addition to the discussion of sub-techniques that are related with the
two basic operations: hiding and extracting processes. The paper
outlines that information hiding in texts demands hard potential in both
hiding process and steganalysis of the hidden message. In addition,
data-hiding techniques in texts bring some vulnerabilities like other
information hiding techniques in other media types.
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1. Introduction

Steganography  literally  moans:
"covered writing” and encomp:sses
methods of  transmifting s acret
messages through innocuous over
carriers in such a manner thal the
existence of the embedded mes sages
is undetectable [10]. Perhape, the
biggest advantage that steganogiaphy
has over cryptography is the fac:( that
transmission of secrer informat ion is
non-ohservable.  However, unlike
eryptography, steganography re quires
4 magnitude of overhead 1o hide: smalj
amount of information [13].

There are many different med ia "vpes
that information can be hidder in, like
(Images, sound, disk space, and
network paciets), with different
techniques. Most of techniques focus
on hiding data in images or sound,
and there are a few researches on da'a
hiding in texts.

This paper focuses on analyzing of
existent methods of information
hiding in the text.

The analysis will discuss the text
media and the advaniages and
disadvantages of text  hiding
techniques. In addition. the paper
makes comparison of text techniques
and the wulnerabilipy of  these
techniques. No doubt text hiding
techniques bring some weaknesses
like other media of information hiding
(image, sound, disk, networks), which
also bring some simiiar vulnerability.

2. Text Media:

A text can be defined in a closed
frames or line  borders, and
constructed from words written in a
determinate langunge, for example
Arabic or English language. Figure
(1) expresses the idea of text
medial 14].

Text hiding means * Documents may
be modified to hide informadion by
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manipulating positions of lines and
words” [16]. In addition most of text
hiding techniques aim to hide the data
in text files by encoding the text with
s0me other processes like
compression and ciphering. Figure (2)
shows the general model of
information hiding in the texts [§].
The most popular techniques of
hiding data in texts are [12]:

a. Old SPY used by German in
WWIL

Line ~ Shift Coding.

Word — Shift Coding.

Feature Coding.

White Space Techniques.
Syntactic Techniques.
Symantic Techniques.
Typography Technique.
Context Free
Techniques.

Dictionary Techniques.
Linked List Technique.
Hiding Text in HTML Files.
m. Hiding Text in XML Files.

Grammar

mEm e s T

e g

. Steganography Terminolo-gy:
The philosophy of steganography in
the text and other media depends on
three or fonr basic elements, related
each with another: The cover
message, which can be seen from any
one, second: the hidden message
which must be secen only from the
receiver and the key which is used
some times in hiding process, in
addition to the stego file, which
contains both: the cover message and
the hidden message.

According to  the terminology
proposed by Pfitzmann to the first
internarional Workshop on
Information  Hiding, the noisy
messag: known as: cover and the bits
carrying the noise is the cover bits.
The bits embedded as pseudo-random
noise are secret bits, The cover bits
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substituted with the secret bits are
called hiding bits [3].
The cover messages can be divided in
two classes. The cover may be a
siream cover or a random access
cover, The former is a contiguous data
stream, like a telephone connection
and the latter may be a file, for
example a wave file. In 4 stream cover
it may not be possible to tell in
advance where the cover message
begins, where it ends or how long it
will be [3]. In addition, the schemes
for extracting data can be as follows:
a. Cover escrow schemes: where
the original cover signal is needed
to reveal the hidden information.
b. Blind schemes:These schemes
allow direct extraction of the
embedded data from the modified
signal without knowledge of the
original cover. [11];
According to above definitions the
stego message can be defined by the
following formula:
[=1{{ Lm,K) Such that:
1 represents the Original Object.
m represents the hidden message.Let:
K represents the Kkey that the two
parties share.
In addition to the above formula the
steganalysis algorithm of the hidden
message (active steganalysis) works
according to the following points {6]:

a. Estimate the embedded message
length,

b. Estimate location(s) of the hidden
message.

¢. Estimate the secret key used in
embedding,

d. Estimate some parameters of the

stego-embedding algorithm.
Extract the hidden message
{grand goall).
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4, Analysis of Technigues of Text
Hiding:

As described before there are many
ways to hide data in texts, These
techniques differ from one to another.
In the following sections the analysis
of some of them is given.

4.1, Oid Germun Spy Technique
used in WWIIL:

During World War 1. unencrypted
transmissions were used to send
embedded data. A German spy sent
the following message [9]:
“Apparently neutral's protest is
thoroughly  discounted  and
ignored, Isman hard hit. Blockade
issue affects pretext for embargo
on by-products, efecting suets and
vegetable oils.”

After taken the seconed

letter of each word is taken the
following message can be
extracted.

“Pershing sails from NY June 17

The advantages of this technique
are:
a, It is very simple in comparison
with other stegano techniques
and does not need experience to
accomplish  the hiding and
gxtracting processes.

The cover is variable and can be
changed with any sent message.

It does not need other processes
related with information hiding
like: encoding, ciphering and
compressian,

The key used (which is a second
letter) is variable and can be
replaced by another position.
There is no constant relation
between positions to get specified
rule for steganalysis of the
message  because  of  the

<.

d.

€.
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variabilities in positions and the
words.

The Vulnerable aspects of the

above technique are:
Using of the key may lead to
successful  steganalysis of the

message. For example, if the string
found in carrier includes the word the,
then the key is limited to the values 1,
2, or 3. According to the previous
formula the substitution of the key
used which is (2), can be as in
follows:

[=f(I,m,2)

If we analyze the word (the):
[ I;i E \
1; 2 ; 3" Probability

Frobability  Probability Estimation
Estimation Estimation

It can be seen that, the probability
estimation {2} will show the weakness
of this technique. In addition such a
contrived message would never pass a
big RAM analysis that analyzes the
text for the probability that it is
Standard English by comparing
adjacent words.

4.2. Line-shift Coding Method:

[n this method, text lines are vertically
shifted to encode the document
uniquely. Encoding and decoding can
generally be applied either to the file
format of the document, or the bitmap
of a page image. However, if a
document is marked with line-shift
coding, it is particularly difficult to
remove the encoding if the document
is in paper format. Each page will
need to be rescanned, altered, and
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reprinted, This can be complicated
even further if the printed document is
a photocopied, as it will then suffer
from effects such as blurring, and salt-
and-pepper  noise.  Figure  (3)
represents an  example of this
technique [11]:

The advantages of this technigque
are:
a. The far away of observation in the
spaces between lines. Because of
in the normal documents
(specially in word documents) the
spaces between lines appear in an
ordinary form. In addition, this
characteristic demands:  some
neighbor’s lines to be unmodified.
Hard potential is required to
detect the hidden message,
because the hiding process is done
in multi ~ complex steps, like:
scanning and encoding of the
shifted lines.
¢. Rescanning in the recovered copy
if its digital representation is not
available.

The Vulnerable aspects of the this

technique are:

a. The horizontal and the vertical
profile of the copy ecan be
compiled.

b. Recomposing the mark process
can be available.

4.3, White Space Techniques:

There are three techniques of using
white space to encode data. These
methods are; inter-sentence spacing,
end-of-line spaces, and inter-word
spacing in justified text. In the method
in inter sentence spacing the binary
message can be encoded into the text
by placing either one or two spaces
after each terminating character, e.g.,
a period for English prose, a
semicolon for C-code, etc. A single
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space encodes a "0," while two spaces
encode a"1." [4].

In the method of end of line spaces
the encoding of data can be done by
inserting spaces at the end of lines.
The data are encoded allowing for a
predetermined number of spaces at
the end of each line. Two spaces
encode one bil per ling, four encode
two, eight encode three, efc.,
dramatically increasing the amount of
information we can encode over the
previous method in the text which has
been selectively justified, and has then
had spaces added to the end of lines to
encode more data. Rules have been
aclded to reveal the white space at the
end of lines [4].

The most effective sub-technique of
white space is enteiring word spaces,
in which data are encoded by
controlling where the extra spaces are
placed. One space between words is
interpreted as a "0." Two spaces are
interpreted as a "1." This method
results in several bits encoded on each
line [4].

One of the provided steganographic
software is software called SNOW,
which uses the white space to hide
secret messages. SNOW hides the
message in  ASCI[ text without
affecting the visual representation of
the text [15). The SNOW program
runs in two main processes:

Hiding process: which can be done
according to the following steps:

Message-> optional compression
optional encryption->concealment in text

Extraciing Process: which can be
dene according to the following steps:
Extract data from text -> optional
decryption -> optional uncompression ~>
message

(1] provides software uses of white
space technigue as combined method
with Context Free Grammar (CFG)
approach to hide message in text files,

==
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The provided approach is similar to
SNOW  software,  which  uses
compression and encoding in both
hiding and extracting stages. The
difference between SNOW and this
system 15 the construction of (CFG)
rules and productions. which is the
basic and first step in the (CFG)
system.

Another new software provided, is a
graphical editor [12], which s
designed according to the Object
Oriented Programming (OOP) and
software engincering concepts as a
similar software to word processor.
The graphical editor succeeds in
manipulating the problem of white
space technique (opening the file in
the word processor). In addition: the
newest technique increases the
amount of hidden message, that’s by
benefiting from the spaces found in
the header file format of the editor.
Similarly, as in two previous systems
the graphical editor uses encoding and
ciphering sub  processes. After
applying the graphical editor to some
examples it is seen that the size of the
hidden message is approximately
equal to (27%) relative to the cover
message.

The advantages of these techniques:
a. Changing the number of trailing
spaces has little chance of
changing the meaning of phrases
OF SENTENCESs.

They are unlike line shift coding
or word shift coding which need
scanning the document in the
hiding stage.

¢. Causal reader is unlikely to take
notice of slight meodifications to
white space (far away from
observations),

d. They can hide more bits when

applying (inter word spaces) sub
technique.
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e. They can be used as a combined
method with most techniques of
hiding data in the texts. For
example they can be combined
with dictionary technique, (CFG)
technique  or  Linked  list
technique.

f. they can be done with any text.

The Vulnerable aspects of these

techniques:

The most popular vilnerable aspect of

white space techniques is the shifting

of spaces when opening the file with a

common word processor,

4.4. Syntactic Technigues:

Syntactic method means: changing the

diction and structure of text without

significantly altering meaning or tone.

There are many circumstances where

punctuation is ambiguous or when

mispunctuation has low impact on the
meaning of the text. For example, the
phrases "bread, butter, and milk" and

"bread, butter and milk" are both

considered correct usage of commas

in a list [4].

There are some techniques which use

this approach; we can discuss [1]

technique, which uses (CFG)

approach. The provided system works
according to the following algorithm:

a. Production Rules: Construct
production rules by using CFG.
b. Encoding stage: in which the

sender derives one specific string

out of the CFG, which will act as

the stego-chject.
¢. Compression stage: That is by
using Haffman codes.
Hiding Stage: Hiding the
compression paths from the secret
message by using a combination
of white space technique (inter-
word spaces) and syntactic
technique that utilizes punctuation
Decoding Stage: This step
includes some sub steps to extract
the final message.
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The Advantages of this technique
[1]:
a. The hiding process of the binary
paths gives good result, so it
offeres more spaces between
words to be used in hiding
process.

Using of (CFG) increases the
security of the hidden message,
because of using determined rules
to generate the word.

No need for the knowledge of
original message in the decoding
process (receiving process).

The Vulnerable aspects of this
technigue are:

a, The limitation of the system by
using production rules. For
example if the system uses Finite
State Automata (FSA) then it will
become more flexible and
effective,

It is difficult to select meaningful
type categories without
considering the eventual
grammatical requirements of a
natural-language style-source.

4.5. Dictipnary Techniques:
There are some techniques which use
dictionaries in information hiding in
texts. The famous two techniques
dealing with this approach are:
4.5.1. Raghad System [2]:
This  technique  depends  on
constructing a dictionary, which
contains words sorted in alphabetical
order. These words are written in
lower case (small letter) so that each
letter in the word is converted to its
code (ASCIl). Each word in the
dictionary can represent a single
(letter or symbol) of the secret
message according to their codes.
This System is characterized by the
following things [2]:
a. The system can encode the
message directly in the text by
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exploiting the natural form of the
lower case of the letter without
altering the form of the letter.

The system allows the user to deal
with a dictionary and pick up the
suitable words from it to build the
stego message for any  secret
message.

The system is flexible with some
options such that the user can
build the stego message manuaily
or automatically by two basic sub
techntiques: the stationary features
form of a letter or by using the
dictionary.

The advantages of this method [2]:
a, The system does not need the
original message because it
exploits the natural form of the
lower case without altering the
form of the letter. This will
increase the security of the
system. This method has more
fitness than feature coding
method because the latter method
will alter the form of the letter 10
encode the

message, then the receiver needs
the original message to decode the
secret message.

The system does not consume a
large amount of space for
encoding the message. To encode
a letter in a word, this will need
only a selected word from a
dictionary to encode the entire
letter.

The system will be protected from
the word processor because it
does not use the characteristics of
open-space method,

The Vulnerable aspects of this
technique are:

C.

a, The limitation of the system
because of using small letters.
b. The using of unigue key in hiding

process, which is one letter in the
dictionary words. This can lead to
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successful steganalysis because
encoding techniques are known.

Using of binary codes to encode
the secret message can lead to
successful steganalysis because:

C.

there are some steganalysis
technigues which deal with
analyzing of binary codes. For

example, suppose the analyst uses
the following formula:
Let: s(k) denote a cover message.
Let: w(k)} denote the hidden
message.
Then the stego message be
obtained as:
z(k)=s(k) + w(k), k=1,2,.. . N
According 1o the characteristics of the
system the steganalysis, is blind
scheme which does not need the
cover; that means:
a. s(k) =0 in the above formula.
b. K takes the values:
0,1.2.3,.....N which correspond

to: 000000, 0000001,0000010,
a0001Ll,... . N in the system.
These binary codes can be
estimated,

4.5.2, NICETEXT System:

1t is another software that uses a
dictionary technigue combined with
syntactic method (CFG) technique.
This technique is provided by [7] in
software called (NICETEXT)
program. The basic idea of the
Nicetext is to hide ciphertext or plain

text according to the following
algorithm:
a. Independent of the input

ciphertext it chooses a contextual
template, if current

one is exhausted,

It reads the next word type from
the template.

¢. It reads enough bits from input
ciphertext to select a particular
word of the proper type from the
dictionary.

Output the word,
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e. Repeat until end of
ciphertext.

The advantages of this technique:

input

a. The ability of hiding either plain
text or ciphertext,

b. High security by using both
steganography and cryptography
in  hiding and  extracting
processes.

¢, Capacity of hiding message by
using big  and flexible
dictionaries.

d. Difficult steganalysis of hidden

message because the system has
the property to generate more than
one hidden message.
The Vulnerable aspects of this
technique:

a. The most obvious problem with
the manual method is that it takes
too long to enter large lists.

b. Nicetext focuses on creating

large, sophisticated dictionaries
with thousands of words, these
words demand soft categories for
forward and reverse
transformation,

4.6.Linked Lists Technique:

Most techniques of data hiding in
texts aim to hide information in text
files. [12] Providing a new approach
to hide data in word document files.
The provided technique uses a
graphical editor, which is designed
according to V.C++ and software
engineering concepts to be similar as
word processor. Linked lists are used
as a searching technique between two
objects: the cover which contains all
characters of the hidden message and
the hidden object which must be less
than or equal to the cover object.
Unlike previous techniques this
method does not use encoding and
decoding, compression and
decompression  or ciphering  and
deciphering because it hides full
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character randomly in the linked list

data field. For example: if the cover is

constructed from (200} characters,
then the system can hide maximally

{200) characters. The hiding

operation can be done by storing the

positions of appearances of the hidden
message in independent object like
array and then extract the content of
the array to get the hidden message

[12].

The advantages

technigque:

a. It need encoding, compression or

other sub operations, just hiding

and extracting processes.

The amount of hidden

message is equal to the cover

message.

It hides data in Word Document

Files.

It can be combined with other

techniques like white space.

e. No need for the cover message
after  accomplishing  hiding
process and saving the stego file
(the cover can be changed to other
object like image, sound or
video).

f. After applying the system to some
examples it is obvious that the
size of the hidden message is
(100%) relative to the cover size.
In addition if linked list is applied
in combination with white space
technique then the size of hidden
message will increase to (110%).

The Vulnerable aspect of linked

lists:

Steganalysis can be done for this

technique by trying to access memory

locations.

of linked list

5. Conclusion:

Most of existing techniques of data
hiding in texts are similar in hiding
and extracting processes and sub
processes. These similar operations
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can be seen in table (1), which gives a
comparison between most of text
hiding techniques.

From the above table, it is

obvious that most of hiding
techniques use multiple sophisticated
operations fike: ciphering,
deciphering, enceding, decoding,
compression and decompression. The
advantages of these characteristics
(multiple processes) are the increasing
of security of hidden message. In spite
of using these  sophisticated
operations,that  does nol  prevent
sieganalysis of hidden message in the
texts, and still there are some
weaknesses as with other information
hiding techniques, which bring similar
valnerabilities. However most of
steganalysis techniques focus on
steganalysis of images, this property
decreases the detection of hidden
message in texts. In addition , the
popularity of the text file is due to the
characteristics of good steganography
system, which are: large capacity,
high-level  security and  high
imperceptibility, data hiding In texts
can be characterized by the following
properties:

a. Some of techniques of data hiding
in texts are characterized by
hiding more information
(Capacity) like Dictionary, CFG
and linked list. In addition most of
techniques are characterized by
the ability to be combined with
other techniques like Dictionary,
CFG and linked list. These
properties will increase  the
capacity of the hidden message.
Figure (4) shows the estimated
capacity of most of data hiding in
texls.

Some techniques use ciphering
{andfor) key processes, in hiding
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process like Nicetext fechniques
and white space techniques. This
property will increase the security
of hidden message, because of
using both steganography and
cryptography.
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| A text can be defined in a closed frame
and constructed from words written in
language.
e ol Sy Ul laaay dib dalie A

. Blasa ':l-tli Slalsl e ;U}j.nh‘-.d

or line border
a determinate

Figure (1) A model for Arabic and English texts media
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Figure (2) General model of hiding data in texts

Figure (3) Example of Line Shift — Coding
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Table (1) Comparison between techniques of data hiding in texts
) [T @
Processes B e ; o § & b
peldIRE L 212
g - E| 5 gt K O
- -2~ B | = -E' B = . W
2 £3|zE| & & ° 2=
Hiding R e ‘-’g = 28s
Technigue Q nog
| SPY | No | No | No | ves| A™ | 10%
- ype
g | Line SR |y f e | No | No | e 10%
Coding File
. Text
| 3 | White Space | Yes | Yes | Yes | Yes | po 20-30%
4 Syntactic | Yes | Yes | Yes | Yes r?i:]i ¥ 25-30%
5 | Dictionary | Yes | Yes | Yes | Yes | 10 | 40-50%
Word
6 | Linked Lists | No | No | No | No | Docum 100%
gnt |
Combinatio Word |
n of Linked Docum i
7 lists& White Yes | No | Yes | No i 130%
Space

Message to cover percentage

120

The number represents hiding techniques

Figure (4) The Estimated Capacity of data Hiding in Texts
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