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Abstract- Cloud computing is defined as the practice of storing, managing, and processing data on a network
of remote servers hosted on the internet rather than a local server or a personal computer. Cloud computing is
among the newest technologies in era of Information Technology (IT). Most firms employ cloud computing to save
money on server, storage, and maintenance infrastructure purchases. Addressing the several problems related to
cloud computing in depth is therefore rather crucial. A big problem for industries is security. In this paper, we
investigate some major advantages of cloud computing and significant features of cloud model. The report also
covers security concerns, drawbacks of the current method, and possible solutions related to cloud computing.

keywords: Cyber Defense, DDoS Attacks, MITM Exploits, DNS Poisoning, IP Spoofing, Rootkits, Botnets, Zero-Day
Attacks, APT Attacks.

I. INTRODUCTION

Cloud computing, which reduces costs and increases efficiency, became popular in 2009 because firms could lease
storage and CPU power [1]. It removes physical hardware and staff administration through virtualization and remote
sessions, enabling scalability, cheaper hardware costs, and better flexibility. Cloud computing’s inception, benefits, security

threats, literature review, comparative analysis, and future work are examined in this paper.

A. Cloud Computing Architectures

Cloud computing service models may be categorized into three main classifications. Depending on the precise demands
and requirements of a business and the allocation of firm resources in the cloud, one of these service models, or a mix of
the three, might be employed [2].

1) Software as a Service (SaaS): It is the primary cloud computing approach for small enterprises, providing software

that can be accessed through web browsers instead of being installed locally as shown in Fig. 1. Users have a restricted
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level of authority over the program and configuration settings, such as web-based apps and coding with limited access

[3].
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Figure 1: Software as a Service (SaaS).

2) Infrastructure as a Service (IaaS): It leases computing resources and storage from an external supplier who handles

CPUs, memory, and storage as shown in Fig. 2. Virtual machines, storage, and Azure load balancers are IaaS [4].
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Figure 2: Infrastructure as Service provide resources to manage infrastructure network.

3) Platform as a Service (PaaS): It gives developers full control over program development with secure and scalable
resources. It allows technological component and infrastructural customization [5]. Fig. 3 shows the Platform as

Service Provider for App Development, and Coding with APL
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Figure 3: Platform as Service provider for App development and coding with APIL
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B. Cloud Computing Services - Explanation of Management Responsibilities

As shown in Fig. 4, network administrators administer on-premises infrastructure, IaaS offers internet-based resources,

PaaS manages web pages and code, while SaaS, suited for small enterprises, prioritizes speed and administration [4].
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Figure 4: Comparison of on-premises, laaS, PaaS, and SaaS: key differences and insights.

C. Benefits of Cloud Computing

Cloud computing benefits include lower IT expenditures by removing expensive systems and equipment [6]. It allows
enterprises to scale operations and storage without costly upgrades. Cloud backups preserve and enable business continuity
[7]. Smooth communication and file sharing across locations boost collaboration efficiency, while flexible work practices
offer data access from anywhere [8]. The service’s automatic updates keep systems up to date [9].

The most significant contributions of this study "Analyzing Cloud Computing and Network Cyber Security Threats: Issues
and Challenges with Solutions" are as follows:

1) Identification of Principal Cybersecurity risks: The document delineates significant risks in cloud computing, encom-
passing Distributed Denial of Service (DDoS) assaults, data breaches, and advanced persistent threats, offering a
thorough examination of the most urgent concerns in the field.

2) Evaluation of Security Protocols: It assesses current security protocols and finds deficiencies, providing a comprehen-
sive grasp of the shortcomings in present protective measures.

3) Proposed Mitigation Strategies: The research recommends pragmatic solutions include encryption, firewalls, and mul-
tifactor authentication, specifically designed to successfully address the identified concerns.

4) Emphasis on Emerging Technologies: It highlights the significance of Artificial Intelligence (AI) and machine learning
in improving threat detection and response, facilitating the development of more sophisticated and adaptable cloud

security frameworks.
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II. RESEARCH METHODOLOGY

This study utilizes a thorough qualitative research methodology to examine the difficulties and solutions associated
with cloud computing and network cybersecurity. Considering the dynamic and complex nature of cybersecurity threats
in cloud systems, a qualitative methodology facilitates a comprehensive understanding of the fundamental challenges and
the formulation of successful responses. The research seeks to connect theoretical knowledge with practical applications
in addressing cybersecurity risks by emphasizing real-world scenarios, expert views, and current case studies.

To fulfill the primary aims of the study, data is collected through a comprehensive examination of current literature, encom-
passing peer-reviewed journals, technical papers, and industry publications. This establishes a solid basis for recognizing
the most common security issues, including data breaches, illegal access, and Advanced Persistent Threats (APTs), which
are becoming more frequent in cloud systems. Moreover, interviews with cybersecurity professionals and cloud computing
specialists offer direct insights into the changing threat landscape, new vulnerabilities, and possible responses [10].

The research uses a case-study methodology to illustrate actual instances of cybersecurity vulnerabilities in cloud computing
settings. These situations are meticulously examined to reveal trends, evaluate the efficacy of executed solutions, and discern
best practices applicable to analogous settings. Furthermore, the study incorporates a comparative assessment of current
cybersecurity frameworks and technologies to determine their relevance, efficacy, and scalability in tackling the stated
concerns [11].

This approach is pertinent due to its direct correlation with the study issue, since it specifically examines the intricate rela-
tionship between cloud computing and cybersecurity. The research intends to produce actionable insights by concentrating
on qualitative data and expert perspectives, therefore improving the comprehension of current situations and fostering the
creation of novel solutions. This method guarantees that the results are anchored in practical significance while tackling
the theoretical deficiencies in the domain, so furthering the discussion on cloud computing and network cybersecurity [12].
Nowadays cloud computing becoming more prominent technology for every student, teacher, developer and businessman’s.
Where cloud provides many facilities to us but it has some challenges as well. Consequently, this study will provide the
most prevalent obstacles that arise while dealing with cloud computing; let us examine them individually [13].

1) Data Security and Privacy: Comprehensive earlier studies have shown the significant hazards related to data security
in cloud computing, including data loss, illegal access, and identity theft. Research has continually shown the necessity for
strong user identification systems, efficient identity management, data encryption standards, and rigorous access restrictions
to protect sensitive information. Research demonstrates that although cloud service providers guarantee a fundamental
degree of security, organizations must adopt additional steps to reduce the risk of breaches that might harm their brand
and financial viability [14].

2) Cost Management: The current research has investigated the financial difficulties linked to the "Pay as You Go"
pricing model utilized by cloud service providers. This technique can conceal expenses associated with unutilized server
IP addresses, storage resources, or instances that remain active during weekends or idle intervals. Research indicates that
firms frequently undervalue these concealed expenses, resulting in considerable financial inefficiencies and unforeseen costs
[15].
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3) Multi-Cloud Environments: The intricacies of managing multi-cloud solutions, as emphasized in prior literature, are
an increasing worry for IT teams. Businesses are increasingly utilizing hybrid cloud set-ups to exploit the distinct benefits
of platforms like AWS, Azure, and Google Cloud. Nonetheless, previous research indicates that overseeing the integration
and optimization of these varied systems has significant obstacles, such as operational inefficiencies and increased security
concerns [15].

4) Interoperability and Flexibility: The complexity and duration of cloud service provider migrations have been high-
lighted in previous studies, especially because of the requirement for application stack redesign, data transfer supervision,
and the implementation of new security measures. These studies highlight that such migrations frequently lead to operational
interruptions and diminished flexibility, constraining firms’ capacity to swiftly adjust to changing business requirements
[16].

5) High Dependence on Network: Prior research has emphasized the essential role of high-speed networks in enabling
effective data transmission between consumers and cloud servers. Research also underscores the difficulties arising from
constrained network capacity and recurrent service disruptions, which disproportionately impact smaller firms. Ensuring
sufficient network capacity continues to impose a considerable financial and operational strain on these organizations, as
evidenced by previous research [17]. This part consolidates previous research, offering a fundamental comprehension of
the primary issues and corresponding solutions in cloud computing security. These findings are crucial for guiding future

developments in the sector.

III. RESULTS AND DISCUSSIONS

When transitioning to cloud computing, it is essential to evaluate the security of the infrastructure, with a specific focus
on the twelve most significant cyber vulnerabilities that may occur [18]. Cloud services may be accessed online by those
who have the necessary credentials, which presents additional security obstacles. Comprehending the consequences of these

risks is a crucial aspect of assessing cloud security dangers [19].

1) Poor Access Management: Cloud computing access management is crucial because hackers might use stolen keys
to access data. Multi-factor authentication, which requires a password and a temporary key from a personal device,
improves security. This protects accounts by informing users and locking accounts after breaches [20].

2) Data Breach and Data Leak: Data breaches can disclose sensitive data publicly or on the dark web due to unauthorized
access and extraction. An all-encompassing cloud security approach that addresses user behavior is needed to prevent
such attacks. This prevents data leaks [21].

3) Multi-factor Authentication: In order to proceed, the user is required to furnish not just evidence of their identification,
but also their access credentials [22]. For example, entering a password and thereafter receiving a mobile phone
notification containing a transient, randomly generated string of numbers that can only be used once. It has become
one of the current cloud security standards [23].

4) Encrypting Data at Rest: Data-at-rest refers to stored data that is not currently in use on different devices. This

technique encompasses several components such as logs, databases, datasets, and other related elements [24]. A
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perimeter firewall regulates the flow of data between a private and public network, whereas an inside firewall oversees
and identifies irregularities in approved network traffic [25].

5) Data Loss: In addition to the negative consequences of a data breach, there exists a more severe cloud security risk:
the potential for irreversible loss, akin to tears dissipating in the rain. Data loss is a challenging cloud security issue
that is both unpredictable and hard to control. Now, let us examine three of the primary factors that frequently lead
to data loss [26], [27].

6) Strategies to Prevent Data Loss - Backups: Maintain frequent backups and automate the process with data loss pre-
vention software, determining backup eligibility. Cloud APIs for data transit and analytics pose security risks, hence
multi-factor authentication and encryption are necessary [28]. To prevent API problems, undertake penetration testing,
system security audits, SSL/TLS data transfer encryption, and multi-factor authentication.

7) Misconfigured Cloud Storage: When cloud computers are set up incorrectly, whether they are used for storage or
computing, they can be hacked. Most of the time, people make the following mistakes when configured: The server’s
cloud security settings are set to the defaults, and data and access are managed normally. Someone who isn’t supposed
to be there gets accidental access to private data because of bad access control [29].

8) Denial-of-service (DoS) attack: Disabling users’ access to programs or disturbing their work makes DoS assaults a
security concern [30]. Modern intrusion detection systems that detect anomalous traffic and alert users depending on
their behavior can avoid DoS assaults [31]. Cloud breaches may be detected and addressed using this method.

9) Botnet attacks: Exploiting botnets of hacked devices, hackers spread malware via emails, links, and unlawful websites.
Botnets steal personal data, disseminate spam, and launch DDoS assaults. The type of botnet assault matters more
than the number of active bots [32].

10) Types of Botnet Attacks: Even so, the amount of active bots in a cloud infrastructure does not always determine the

relative strength of a botnet attack. Somewhat, the nature of the attack has a far greater impact on its success.

o Brute Force Attack: When username and password are unknown, hackers try different password (see Fig. 5)
repeatedly while guessing, name, date of birth, nationality and etc. publicly revealed personal information for

password attempts [33].

Brutc lorcce attack

mp @«_VG% mp ﬂ

=

Figure 5: Brute force attack.
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« Distributed Denial of Service (DDoS) attack: Particular target networks are overloaded with a lot of activity with

the goal of completely crashing the system as shown in Fig. 6.

DIHOS Attacks

Figure 6: DDoS attack.

o Spam and Phishing: Individuals are cheated into sharing personal information and login credentials by suspicious
emails and messages, gain attackers access to the computer system in question [34]. Fig. 7 shows stealing the login

information of user.

Spam and phishing

Figure 7: Stealing the login information of user.

« Device Bricking: Botnet assaults can incapacitate targeted devices by infecting them with viruses that hide the
attack. Restrict access from unfamiliar networks, implement cybersecurity best practices, and employ Sangfor Botnet
Detection to prevent such attacks. Update software, change passwords, encrypt devices, and educate personnel. If

a breach happens, contact IT for OS and antivirus upgrades [8].

11) Man in the Middle (MitM) Attack: This involves hackers intercepting two parties’ communication to eavesdrop or

change data (see Fig. 8). This attack intercepts or decrypts data before it reaches its target [34].
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IHacker

ITacker Man 1in the middle attacks

Figure 8: MitM attacks communication listening between source and destinations.

12) Preventing MitM Attacks:

o VPN: For secure connections, use a VPN Connection between the client and the server. VPN protects your data
transfer from MitM attacks. VPN prevents unauthorized traffic bypass.

« Firewall: By allowing only authorized traffic, the firewall can block MitM attacks. To prevent MitM attacks, firewalls
filter visitors from unsecured sources.

o Two-factor Authentication: It is a two-step security procedure. Other than the username and password, this authen-
tication requires extra forms of identification. Two-factor authentication protects privacy protection and prevents
various types of middle attacks [21].

o Network Monitoring: To analyze traffic, use monitoring of network and intrusion prevention system tools. When
an MitM invasion occurs, intrusion detection tools raise an alert [27].

o SSL/TLS: Always communicate using SSL/TLS protocols. These protocols ensure data confidentiality and integrity
in communication while protecting against MitM attacks [30].

o« HTTPS: SSL & TLS allows for secure communications in HTTPS. MitM attacks on HTTPS websites are hard for
an attacker to carry out [34].

o Domain Name Server (DNS): Domain name system is a network protocol that allows IP addresses and domains
to be identified. Encode your DNS requests with DNS over HTTPS to protect against DNS hijacking. To prevent
malware-based middle attacks, the DNS resolver fulfils content filtering [11].

13) Domain Name Server (DNS) Spoofing: DNS faking, or DNS cache poisoning, sends visitors to bogus websites where
hackers steal login credentials and personal data. Fake sites often install malware or botnets, giving attackers long-term
access to victims’ computers and data.

As in Fig. 9 below, the BUITMS user wants to access real website https://www.buitms.edu.pk/ but the user access fake

website https://www.hackerone.com it looks same as real website, the communication between user and fake website

is encrypted by hacker [25].
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IDomain MName Scerver (IDNS) spaooiings

Figure 9: DNS spoofing attack.

14) Preventing DNS Spoofing Attacks:

o Domain Name Server Security (DNSSEC): DNSSEC is a protocol that adds extra methods of verification to your
DNS to make it more secure. The protocol generates a one-of-a-kind cryptographic signature that is stored along
with your other DNS records, such as a records and CNAMESs. Your DNS resolver then uses this signature to verify

a domain name reaction, making sure that the record has not been tampered with [8].

15) IP Spoofing: MitM and DoS attacks involve IP spoofing, which compromises network security [9]. Block undesirable
IP addresses and foreign packets with ingress filtering and firewall settings to avoid such assaults. Stop TCP sequence
prediction attacks by limiting connections to recognized MAC addresses and disabling IP source routing on all devices
[12].

16) A Distributed Denial-of-Service Attack: DDoS attacks disturb legitimate users by flooding servers with botnet traffic
[5]. Perform a full resource inventory, filter hardware and software, and design a detailed response strategy with roles
and backups to prevent these assaults. Inform clients about performance difficulties and explore Azure, AWS, and
Google Cloud DDoS protection.

17) Rootkit Attack: Rootkits allow concealed data theft and botnet assaults [10]. Rootkit removal generally requires

specialist programs like Kaspersky’s TDSS Killer, although deleting and reinstalling the OS may be necessary [35].

IV. COMPARATIVE ANALYSIS OF SECURITY THREATS OF CLOUD COMPUTING

After giving a general overview of the risks to cloud security and the possible ways to protect it, this section will focus
on comparing cloud security, data privacy, and identification problems [35]. Companies prefer cloud computing for its
affordability, storage, and scalability, but data security and privacy issues remain. Information security and data loss are
key concerns. This study examines twelve significant cloud security risks and their remedies, expanding on [3],[7], [16]

limited research as shown in Table I.
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TABLE 1
Analysis of Cloud Security
REFERENCES YEARS OBJECTIVE FOCUS OF WORK LIMITATIONS
o Explore cloud security issues and . o There is no technical and proper so-
« Secure login to cloud. .
challenges. . . lution for cyber-attacks.
Highlight secure login practices for » How to avoid all techniques Solutions to attacks are very common
Neeti Mehra [3] 2018 o PIELIE ein p that provide loopholes for ° . y
the cloud. and widely known.
R . hackers. . . .
« Provide insights into common attack o Lacks technical and innovative solu-
. « Common attacks on cloud. .
techniques used by hackers. tions.
« Investigate advances in cloud security . o Very limited details mentioned in the
. « Storage access via Remote .
solutions. . . . paper related to accessing storage on
. . e data integrity checking.
« Explore the incorporation of artificial Enhancement of encryption of cloud.
Rajeev Kumar [7] 2020 intelligence in identifying and allevi- ‘ data P o Techniques are still not fully mature
ating cyber risks. . o Detailed Al-based solutions and face many problt?ms. o
« Analyse the scalability of cloud se- N . « Shared access key with specific time
. for threat detection. Lo
curity frameworks. period is not used.
o Assess hazards and vulnerabilities in e Define various aspect of + Two factor authentication is not used.
cloud data storage. threats . .
« Propose encryption methodologies to « Highlights encryption as a pri-  Poor quality of graphics used.
Abdullah Aljumah [16] 2020 © ‘ ) « Overemphasis on data storage, lack-
augment data secrecy. mary defense. . .
. . . . ing broader network and infrastruc-
« Emphasize user education to mitigate o Emphasizes user awareness o
. . .. ture security insights.
intrusions. and training.

V. CONCLUSION

This research emphasizes the significance of mitigating security vulnerabilities in cloud computing, encompassing
network, cloud, and data security. The main emphasis is on guaranteeing the security of data even in the absence of
the data owner. Ensuring appropriate management of cloud security concerns, such as encryption and data verification, is
of utmost importance. Ensuring the safety of services, even during cloud failures, is crucial despite the complexity of cloud
systems, which makes achieving end-to-end security tough. Placing trust in apps from untrustworthy sources continues
to be a major worry, but effectively utilizing cloud services with the proper security measures, such as DDoS protection,
network security groups, and recovery service vaults, can reduce the chances of being hacked. Complying with these cloud

security requirements is crucial for safeguarding a company’s brand and financial well-being.

VI. FUTURE WORK

Future initiatives must concentrate on deploying sophisticated, scalable, and adaptive security protocols to successfully

tackle the difficulties of cloud computing and network cybersecurity. These actions encompass:

1) Enforce rigorous access limitations by permitting only authenticated and sanctioned networks to engage with cloud
infrastructures. Employ sophisticated firewalls, Intrusion Detection Systems (IDS), and precisely configured Access
Control Lists (ACLs) to oversee and manage both incoming and outgoing traffic. Enhanced Role-Based Access Control
(RBAC) must be implemented to restrict user rights to the minimum required for job execution, hence safeguarding
data security and integrity.

2) Consistently analyze network traffic using advanced analytics technologies to detect abnormalities and possible threats
in real time. Implement enterprise-level antivirus and anti-malware solutions, and maintain timely updates of operating

systems and applications to prevent vulnerabilities. When possible, implement fortified operating systems such as Linux
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due to their intrinsic security benefits. Utilize advanced defensive technologies, including DDoS mitigation tools, and
implement Multi-Factor Authentication (MFA) to secure cloud-based operations.

3) Implement a continuous cybersecurity education program for IT professionals and personnel to be proactive against
emerging threats. Conduct frequent training on new cyber threats, including ransomware, social engineering, and
phishing assaults, and furnish people with best practices for the implementation and maintenance of secure systems.
This proactive strategy guarantees a knowledgeable and alert workforce ready to react promptly to risks.

Incorporation of Al and machine learning utilize Al-driven solutions to anticipate, identify, and mitigate security risks prior
to inflicting substantial damage. Machine learning algorithms may examine extensive datasets to reveal concealed trends and
possible weaknesses, offering proactive alarms and actionable insights. Formulate and implement extensive cybersecurity
frameworks customized to the specific needs of cloud environments. These frameworks must incorporate blockchain for
immutable data records, zero-trust models for rigorous verification at each access point, and quantum-resistant encryption
approaches to address forthcoming cryptographic difficulties. Perform regular security audits and penetration testing to
assess the effectiveness of deployed safeguards. These methods facilitate the identification of vulnerabilities in security
architecture and provide actionable recommendations for subsequent improvements. The future work can guarantee a more
secure, resilient, and adaptive cloud computing ecosystem that is capable of mitigating both current and emergent cyber
threats by addressing these key areas.
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