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Tnir piper d.ih *ilh rhc itoIl.m.nrlllotr ol! vtN in ll,. Linu Operdion

LinniwA found Io be r r.ry rppeRliDg crndid.lB ior ruch,t plicarions for a
!u ber ofearonr. Finily rhe coNenrioD,l Linnx opcru.ion.Flem is lr.s.d
.r LtrNlX, whi.h is E!@rn.n for ilJ ndbiliq ,nd high p.rfororncc. Another
hsmnl ofLinu! op.rdion iysteni is lhe iraitcbjliq ofopen $ure:oft*irc.
Noi only is lhe Linux keriel source ode.p.n sourc. huI rlso.lnon dl oI ihe
Lin x b!s.d sofi**fr is islribure,l ar open rourco rnd C.ner.l Public

In lbis n!I,tr, lhe srscm h lnD,€neIled on , prolotypc of viriu.l prlvrle
netrork thsl ronr,ins fiv. comput.B ,Then tne ,nrlyrir is nerlomcd usidg
rhc resuk obhined lrom l.sls crrried outon tso \?N pioto.ols and lhoB $.r
l?St ptutocok i! rbsohr.q ndE prelemble .b0ice of lunndn,g ptuiocols

' !l5+ lL ds+ eE lirlL i+r l,r.i,

: {'r di!.1o1.. I g! u j-n c-)J .+ u' . !i!r rrsr,"Li 4<])l!r r+r J.}! r: rtr
rr :,.si irr.,n ,r.r !s+ rslnr jF *r.lj ,ar#\rj ,rrr.r rr1Jii41. Jrre lir
.ora i,Ai slc ulri !a)!1 4lr rAJ rn u! .j.j .r& di $ e.!dr
.. dlcri d! j, dl} r,+,)r ats s.Ji,-r orl ti,l ie,! 4rljl l*j 1!J

0 r?N J J.al} ra FSec JJlllJJ !r .4rr vPN ar4JPJu

t-Ituotl@tio
l. V?N Pdocok oIth. Ptdolye

TheE are many erniig VP\
protocol pacl'ges rhar are aor rhe
l-inux op.raton s],$m. ir thh
pr.toqpe FreeSAV]\N, which
i,nplcinetrs Ur lPsec prororol lor
Linft, and OpetrVPN which n aD

applicalion layft basd vPN prctocol.
Orl$ .eilable bnneli.s Dtuto.oh
and VPN packrges indude PPTP

AllrhescpackigesinshlliDrheLi'nLx
os {har ifuplemenr rhe vPN gdew.}
comparible wirl,3ll VPN arc ${allcd
prorooi. In lhis \Yorlt all ro$i g ad

analyr! prdposed u* rhe FreeSr$A\_
I?S{ and OpsiVPN.'lhe rasn lor
tl,e* .hoice! h lhd IPSec has
e'nerged as dE on. ol rhe $!trd rrd s li
ncNork se rily. It Prorids
u{ryFnlr !id ldhcnrcation s.nic.s
at rhc lP lay tnr Li',ur sy$ein5
Iroto.oh us.d fi. rh! Aurheniicarion
Ileade! AIl. En.rpsula{ing S.orrity
Paylord ESP afd l en,ei Key
Erchirge IKE. The i*o p'imary
co'npotrcnL ol Fftes/wlN aE thc
ksiel lPscc (KLIPS) aid ll o
rhich n likc IKr dlemotr liLlPS
imp.menh rhe AH and tSP, Mrdk
pack.6 \rnhin ,e kemeL Nl,il. P]trl.
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inphmeits IKE, qhich n4o.hies
.onre.rioD *irh orhcr sysiems. Thc
FES/WAN is lhen used lo mnfiSure
VPNS ol various topologies wnh i! lhe

On the other hand, choice is
made olthe OtenvPN uhich n a

non-slarlad opeNourc. prcklge
nEt ulilizes OpenSSL for
olTtoSlaphic nretho& to Prcvide

,-!-!!ggp!-s!!ss.1E!144!r
'lhe ifrpleheiied prclo!_pe syi.m

proposcs e fiYe inte.cdtr ecled
compureG Throe ol which pd$ s

No n.two* iiterf&.s wnh distinct
lP rddrsos ind aE bued on Linux
opemrion sy*en. The topolog/ olrhis
neNork h illuslEt dirdrFiqure 1.

have b.t[ trcesnvAN IPSe! and

OpenvP\ c onfi Sured thar cai Prov ide
host hos. hosrrE$orl. .nd mtuork
neNork ropolog)l VPN sYsrens

In sno -hdn situation, !.!eways A
and B wrllbete ed as lDi! Ihat trs
condecred lo rhe hnemd aid creare.
sccurc runnel for.ll commnii.dio's
berween rho:e mo machnEs gos C

md D !E not .onsidered in &6
configurdio.. For a host-n.two&
configuntior, .ne ellesiy behav.s
as a ho{ thar is con ecred to rhe olhcr
g*N,) ,id ro the compurer in rhe

nelwork behind rhe gnre*ay F'nally.
rhe ft$ork'i.Moi( oo ng$3iion
enlbl.s the compue^ i! the lo.al
networks (e.3. hons c od D) cin
seeEly comutric e drough rhe

VPN erieways (A and B) aod rhe

Inremd isi.g thcir privac .ddreses
(i... rhc l0.0x,x addr.sr. All threc
ropoloeies de illu{rrGd h the
Figurcl. The hon C Eants to sec rel!
6lk ro hon D over dr. rdemer.trd il
can do rhat hy usins ho$ Dk Privale
nclwork rddrc$ 10.0.1 L Dda fron
c up ro A will be un-emrlpted sincc
il 6 i', rhe phlsiclll) privaE Iocal

rcsork, but from A to B will he

encrypled Ilri! porecb $e data
fiowins aeo$ rhe l.GnFC' i', ihis
syne'n B Nill rh.n decrypt ell
me$iles and delikr to D. since
VIN is compl.rely tansp.rcir io
hons c aDd D, the op.rori'rg sl$em
on rhese 

'nacbrnes 
car be Litrux o'

Window or sny oiher oPemriotr
s)stens thar supPon TCP/P

consequcnrly makls lhe suPpon of
nulriple pLarlotrs posibk.

t,l Srile rot.lbdt R.ttu zrenb
Th. halr]Mre syn.D 

'equircm.n6 ihar rere uscd in rhis Prororyps
imptemcncrion, n lnGd in'loble l.I!
is nor nccesery ro mu.h all .l i,te

.EE
Fipn I Ptdo4pt Ststen

The hddLc co'npuler (r€ferren b
6 tlE Intemer machine) wllh lP
192.1630I lnd 192163.1.1 has rwo
nehro t inrcf.ces 5 d it is &tinr as

0n ltrternet rcutr. k also senes as the
Cefrification Aurhoriq_ to sign
cdilicates lor lhe vPN
conpukraevices. Sinc. thn m{hire
behaves as rh. public htnet, it will
aho perlorm hfic ndniroriig and

"packer snifling Thh $mputer ha
been i'nplenrnled ir linur pldlom

Garcray A and Gar.wry B are No
VPN sarelays rhlr povide all
nece$ary securE suPpon !o $e
100Xx i.ternal nerwo*s. They



lollowi,s delail ii o.der io lebiitd rhs
iedsynom, ir k otrl} aor reference.

2)sts@Soh$.e Rcoln na .
IlE prctoa.pe sysen i'nptcfihrel]

nanl $nldrE rooh iid .rnomiz.'l
configur.lions to perloh the desned
securh, seai.es ,\lhon ,lT tNk aD'l
configlratBns e doie ou Lintrx
plarfom cornpureE lhc window
hachnres requftd onl, minimal

Z2l SunN Reoun.n d,o"vP^
G rpo$ A and B

A $.nd!rd RedHdr Linu ? ! n

Gdewir,s A aid B. Do.iig !h.
in.hllaion. a number of in$altation
opriors *ill he sk.d. Whei the
Inrllaiion asks Bhars)$em rlpe lbr

soLvrre p&l.!os ro bs i'x&lled on
thc iiachi.e, CNoniz." should be
seleoted Thh iill reduc. ha.d dnk
sPale reqtrireme lo, rhc Lirux
Sysen. Or rhe oilEr hrrds, if had
dnk spocc n dor concerred.
_ tveryth ing 'optioi $ould b. rhe
0on nrilable oprion ll'Cu$omize"
oplio' is sclccredj spcrlfic soriiarc
Da.kagrs mEt be selected i" oid ro
finish t]t ir*alhtiotr ll.re, rhe
follo{i'rBpackage mus bc s.lectn,

i Ksnel Dev.Lopmcnt
2. D.reloptoe r platfo.n

4 :iello MaiaBen.n!
A1lcr lhe insialladon. rh.

sYslen kehel mus b. pd,ted (o
sulporl rhe lare* vPN Ptulocol.
(4 Upne Md caiqili S sln n

The Ea$n lor l'pddine ihe sy{m
kemel is io pturi,lc bcter
oonparibilir! DoMload nre lasr
k nel pack.ge lrd'n follori'rg

, hlror/rrimr kae!-orq&lLia
!&U?!i!]!.Vl-!l!\
l59cr0

ANI unzip Ihe packrgc i', /$r/src rypc
b) eae.ullDg lollowi'rg connhnd
$ trrzx!llinux.2 r.9 tar sz
 fter d lorn rh. sho Jnsd.,)
&o e ihe lo!lo*iiecommrxr(:

$1i s Arc/liN'x/inchdeninur lidu\
$ ln { .arcni,r3x/inctudc/asm asd
ften inally. conngtrrethe kernel:



This paptr fses only so prtrosls,

I ) I r@ll OpeDSSl"Op.nSSl p&k'ge
6pen$l 0 9.7 tdr.8z k doqolo.ded
frcn hhor/lMv ooenssl orq then

$ la. xvf op€nslo 9.7 l!. ez
To mzip !h. p&kage and in Ure

OpetrSSl the dnedor! should exes(c

Th. Op.nVPN p@kaAe

{opeirpn l.3.l-1.ft71.i136.rpm) ias

> litr lhlrq dl$!!s!ircs.E6
au!9!&!cSe!!!.vpd!D!!!!i:
1.31-lrh?2i336.6in

Then rhe folloNing comBand *a n
S Dfr -i!h opcnvpn'I.3 l-

X.r Mmzdqlv n Otul,SL
OpenVPN can suppon diflift.t key

This nep k requn.d lor TLS reryer

lhen Benflale lteys aor erch VPN
peeneedEd lor thc sy$em:
6 opcn ieq rcdes m* -kelout
mycen kcy {d mucan ci
Ilere the .c$ file is a Requst to
sisr" public key nlc ro be seir to CA
n,e CA.m dEn sigr rher.qu.$by
$ ope $l ca {0 in}.edcn in

NoN the rwd pee^ (e.g. Omar and

Mahdd) dre connccied usiog

$ openlpn -relroe omar IP iev
lunl llcotrfig 10.40I 10.r.0.1-di
climt <a ca.cn rcn onar.cd kcy
omu.key ieneg-sec 60 verb 5

$ .peDlpn refrote Dahad IP iev
tunl ',ilcotrfig 10.4.0.2 l0{ 0.1 th-
client {a a.cn {et o0ar..n +eY
nahd.key -ftieg{ec 60 verb 5

This conliguarioi giles
omar i linul addEs 101.02 and

Routiry Tfile Conf8wnno,
Modilicarion 10 th. ouri.g t le and

orher senitrgs are done to suppof, the
top.logies netlork b €Nork vPN.
To b. ibh ro allow inrenaLnillic r.
lroslor b $e lftdrns! over the vPN
ch.tucl, fi6r cmblc lP fo,w dinA by
Sechol>
/poc/qdneripv4/ip fo'aard
Aho iterobhs the prckase b lonvad

$ iprables -a FoRWARD I nLi+ J

The. erable seoure outgding tarfic
Goh ihe ldcal net*ork, add lhese
.dtics ro rc ButiDChble asfollo*s:
(1000.0 ,trd 10.0.10 a'e ilre lo.al

$ rout .dd -net 10.01.0 netmEk

aslmmeti. key sas used Ln lh!
Prororne Nerv CA cenificare will

$ opsnsl req -nodes -ne* -x509 -
Ihc Ley file is rhe privarc key and.cn
fie G the CA's ceiin.&t rhar n
ligred by it $mple keys hp{a ket
aid hrpqjn e provid.d in thc
pck!8e bur reB keys should te
Senerded for a seeuE synem.
Thetr creaic r pen nle (conlaininc
DiffcHellman par, metcn) n si,rs:
$ open$l dhpamnr -od dhro2lpcn



Nlah.d: cotrfrguBri.i fi.1 h specificd lr ihe
$ r.ure ddd nel 10000 u.l'nasli ipseccontfih
2J5.255 255 0gw 10,1.0.1 Corngs.nrp

l) Iniall FeesrwAN tPsec tnbraaceF ipse.Gdh0.i
Iro*ul@d the packege liom rhe Klipsdcb08aon
tbll.si',E: PI odebtrE=none

, lrto://do$iloadfreesvrn.c,a/rl Prurotoad=%somh
iq!!r_{&dl&!B!!4q4lg r'ruioan=%!ea..h
24.7r/ftoosran r.99, Uniqu.ids=rer
l.92Er.rz aonn %defaulr

rnsl uozip ihe packrgc ir /ustrc b, Kerinlries=o
$raravfnE$lntr.1q9 Aurli6)-rs5ig
Atrd iiside rhcJire o.J creared cotu vPN^-eryork
$ cd lNrrlrfree$vi n- L 99 left=192168.0.2
$ make menugo knsubner=ro 0 0.011
I i'rlly $hllfg fie modules, bnid=@elec.com
$ cd /n$trc/lir |'x/a rch/i3 36/boot bnrqthop=192.1630.1
$ cp bzlmage /boor,/vmli.uz 2.1 Light=192.163.1.2
Xe! eeacantu ghtubncF 10.0.1.0/:1

For secure iunnelin!, geieElion ol righiid=@elec.oo,r
prlvde key a.d publ c l€y h rc4uiftd risiberrhop=19? l63.l.l
rd rhe ond machines. I't B \ecurc Conn VPNhon
*orkios direciory (pennisrion ler ro left=r92.r63.0.2
700), ex.Nle rhe folto*ing lcf.subi.r-10.0.0.0/24
con,nmdr letiid=aekc..fr
$ ip* siigkey veAose 2043 > JeftnexirdFtg2.l6S.O 1

rqk.rr.lnp riCh!=t92.163.12
r prlrolkcys *illbe g.ier.red and riEhbu6nd-10010r4
shotrn ir nE reakoy.hp fils, the riEhlid=@ele...od
lomarofthefireis: riEbnExrhop:192l6s.t.r
:RSA Mr!!!!!!4!!!!
<ra R> ou tpur ol BakeygeD lP lossdine mu{ be enabled in.IAb lll Eareway frachiios, by excculing
<TAD ] dre ioll.ringcoDdiid'
.rn put atr i'tex in lronl dl1lrc RsA $ echo T >
kcy, fDr ciinple /pmc6ysher/ipv4/ip-LNrd
@clqc.mrRsA { Now ihe lpsec r'nne will
LTA A> outpui of .slcyeen sInn by eaecuting th n comnDnd:iIAB> S ipscc i$o -up <cdnnccrion-tufrc>
<TAF I 4) Apa.he webserveruithPHP
Then. cop] rhe co ent ol is ey.tDp suppon
ro ip*c.resrcb: Llse tho$ files that come *i$
$cp fsik.y.hp/eto/ipr.secrers Red Hd Linr\ 7I CD Flnd ftosc

nles ap8lrcl.3 20-161336.rpm. an'l
Nztrott Coalieutatiat php-4.0.6 ?.i186.Ipm, rhen erecure

Ancr th. RSA keys lEv! bccd ihe aolldvinecomnaM in$sllation:
genemied, lPslc is ready io hsve srpn irh apach.-l1.20.i336an

t lpm -irh php40.6-7ll36rpnr



After inskll all lhe files, go

'rdo', .dit Php.ini tilcs
''nk uploadl' chdgs ron "ofl

Nn*are prcklgs on rhis m,.lrine

.i. lpache t.b s.ner &

,. r !!!1b!!!!!!!-!!es!4!4

T.*irE AFche Se.vor wiih

L
,"\".u." t ha,h.t & tPset:
On rhe glteMy m.chine rith IP

addrc$ 192163.0.2 cxentc rhe sell
sci4 *rn&n for dE rcst bY entring
"/pin8testl"ro rhe comrand liie.

conrenr ol the lilo pingTc$l
Pins{r0 s 3 r92163.12 >outpd
Pi.s{ r0 -s 6a r92l63 r.2 > otrrpur

Piq< 30j 2s619? i63 r 2 > ourPur

Ping r l0illz re, r6s 1.2 > ouipnr

Ping{30 3 40e6 r92 163,l, > ourpui
Pins { :r0 -s 3 r92 192 163.1 2 > ourpur

Pins{10 s 16334 re2163.12>ourput
Pins{30 s 32763 r92.r631.?>ourpd
Plis{ 10i65507 re, r631.2 > oulpul

o@!L!lt
On Iho Eareqay ma.hine ritlr

IP addre$ 10.401 .\ecule ihe sell
Buiipt w tren for thc tesi b] enerins
'/pin$n2" io Ihe coonand liN.

conlelt olrhe iile pinsTesl2
P g{30 r s I0.4 0.2 > outPur
Pitrg<10r64 I010.:>odprl
Ping { 10 -s 123 r04.02 >ou$r

Ping{r0-s 512 104.02 >oulpur
Pi.s { r0 i 102a r0 4.0 2 > otrrpur

Piry{30+109610,{02>elpd
Piig r 3oi3192 ro.4 o2 > onlpur
Phg { 3o s 16131ro.1ol > ourpul
Ping .30 s12763 1040.2>ouqd
Pins+10 s6ss0? i0.4 0.: > outpd

3,!-!!!fu!!!ss!,s !4Lit
This sedion outlines the

dalysis perfotuled usnrB &e
resulls oblained lion lesls cailied
our on the pNto,r_re systenr'

FiEu. (2) PEP odd /tptcle

A scrup nrccn shoM in FiSure:
shouid bd .eceived indicatii,g &at
apiche and PHP have becn

2,2,2--l!n!!E-&9!L94!!L---9!
Ap!!!!-fu!lr!!

This is ! Li',u machine, \ehich
rquiB rlrc lolloriigmodtrles durin-s
Liiu irslollation. th. complee
in$alllrion oplion should be selecred

ililEE is enouBh h3rd dhk spioe,
l. NctMrk Msagement

l. NetworkMoniro tg Pekrse
Thh m&hine doesnotrcqun! any

suppofi for VPN. OnlY nlstrk
manrgenenr is ne.ded Ti. main
purpose ot thh m.hine is io acr as

fie Cenificarioi Aurhoity lor public
compdbn (or th. lnlend) ro pedbn
moniro ns proce$es. Requi*d



As described h mplEne arioi,
two t'nrrlirg proiEob rrc selecied

L) IPsec Gbndard runneli0s prorocor)
and 2) opeDvPN (ion{bndard

Nel{orking comd "ping'
is used lor resdng ihc lc.fonrmce
of the 2 protocols. Tlis resl is aho
pcfofted on insecuE nervork
(i.e. nol@.linc) to pmvide sone
guitjelnrcs for the rcsulrs
t,2 Resuht

lhe graplrical rpreseir-Etiois oa
. resuhs rre5ho$n in rhcfblto*ine

Fisute 3 tc{otdhae "Jh6ec 
p

i --'/

Fie"rc 4 Peio,Mne of tzst

,:i
i:i

t

.1

Fiene t Paionnnu of op.hwN

3.3 Aialrsil
A! slioLh ln .he abore Fisures.

tPssc is hI lar the b rer tunfuliig
prolo.ol.ptioi ovorOpenvl\
!!!e!

The p$lomance ol IPSec goej
doMhiit as rlt packer siz. gro*s.
This n due Io d,e fact thar IPScc adds
addition!l headeis as well as psrfoms
encryltion otr rhe origi'ul Dlckers
6e rime lor IPSec io en.ap$late rlic
packe{ kecps gening lorger and
loreer ss tl,e package 3ia gers bilser.
Onc inree$inE note is that rhe
perlonranco keops almo$ coieair
Nhcn deaLillg qilh po|kes ridl $e
bs@i 16134 rnd 17763 byres -
lffern,is Etrgq dr perlo h. cE goes
baot Io irsdoxDhilltetrd asain.
gp!!L!E

Si,njl Io lPSe., the pcrformamc
or Opcnv?N goes downhill d the
p&kcl sizc gorv!. bn in a nuch nore
dmm ic scre. Thc ti e roqunsd for
rruBm;sion grows BlLdly ait6 rhe
packsga size re&hes 3192 blic!_
only rb oui dl lhiry p&ka$ *nr
k'r Ecciy.d whcn rhe package is set
r. 16334 hyles, and dr.lirne EquiEd
ibr $ose tansmissions are around 2
secoidsj rhc rcfrainidA 23 pac[ases
! i4n'ded as lo$ s:'rc thct iook

nruch rongd $ai rh. speified
i'neryal ol 'ping" comnand ro
trslmir. The 100% los of packet
sn[ pilker rik = 32763 rid 65507

l
l

/1

a



.an be exphined viih rhe same
reasoi. rhey jdn iool bo lons r!
tans0ir eved di! "ping" comnand

3.1 DLrcBsiot of tl,t RetLlt
Allhotrsh 1lr perlomBre ol bodl

lPsec atrd Op.nVPN n'fffls poarly
!s rhe t.nrfr ir packelize gro {s, ir is
nor difficul o soc qhich dne has the
mo.e caraeruphii eiled Thc pnhai!
.3use io sr.h oc.urence G the
diftiro&c ni the layes rhd nrc No
protmol! lunclion in: IPSec vorls itr
Nesork Layer wh&ea OpenVPN
wolks ii Sesion Larr. IPSe.
perloms ns rouiiEs in a very deep
l*el((emcl lerel) oalhe lystem, TIN
rirne ftquiEd aor operations such as
eNryprion k kepl !s mirlmal is
po$iblei Op.dVPN opcrdtes in !
'n!ch 

hieher level- lhc ned {o call
eftn'sl enqa'r prkages (e.E
OpenSSL) for the neccsar, .pemtior
makes the pednmmce suff.r dleply,
hl aLone ihe si8niricaor .mou,r o,
ovenoad c.rchr.d. oveBll. lPsec is
abs.lutsly the more pcferable choi..
olrutrnelinA prorocol !!er OpenvPN.

!.br!!!!i!!
concltrded (hat IPSec is morc
pElerabl. Lr a runBeling protocol tu
Op.n VPN and d,ar ir\ posihlet)
apply the (sulG ol this $oA io m
actual siie sDch as udiveniry calapusi
ro nake elst ,los of dr inlomaiiDn

Ndyq!l)l6NoFBlhDsyno]

L!4!!y!.
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