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Abstract- In the evolving landscape of quantum computing, the security of conventional cryptosystems is increas-
ingly compromised. This requires innovative data protection strategies, leading to the exploration of Post-Quantum
Cryptography (PQC) techniques. This research aims to address these challenges, focusing on the integration of Nth-
Degree Truncated Polynomial Ring (NTRU) encryption - known for its quantum resistivity - and Shamir’s Secret
Sharing (SSS) for secure and quantum-secured key distribution, particularly in resource-constrained environments.
Despite their effectiveness, NTRU ciphers face obstacles in public key distribution due to significant computational
and memory requirements. Leveraging SSS, a scheme to distribute the NTRU public key to multiple shares, providing
enhanced security while mitigating resource limitations is proposed. Recognizing the potential for security breaches
like Man-in-the-Middle (MitM) and Distributed Denial of Service (DDoS) attacks, the proposed work seeks to fortify
defenses against these threats. The findings of the proposed method are intended to offer a significant contribution
to strengthening cryptographic practices in the face of emerging quantum technologies.
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I. INTRODUCTION

With the advent of quantum computing on the horizon, it is more important than ever to develop Post-Quantum
Cryptography (PQC) approaches, which will make it easier to shield sensitive data from the risks posed by quantum
computing [1]. Due to the intrinsic resilience of the Nth-Degree Truncated Polynomial Ring (NTRU) encryption scheme
against quantum assaults, it has recently emerged at the forefront of discussion as a potential PQC solution [2]. Nevertheless,
the difficulty of NTRU public key distribution in situations with limited resources still remains due to the high computing
and memory requirements [3]. This hurdle can be overcome by integrating the Shamir’s Secret Sharing (SSS), a method
that splits up the encryption key into numerous shares, each of which is worthless on its own but is valuable when taken
together [4]. This provides a solution to resource restrictions while ensuring that the distribution of NTRU public keys is
appropriately secured. Despite this, cryptographic key attacks such as Man-in-the-Middle (MitM) and Distributed Denial
of Service (DDoS) attacks still seriously threaten information security [5] and attempt to damage the normal traffic of a
targeted server, service, or network by overwhelming them with huge packets [6].

In view of this, this study aims to investigate whether the NTRU cipher can be combined with SSS to achieve a secure
key distribution that is both quantum-secure and resistant to the aforementioned risks. The findings of this study can
significantly improve the security protocols used in cryptographic techniques for use in the quantum era.

Existing cryptographic systems face two major challenges: vulnerability to quantum computing threats and resource

constraints in practical deployment. Conventional key distribution schemes like RSA and ECC are susceptible to quantum
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attacks [7], particularly those leveraging Shor’s algorithm [8]. Furthermore, the implementing of quantum-secure alternatives
such as NTRU cipher in resource-constrained environments, such as IoT devices, presents significant hurdles due to their
high computational and memory demands [9]. Thus, the urgent need to develop efficient, quantum-secure key distribution

techniques suited for resource-limited settings forms the core of this research.

II. RELATED WORKS

In the current era of quantum computing development, conventional cryptographic schemes are in the severe risk of
becoming obsolete. This fact makes the study of quantum-secure key distribution schemes increasingly significant as they
intend to safeguard the secure exchange of keys against quantum computing threats, thereby preserving confidentiality in
the forthcoming cryptographic infrastructures [10].

The authors in [11] suggested a secure data exchange protocol for cryptographic key generation, renewal, and distribution
KGR system. The proposed protocol message exchanges are implemented via MQTT, an Internet of Things (IoT) applica-
tion layer protocol that supports constrained environments. However, the proposed protocol supports classical symmetric
cryptography that could not stand against quantum attacks, and is designed to operate in a client-server model, which is
deprecated with the advent of the peer-to-peer system. The authors in [12] proposed an asymmetric computing key exchange
protocol, through the use of the Diffie-Hellman key exchange protocol and the Subset Product problem. They claimed that
their protocol reduces the computational complexity of one party while allowing an appropriate rise in the computational
complexity of the other party. However, the proposed protocol is based on the Diffie-Hellman key exchange algorithm,
which is vulnerable to quantum attacks. Recent literatures have begun to migrate their research interests from classical
cryptography like Advance Encryption Standard (AES), Rivest-Shamir-Adleman (RSA) and ECC to Quantum Safe (Post
Quantum) cryptography. For instance, the authors in [13] studied quantum-secure cryptography approaches and conducted
a survey of the various quantum key distribution protocols, their simulation tools, and challenges in adopting them. The
authors in [14] made an evaluation of the quantum key distribution using BB84 protocol. However, the evaluated protocol
lacks real implementation in resource-constrained environment. The authors in [15] recommended NTRU quantum secure
authentication for IoT devices. The intermediary gateway node receives the public key of each participating side. Thus,
revealing the privacy of the public key allows the adversary to forge the communication, opening the door to a MitM
attack. Wireless Sensor Network (WSN), which is inherited in nature, is one of the resource-constrained environments,
where sensor nodes and sink nodes come with limited computational resources. Some recent literature experiments showed
the usability of quantum key distribution in WSN era. The authors in [16] proposed a distribution scheme based on the
BB84 protocol which is a quantum key distribution scheme developed by Charles Bennett and Gilles Brassard in 1984,
with the aid of AES standard. While the proposed scheme indicates a high level of security, the overhead negotiation
among the sink node and the sensor nodes is high.

Based on the above, the current study proposes a method that addresses two challenges: security challenges, represented by
finding a secure key distribution method resilient to quantum attacks, and performance challenges, represented by adapting

this quantum secure key distribution to be applicable in a resource-constrained environment.
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I1I. METHODS

A. NTRU Cryptosystem

The NTRU cryptographic algorithm, founded in 1998 [17], is a lattice-based cryptosystem that has been widely recognized
as a potential candidate for post-quantum cryptographic applications. The basis of NTRU lies in the hardness of the shortest
vector problem in a high-dimensional lattice, which is believed to be resistant to attacks from quantum computers. NTRU’s
primary strength is its quantum resistance. As compared to classical public-key cryptographic schemes, such as RSA and
ECC. NTRU is believed to provide security against quantum computing threats. Furthermore, it has been observed that
NTRU operates faster than RSA for equivalent security levels, which adds to its advantages [18]. The NTRU public-key
cryptosystem employs an N — 1 degree polynomial as its object’s guiding principle. If a and b are two polynomials in ring

R, then they can be defined by equations (1) & (2).
a=ap+ a1z + asr? +azxd + - +an_oxVN 2 +ay_qa¥! n
b= b() + blx + b2x2 + ngS + .o+ bN—QI'N72 + bN_1IN71 (2)

The vector representation of coefficient a is given by equation (3).

a = (ag,a1,a2,a3,aN-2,aN—-1) 3)

The vector representation of coefficient b is given by equation (4).

b= (bo,b1,b2,b3,bn—2,bn—-1) “4)

In convoluted ring polynomials, the fundamental operations are addition, subtraction, and convolution multiplication. The
coefficient of the polynomial (ag,a1,as,...,an—1) i is an integer. Some coefficient values are 0. This collection of
polynomials is known as R.
The NTRU cryptosystem consists of three phases [26]:

1) Key Generation: NTRU Key Generation begins with the selection of two polynomials f € L and g € L, provided

that f has an inverse modulo p and ¢, so f, and f; can be written in equations (5) & (6).

fxfHh=1 (mod p) 5)
fxfy=1 (modq) 6)

The private key is composed of the polynomial expressions f and f,. Once the polynomials f and g are determined, the

public key h can be calculated using equation (7).

h=p-fy-g (modq) @)
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Fig. 1 illustrates the steps of this phase.
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Figure 1: Key-Pair generation.

2) Encryption: To carry out the encryption procedure, two polynomials m and r are chosen, such that both are € L,.
The input message is mapped into polynomial m, and the random polynomial r is used to shuffle the messages. The

ciphertext e is calculated by equation (8).

e=rxh+m (mod q) 8)

Fig. 2 shows these steps.

3) Decryption: The decryption process begins by calculating the polynomial ¢ = f X e (mod ¢), then define the

coefficient a between —Z and , then calculating the polynomial b = a (mod g), so that the private key f, is obtained to
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calculate the value of d as shown in equation (9).

Fig. 3 presents the steps of the decryption phase.
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Figure 2: Message encryption.

B. Shamir’s Secret Sharing (SSS)

d=f,-b (mod p) ©)

This scheme is proposed by Adi Shamir in 1979. It is an algorithm that allows a secret to be divided into multiple

parts, or "shares" [19]. The intriguing part of this scheme is that reconstructing the original secret requires a minimum

threshold of these shares, thus ensuring security while facilitating flexibility [20]. SSS cryptosystem is a method of securely
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Figure 3: Message decryption.

splitting a secret into multiple shares, distributing them among the participants, and reconstructing the original secret is
only possible after combining a sufficient number of shares [21].

Divide the selected data .S into multiple sub-data s; and distribute them into multiple sides, rendering the original data S
unreconstructible unless there are 1" pieces that can be disclose to find again the original data .S, so 7' — 1 pieces cannot
be located [22]. Such a concept is contingent upon determining the threshold 7', i.e., a value that specifies the number of
pieces s; required to reconstruct S after it has been divided and disseminated across multiple sides. The SSS algorithm
consists of two phases [20]:

o Distribution phase: This phase involves taking some secret data denoted by .S, it determining the number of sites
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NS that will receive the secret parts s;. A threshold value T, based on these data, must be determined in order to
reconstruct S. The next step is to construct a polynomial function f(z;) with degree 7' — 1, to calculate the secret

pieces NS. The T — 1 coefficients are random integers chosen from GF(S) as shown in equation (10):

T-1

flw:) = (a; x2’) (mod p) (10)

§=0
Fori={1,..,NS}, a0 = S,{a1,....,ar_1} € GF(S).
The final step is to distribute the pieces NS = {s1, s2, ..., snys} to the sites.
o Reconstruction phase: This phase involves reconstructing S from 7" pieces of data s;. This requires constructing the
original f(z), thanks to LaGrange interpolation, that renders this using equations (11) & (12):
=] (;_Z‘”) (11
M NI T M

k

flx)=) (yi xl) (12)

%

|
—

Il
o

IV. PROPOSED SYSTEM
A. System Architecture

As shown in Fig. 4, the architecture of the proposed system for a quantum-secure key distribution scheme mainly consists
of five sensor nodes and one sink node, which are constructed to represent a typical resource-constrained environment. The
sensor nodes in the proposed system are represented by Raspberry Pi 3 development boards. These nodes are responsible
for collecting various environmental data. Choosing the Raspberry Pi 3 for these nodes provides an affordable, powerful,
and versatile platform, which also offers practical limitations on computational resources, and is therefore in line with the

scope of the proposed study focused on resource-constrained environments.

B. Proposed System Phases

The proposed system involves the following phases:

1) Shares Generation Phase: This phase involves generating s; shares from the secret S, which is represented by the
NTRU public key h, using the SSS algorithm. Algorithm 1 illustrates the steps of the current phase.

First, the sender generates a pair of keys; public key A and private key (f, f,) in polynomial form. These polynomials
must meet the requirements of the NTRU algorithm, in terms of the number of coefficients (N — 1). Since data is sent and
received between constrained devices in binary form, this requires converting these data from polynomial-based format to
binary digits. In baseline NTRU implementation, each coefficient within the polynomial that represents this data is treated
as a separate message. This means that a polynomial with degree 167 resulted in 167 separate messages, which were in
turn converted into 167 ciphertexts as the output of the NTRU encryption phase. In the case of constrained devices, there
are no resources available to accomplish these intensive calculations.

The proposed system overcomes this limitation by processing the data in a different way. After extracting the coefficients
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Figure 4: System architecture.

Algorithm 1: Shares Generation
Input: h,n,tp
Output: shares [1,...,n]
1 Extract Coefficients
Concatenate Coefficients
Choose a finite field for the polynomial coefficients
Generate polynomial f(x) of degree (t — 1)
Set f(0) =h
Jor i =1tondo
Calculate y = f(z) (mod p)
Calculate share S; = (x,y;)
Append S; to shares
End for
Return shares

XIS RAWN

—
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of the h polynomial, the next step is to concatenate them to construct the secret S. This secret is set to the coefficient ag
of the polynomial f(x) generated by the sender. Based on the total number of constrained devices n, the sender chooses a
threshold ¢ to reconstruct the secret. The degree of the generated secret polynomial must meet the requirement of ¢ — 1. In
the end, each device receives one share, represented by a point coordinate, (x, y). Fig. 5 explains these steps mathematically,

for generating 5 shares, with a threshold of 3.

h polynomial:
9+ 16x + 9x2 + 43x3 + 8x* + 8x° + 3610 + 4x7 + 618 + 6x° + 60x10

A 4
[ Coefficients Extractor: ]

9,16,9,43,8,8,36,4,6,6,60

Y
[Coefﬁcients Concatenation: J

91694388364660

Secret Polynomial
f(x)= 91694388364660 + 5481390490034x+ 4103884901909x7

A 4

Shares Generator

S1. (1,9285275391624) Ss. (5,37709686632597)

v
S3. (3,53079135586964) / / Sy. (4,87287720390361)

/'82.(2,27078320587385)

Figure 5: Shares generation.

2) Public Key Reconstruction Phase: After receiving its corresponding share, each participating device has to commu-
nicate with the other participants in order to gather ¢ shares, to reconstruct the secret S. Algorithm 2 shows the steps of
the current phase. After gathering ¢ shares, the participating device calculates the LaGrange factor for each share gathered.
The next step is to calculate the sum of the product of the y-coordinate value by the LaGrange factor. The result is
an interpolation of the polynomial f’(x) which its coefficient is ag. f'(0) is then extracted and separated, in ordered to
construct S’ polynomial that matches the polynomial of the public key, k. Fig. 6 explains the completion of the mathematical

example starting with the first phase.
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Algorithm 2: Public Key Reconstruction
Input: n,p,t_shares

Output: h

1 Jori=11ttdo

2 Calculate (1)

3 Calculate []1(i to t)

4 Calculate y; - [11(i to t)

5 End for

6 Calculate polynomial f(x) of degree (t — 1) (mod p)
7 Extract S = f(0)

8 Split S into Coefficients

9 Convert Coefficients into polynomial h
10 Return h

/ S,. (2,27078320587385) /

"S4. (1,9285275391624) Ss: (3,53079135586964)
RE

4

[ Get t Shares J

4

Lagrange Factor (/;) Calculator:
Ip=1/3(x-2)(x-4) , [}=-1/2(x-1)(x-4) , Ih=1/6(x-1)(x-2)

A
Interpolated Polynomial f(x)' Calculator:
9285275391624/3((x-2)(x-4))
- 27078320587385/2((x-1)(x-4))
+ 87287720390361/6((x-1)(x-2))

A

Calculate f'(x) mod p:
4103884901909x2 + 5481390490034x + 91694388364660

Extract £(0) Coefficient:
91694388364660

\ 4
[ Coefficients Splitter: }

9,16,9,43,8,8,36,4,6,6,60

v

[ h = Coefficients2Polynomial Mapping }

9+ 16x + 9x2 + 4353 + 8x? + 8x5 + 36x0 + 4x7 + 625 + 6x9 + 60x10

Figure 6: Public key reconstruction.
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V. RESULTS

Table I explains a comparative analysis for the proposed system with other related literature, in terms of secure key
distribution, resilience to classical and quantum attacks, implementation method, Resource-Constrained Environment (RCE)

suitability, and support peer-to-peer system.

TABLE 1
Comparative Analysis with Other Related Works
Work [11] | [12] | [15] | [16] | Proposed Work
Secure Key Distribution X v X v v
Resilience to Classical Attacks v v v v v
Resilience to Quantum Attacks X X v v v
Practical Implementation v X X X v
RCE Suitability v v v X v
Peer-to-Peer Support X v v v v

The proposed system combines NTRU encryption with SSS scheme and exhibits substantial resilience against two major
forms of attacks in cryptographic communication: MitM and DDoS attacks.

MitM attacks pose significant threats in cryptographic communication as the attacker intercepts and potentially alters the
communication between two parties without their knowledge. In the context of the proposed system, an attacker might
aim to compromise the key shares that are transmitted from the sensor nodes to the sink node. However, the integration
of SSS with NTRU encryption offers robust protection against such attacks. SSS ensures that even if only a few shares
of the key are intercepted, the attacker cannot reconstruct the full key without having a threshold number of shares. The
quantum-resistant nature of the NTRU encryption algorithm further enhances this defense, making it extremely resource-
intensive for a quantum-enabled attacker to break the encryption in [1] &[2].

As for DDoS attacks, they aim to overwhelm the system with more network traffic than it can handle, thus denying
service to legitimate users. Due to the resource-constrained nature of the proposed system, resilience to DDoS attacks
becomes significant consideration. To mitigate this, two-pronged strategy is employed. First, the distributed nature of key
shares across multiple sensor nodes aids diffuses network traffic, making the entire system harder to overwhelm. Second, the
Raspberry Pi 4 used for the sink node possesses superior computational capabilities that provide additional resistance against

high network loads. Table II explains the development boards used in the proposed system as an experimental environment.

TABLE 11
Experimental Environment
Device Type | No. of Devices | Development Board CPU RAM | Storage OS
Family Freq.
Sensor Node 4 Raspberry Pi 3B Cortex-A53 | 1.2 GHz | 1GB 32GB | Raspbian
Sink Node 1 Raspberry Pi 4B Cortex-A72 | 1.4 GHz | 8GB 32GB | Raspbian

This is an open access article under the CC BY 4.0 license http://creativecommons.org/licenses/by/4.0 60


www.ijict.edu.iq
http://creativecommons.org/licenses/by/4.0

1o ’ Iraqi Journal of Information and Communications Technology(IJICT)

I]ICT Vol. 8, Issue 1, April 2025

ISSN: 2222-758X
www.ijict.edu.iq e-ISSN: 2789-7362

mal of Informatiop,

©MMmunications Technol?5”

VI. CONCLUSION

In conclusion, this research presents a robust system that integrates NTRU cipher with SSS for secure and quantum-
safe key distribution in resource-constrained environments. Through rigorous analysis and simulation, the system has
demonstrated resilience against common cryptographic attacks like MitM and DDoS. The implementation of the scheme
on Raspberry Pi platforms has effectively illustrated its practical applicability and efficiency under realistic computational
and memory limitations.

Despite the promising results, there are several directions for future work. First, additional security measures can be explored
to further enhance the system’s resilience against other potential quantum-enabled attacks. Moreover, while the proposed
system is designed for a specific number of sensor nodes, future studies can focus on scalability and improving system
performance for larger networks.
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