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Cybersecurity and its impact on reducing electronic blackmail of
Iraqi families:
”A study of mechanisms and challenges”
Assist Lecturer. Ali Alaa Hussein Al-Rheamey
Faculty of Information, Islamic University of Najaf Al-Ashraf

Abstract

Nowadays, the world seems to be a tiny community where everyone is
able to trade and obtain any kind of data quickly. However, because
technology is moving so quickly, some people are attempting to use it for
evil, low-cost goals that involve moral and financial blackmail. As a result,
these actions harm society as a whole and its stability, having an adverse
effect on all facets of social, economic, and moral life. Extortion has
become a widespread phenomenon in Iraq due to the significance of the
issue within our society. torsion has become a widespread phenomenon in
Iraq due to the significance of the issue within our society.

In Iraq, electronic extortion is a horrifying reality that drives victims
to fall and attempt to escape it in different ways, fearing scandals should
they refuse to comply with the demands of the extortionists. The Centre
for the revival of Arab scientific heritage at the University of Baghdad
commissioned a team of academics to follow this unfamiliar and
dangerous phenomenon in our society, as well as its effects and
mechanisms for combating it. The researchers also aimed to identify the
elements involved in this phenomenon and their methods. Research on this
topic that covers it from all angles "historically and realistically and ways
to reduce, control and combat it" will be provided by Iraqi universities and
the Ministry of Interior.

Given the increasing use of social networks and the dubious ways in
which they are exploited, observers think that stiffer penalties for those
who commit these crimes will prevent them from spreading further. This
is especially true for the crimes of electronic extortion.

They emphasized the necessity of passing a specific law to address
cybercrimes in Iraq, which they believe will help to reduce them because
those who commit these crimes profit from the lack of a specific law that
penalizes this widespread kind of crime.
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