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Abstract:

Recently, the internet use is expanded leads for many type of attacks on the
network. As a result, a robust and effective network intrusion detection
system is needed to strengthen its defense and performance. The main
purpose of the intrusion detection system remains to monitor and analyze the
system process for potential malicious acts committed by hackers. As a
result, researchers have conducted several reviews on such topics, but most of
these studies were not comprehensive. In this paper, the authors create a
machine learning-based intrusion detection system and use a robust and close
set of attribute selection methods with classifiers using a group review, and
analyzing of attribute-choosing methods common with functions. The study
extracts the important attributes from continuous variables by applying
attribute-choosing methods to generate an important variable set and an
intrusion detection system. KDD data were double-checked to obtain
outcomes from this process. The performance results clearly showed the
mathematical k-nearest neighbor’s (K-NN) algorithm outperforms the other
classifiers. It was also noted that the use of attribute choosing techniques
based on the percentage of information gain is preferable compared to other
features.

Keywords: Machine learning, intrusion detection, classifier, decision tree,
and KNN.
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1. Introduction:

Because there is a lot of stuff available online, the Internet currently
confronts several issues that pose significant challenges to its development as
a dependable and stable network. Additionally, security and stability may be
enhanced by upgrading firewalls and other tools. However, the employment
of active approaches is the mechanism of the intrusion detection system that
permits collaboration amongst system analysts for the system's security and
stability [1]. Along with identifying the target. Additionally, it monitors and
evaluates network activities during deviations and abnormalities that go
against the system's safety regulations [2]. Additionally, it should be watched
over and efforts should be made to keep hackers from breaking into the
network while it is operational.

Intrusion detection has gained popularity in the research community as a
consequence of its efficacy in countering current assaults, as well as the
availability of numerous machine learning classification algorithms that are
prepared before being applied to unseen data and used to uncover
vulnerabilities in system attacks. The attribute reduction approach has also
been utilized to improve classification results by speeding up the detection of
hacker abuses and abnormalities.

In contrast, intrusion detection systems usually use three techniques. A
brief description of these techniques is as follows:

Signature-based intrusion detection: This is a technique that tries to find the
attack signature on the detected resources [3]. In addition, it compares log
information with new attack methods to determine possible next attacks and
try to detect and prevent them from spreading across the network. Hackers
that attempt to get into the traffic network leave a form of fingerprint known
as an intrusion signature. Although they vary from one to the other, they can
be used evidence of illegal access to a folder and file, unsuccessful login
attempts, and faulty executable privilege use.

Anomaly-based intrusion detection: This method is a way of understanding
behaviour in addition to every deviation from behaviour. It is a method that
works in contrast to the signature-based method; it was developed to quickly
identify unfamiliar attacks as soon as feasible. By identifying fresh malware
that enters the network using machine learning. Where the intrusion
prevention system is designed using machine learning by identifying a
starting point for a trusted behaviour known as a trust model. This model
evaluates each new performance for validation. In the previous network
system, in such a case, the authorized person can continue to operate, given
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the indication that the warning buzzer was performed wrongly and the action
IS not malicious.

In 2015, Nutan Farah Haq et al [4] presented a study aimed at proposing a
method for aggregate and hybrid classification. Their study also compared
the data classification methods used in the experiment settings as well as
discussed the wvariable selection method. In 2016, Chowdhury
Nasimuzzaman et al [5] used machine learning methods to classify each
abnormal activity of the system. They explained that checking the
effectiveness of their presented method was done by evaluating the
acceptability of intrusion detection. The cost required to detect intrusion, the
nonnegative false ratio, and the non-positive false ratio of ratings of abnormal
behaviour detected during network traffic. In 2018, Ravi Kiran Varma, et al
[6] proposed a study of an intrusion detection system based on mathematical
algorithms and attribute selection methods, which are methods for common
machine learning algorithms and data methods classifications.

In 2019, Preeti Mishra et al [7] presented a study on different machine
learning methods that were made to identify the causes for challenges
connected to these methods to detect intrusion behaviours. In 2020, Hamed
Algahtani, et al [8] used a variety of common machine learning methods for
detecting interferences. Also, in 2020, Shisrut Rawat et al [9] presented a
study on the use of neural networks as well as machine learning methods to
design an algorithmic intrusion detection system. Resulting from providing
smart services in the field of cyber security. In 2021, Kathryn-Ann Tait et al
[10] discussed recent intrusion detection systems and outlined the advantages
and disadvantages of each method. They also evaluated various machine
learning techniques using certain techniques after they rated them as
appropriate in categorizing the attacks.

Also, in 2021, Thirumoothy and Muneeswaran [11] presented a study
aiming to compare the Naive Bayes method and the decision tree method. In
2022, Abhishek Raghuvanshi, et al [12] proposed a system to detect and
classify the traffic of the Internet of Things systems. They also focused on
security as the main worry not just on the Internet of Things systems but also
on the uses of the Internet of Things. Noted many types of comparative types
of research were conducted on this topic. However, no comprehensive
research has been conducted so far on the subject. Their study showed the
decision tree is better than Naive Bayes.

Also, in 2022, Emad-ul-Haq Qazi et al [13] presented a study on machine
learning classifications of the intrusion detection system. They noted the
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decision tree algorithm outperforms the support vector machine algorithm
and that Naive Bayes is a type of the Bayes network model.

N. Girubagari et al. (2023) proposed an algorithm for real-time intrusion
detection system called PACENIDS using ensemble of Altered Bi-directional
Long Short-Term Memory (ABILSTM) and Customized Bi-directional Gated
Recurrent Unit (CBIGRU). The proposed algorithm is employed to detect the
attacks in the smart cities networks. In order to improve the performance of
the proposed algorithm, authors used fuzzy feature selection algorithm.
PACENIDS achieved a high classification accuracy 96.59%, 94.47% without
feature selection algorithm, and 97.67% classification accuracy with feature
selection algorithm wusing NSL-KDD dataset. However, the applied
convolutional architecture takes more time to train the system, which the
main limitation of the work [29].

Samer et al. (2023) proposed a hybrid filter-wrapper feature selection method
for intrusion detection system called GBA. The proposed method selects a
feature subset from the original features to improve the performance of the
system. The filter feature selection is based on Information Gain (1G)
algorithm, and the wrapper feature selection is based on the Black Hole (BH)
algorithm. The aim of GBA to improve the accuracy of the IDs by initialize
the features for classification using IG by ignore the zero weighted features.
GBA achieved a classification accuracy 96.96% using NSL-WS dataset.
However, the work used only one dataset and the obtained accuracy can be
improved further [30].

Akindele S. et al (2024) presented combination approach between
optimization and machine learning algorithms for network intrusion detection
called KOMIC IDS. knapsack optimization algorithm (KO) used first to
select the relevant features from the IDs dataset with mutual information gain
filter (MIC). After that, a new set of features combine with the selected
features. MIC is applied again on the combined features to remove the
duplicated features and keep only the highest information gain features. In
another hand, several machine learning classifiers are used to evaluate the
performance of KOMIC IDS and the best obtained accuracy results was
97.14%, precision 95.53%, recall 99.46%, and F1-score 97.46% using
UNSW-NB15 dataset. However, the work used only one dataset, unable to
detect the type of attack, and the obtained accuracy can be improved further
[31].
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In this paper, the authors propose a method for developing an intrusion
detection system that contains a combination of classifiers and attribute
selection methods. Where it is necessary to create an appropriate intrusion
detection system that selects the attribute that can be used in the intrusion
detection method along with the classifiers.

2. Selection of feature

An attribute selection is defined as a subset of the primary feature set. By
removing redundant and unwanted elements from the core feature set. This
set of offerings allows for a faster understanding of the study method,
followed by the creation of another comprehensive mathematical algorithm.
Also, selecting the attribute helps in understanding the information.
Therefore, this paper includes a brief overview of the different popular
attribute selection methods.

2.1. Pearson Correlation for Feature Selection: This method is a filtering
technique that verifies the given score of the relationship between the
calculated and target attributes within the given data sample while preserving
the n-sample attributes. This is an equation that evaluates pairs using an
appropriate correlation scale with an experimental search approach. It is also
an algorithm that assumes appropriate data variables cover attributes that are
closely related to the set but distinct from one another [14].

To determine whether there is a relationship between the classification
attribute, and the new attribute, the correlation coefficient between the two
variables must be used to measure numerically the sample used. However,
there is a problem, which is the inability of the relationship between two
variables to produce valuable results for the sample due to a large number of
data. Therefore, if there is a significant relationship between attributes, it
should be discovered after the whole sample has been collected. This is
verified according to the following equation:

2.0 -9)
V2 =R (y-9)°
1)
Wherer the relationship coefficient, x is the value of the x-attribute in the

example data, X is the mean calculated value of the x-attribute, ¥ the value of
the y-attribute in the example data, and y represents the mean calculated value

of the y-attribute [15].
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2.2. Information Gain Ratio-based attribute: A attribute is selected after
obtaining information about variables containing many values. The goal of
the information gain ratio-based attribute is to be able to find the feature that
returns the most information. That is, who returns the most homogenous
divisions? Choosing an attribute based on the information gain ratio
eliminates any difficulties by calculating the variable hash Entropy to allocate
patterns into sections by dividing the variable data. As the partition value
increases, the gain of the variants decreases [16].
2.3. Minimum Redundancy Maximum Relevance: This technique attempts
to adjust a variable correlation using redundancy. The mean value of the total
exchanged values between the variable and class determines the suitability of
the variable set of classesC[17]. While using the MRMR method, one has to
choose one option and also needs to decide how many attributes he would
like to have. The integer?Y represents the number of those attributes he wants
to keep. Assuming Y =23in the starting before entering the loop.
But in practical implementations, one can select the variable ¥ under specific
restraints, for example, pattern volume, device memory, or offered time. Note
that the MRMR method an operates iterative loop and in every iteration, one
has to select the attribute that gets the highest score in terms of the policy it
adopts. After selecting the best feature, it adds that selected attribute to a
container of allotted attributes. After the attribute is placed in the container, it
Is impossible to fire it again. After every iteration loop terminates, the
following results are obtained:

Table 1: MRMR Processing Operations (wheny =3).

Iter. | Best Chosen | Not-Chosen

0 ] 0 [age, position, loan, credit,
address, company, gender]
[age, position, credit,

1 loan (oan) address, company, gender]

5 age (loan, [position, credit, address,

g age) company, gender]
3 osition glo:n, [credit, address, company,
P ge, gender]
position)
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A policy adopts to select the highest attribute in every iteration is as follows:
1. select the loan

2. select the age

3. select the income

According to the above rule, the MRMR method is selected where the
attribute most relevant to the target attribute is selected in each iteration as
well as the lowest iteration related to the attributes identified in the previous
iterations. In fact, in the implementation of every iterative loop x, the value is
calculated for every gauged attributem. The general idea of the MRMR
method in the following equation:

s, (m):=r(m|t)/r(m|a);

()

until r(m|a) reach x—1;

Where s represents the score,m represents the attribute being measured,
trepresents the target attribute, x represents the iterative conditional
statement, r represents the redundancy, r’'represents the relevance, anda
represents the chosen attribute. So, a good iteration attribute is the one that
gets the best value, and according to this option. The designer of the MRMR
method has identified several variations for it when measuring accuracy and
computing the time taken together, and among these attributes are RFRQ,
FCD, FCQ, and FRQ. The method developers have found that the RFCQ
attribute is a better selection compared to other features, especially when the
direction of a flow categorization pattern is an arbitrary set.

They also found that the FCQ attribute has lower computing time and high
accuracy in various directions where the flow categorization pattern is clear
and quick, thus outperforming other features. As a result, the emphasis of
researchers is on that feature or variable. This does not prevent improvements
to other variables to be more efficient and accurate. In iterative x, both the
F-test of the attribute as well as the target attribute are used to calculate the
significance of the attributem. However, the redundancy of the attribute with
the other attributes was chosen in preceding iterations and is calculated using
the mean method of Pearson’s correlation coefficient. As a result, the
equation that performs the calculations looks like this:

S(M) = F(MY/ sea | Pec(m, ) (x-1).
3)
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Where x represents xth iteration, mrepresents  the  attribute  measured,
F represents the F -test, and PCC represents the Pearson correlation
coefficient. It should be noted the relationship is measured in absolute value.
When two attributes are combined with range (-1..1) , it seems from the results
of table 2 below that both attributes are redundant. Now, consider again the

three iterations:
Table 2: MRMR Scores: (a) F-test, (b) PCC, and (c) MRMR

(a) (b)
income m m
Coedt T [EE 002 071 - 037
| address 4452 @ address 001 063 - 035
60 position 38.88 51| position 099 010 - 058
| company 13.89 =1 company 000 001 - 005
gender 08.89 gender 002 012 - 004
~ (9
it 14650/037=1 13134
5 address 4452/0.35= 129.61
= | position 38.88/0.58= 69.93
=1 company 13.89/0.05= 3001.09
gender 08.89/0.04= 588.55

On the first iteration, the loan was chosen;

On the second iteration, the age was determined;

On the third iteration, the income was determined;

The F-test and correlations are required to calculate the value of each
attribute:

The second attribute in terms of preference is that which gets the highest
score, in terms of value, and in such a case, the rotational iterative process
illustrated previously is directly performed. The application of the FCQ
variant of the MRMR method is easy to understand, but the way it is
implemented does not live up to expectations.

In the example above, all correlations are counted and some of those
correlations will never be used. Because of all attributes, pairs are dealt with
without their background. This means that the processing is carried out
through the following equation:

F(F-1)/2;

For example, ifF=1000 there are 499,500 thousand correlations. This
results in faster processing and saves time when only required attribute pairs
are on each iteration. However, once each iteration is completed, the full
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relationships between the attribute chosen in the preceding iteration as well as
all other attributes that were at no time specified are recalculated and kept in
a relationship array. To put it another way:

1. First iteration: no relationship. No attribute is identified yet: it is sufficient
to identify the attribute that gets the top score or with the best F —test value.

2. Second iteration: F —1relationships are required.

3. Third iteration: F —2relationships are required.

4. Kth iteration: A correlation F-y+1is required.

The calculations are now simple. As the process needs to count the
correlations that are not more thanF(y-1). For example, whenF =50
andy =20, the resulting value is more plausible, then the terminated results
are 9,500 relationships, so the enhanced version of the equation is as follows:
3. Classifier

It is a program for classifying information and placing it inside one or more
groups of categorizations. The classification method is as follows: First, the
machine learning information on which the decision-making system is built is
provided. Then, the decision-making system is provided with invisible
examples to classify them [19]. For example, sort emails by classification:
spam and non-spam. Here is a summary of common categorizations methods
that were employed in this paper:

3.1. k-nearest neighbor: This classifier can support most machine learning
systems with the results being determined by nearest neighbors [20].
Regression and classification are two of their applications. In these
applications, the data entry comprises the sample data by nearest the results
generated by k-NN. The method of computing the results differs subject to
the job at hand. If an unidentified type classification, the type is initially
allocated to the class that acts most often amongst the training type closet.

3.2. Decision Tree: This classifier is used for classification as well as
estimation of functions. Also, it can be a decision-making tool that employs a
decision-tree structure as well as its potential outcomes, such as event results,
resource expenses, and benefits. Also, this classifier can display the algorithm
containing merely conditional statement data. It creates a method that guesses
the result of the pattern using the results of the method data variables.
Decision tree creation does not need any knowledge, only knowledge of the
given data. It is made up of three main types of nodes which are the decision
node, the branch node, and the terminal node [21].
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3.3. Naive Bayes Classifier: This is a method for reducing the likelihood of
misclassification. For example, assume two variables (A, B)with numbers

Inw’ x{1,2,...,y}, and Bis a target field forA. Suppose a subjunctive
distribution and due the target field has a number assigned
by(A|B=j)~ P, forli=1to y)do with ~ represents an average distribution and
p,represents a likelihood distribution. The classifier will calculate the

observed target field A= xfrom the observationB= j.

In theory, the function is a calculable program,s:w? —{12...., yywheres
represents set in class S(x). The misclassification likelihood expressed
asT’(S) =P{S(A) = B}denotes Bayesian s°(x):=maxP(B= j| A=x)Where j e{1,2,..., y}.
The designing probability theory is linked to problems as well as accuracy.
r'(S)-r(s®) denotes the surplus danger of a generic classifier, which may be
based on specific sample data. As a result, this positive is critical for
comparing the outcomes of various classification methods. The classifier can
rely upon the crossover line intercepts zero because in such a case the sample
data size approaches infinity [22].

3.4. Artificial Neural Network: This classifier processes data by
connecting a huge numbers of artificial neurons among themselves [23]. A
neural network contains invisible layers whose job is to process information
before sending the results to the output layer. For neural network training, a
type of sample data is passed as input to that neural network. Then the found
results are considered, and when they are true, it passes as input. But if the
results are incorrect, the mistakes are sent to the application layer by the
backpropagation method. Then the load is corrected to achieve the right
results for trained systems. The goal of the training is to provide the latest
invisible information for training neural networks as well as for classifying
the found results into the categories to which they are owned.

3.5. Support Vector Machine: also known as a support vector network, this
classifier manages training methods with connected training methods which
evaluate the information of classification as well as regression result. Also,
this classifier adopts the concept of reducing obstructed threats to improve
performance while increasing haste as well as scalability [24]. The goal of
using this classifier eliminates the multidimensional space selection
constraints that separate invisible methods from classes.
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4. Intrusion Detection System

The attribute selection method specifies the process for picking the attribute
classification. Furthermore, each set of vital features contributes more
specifically to the efficiency of the suggested system. The classifiers are then
trained using data from the key attribute. Once the classifiers are trained,
comparable data of important attributes are utilized for the final validation of
the set of significant attributes and to verify if each network entry is a single
normal entry or a network entry.

One of the tasks of the intrusion detection system is to track the network
for unusual behaviour. They are host-based or network-based systems [25],
and they use the national identification system, or NID system, which is a
unique, dependable, and safe system that checks a singular identity before
allowing the 1D system to be used by that individual. Where the ID system is
linked to the ID system through a special technology that detects any
abnormal entry to any person by looking at the traffic within the network and
distinguishing pretenders while trying to enter any of the hosts through the
use of the sense of smell that characterizes the NID system, which is
automatically activated during people entering the LAN.

The NID system also monitors other active sites on the network to detect
the vulnerabilities created by the hacker who passed through the host-based
intrusion detection system or HID system locations. The inability to identify
them by reading the inability of packet headers or its inability to detect new
types of aggressive attacks. But it can be said that the NID system can find
the majority of IP-based denial-of-service attacks and the reason is due to it
can diagnose and identify the headers of packets as they move within the
network. Although the NID system does not depend on the host operating
system as a source to identify the hacker, the HID system relies on the host
operating system as a source to identify the hacker and thus his ability to
perform its duties properly.

A hybrid intrusion detection system that integrates client-based intrusion
detection methods and network-based intrusion detection method have been
built. To determine the type of intrusion detection, that intrusion can be the
result of misuse or as a result of anomalies [26]. There are three major
methods used in intrusion detection systems, which are as follows: the
machine learning method, the data extraction method, and the statistical
method. Figure 1 shows the proposed intrusion detection system.
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Figure 1: The proposed intrusion detection system

5. Analysis Results with Discussion

Knowledge discovery in a database (KDD) is a multi-stage process to obtain
Important data from a big database for use in experiments. It should be noted
that although some difficulties have emerged in the modified version of the
knowledge database. A large number of experiments have been conducted on
that data to develop an effective intrusion detection system to provide the
cybersecurity public with accessible information that is not available to it. In
addition, the need to apply it in intrusion detection systems that occur over
the network [27]. It is worth noting that the KDD database is huge and
involves about 100,000 rows and 40 columns of very useful data. However,
one of the clear drawbacks to dealing with a database of this size is that it
grows the expense of complexity. For this reason, the data has been reduced
to the point where it is in line with the requirements.

Therefore, only 15,000 samples were sampled from that data for the
experiments. Those samples were split 5 times to facilitate the process of
checking the validity of the sample extracted from the mother samples. 4
methods for selecting attributes as well as 5 classifiers are also chosen that
are compatible intrusion detection [28] and network bypasses. Note that the
experiments were performed in the Waikato environment for knowledge
analysis or WEKA where the efficiency of the classifiers used to classify the
KDD database was checked. Table 3 shows the results of the various groups
as well as the methods of selecting attributes and classes to detect standard
types of intrusion as well as detecting the other types of aggressive intrusions.
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Table 3: Classification Accuracy of Five Classifiers Using Five Attribute
Selection Methods.

Attr'ﬁ;ihiedlzcnon Classifier Type Accuracy %
K-nearest neighbor selection 98.29
Pearson Correlation De.(.: Ision Tree — 99.51
Coefficient (PCC) Nal_vg !Bayes Classifier 83.49
Artificial Neural Network 84.36
Support Vector Machine 80.29
K-nearest neighbor selection 91.34
: . : Decision Tree 98.26

Information Gain Ration- - —

based (IGR) Nal_vg !Bayes Classifier 91.18
Artificial Neural Network 08.48
Support Vector Machine 95.37
K-nearest neighbor selection 99.13
Minimum Redundancy Decision Tree 99.15
Maximum Relevance Naive Bayes Classifier 88.22
(MRMR) Artificial Neural Network 95.28
Support Vector Machine 89.77

The outputs of Table 3 illustrate the following observations:

1. k-nearest neighbor selection using the information gain ratio attribute
selection technique gives the best results compared to other classifiers. The k-
nearest neighbor selection determined using the Pearson correlation
coefficient technique yields worse results compared to the k-nearest neighbor
selection using other attribute selection techniques.

Concerning the runtime and storage complexity is that suppose thatk a
constant and that the runtime complexity ofthe k-nearest neighbor
O(d*n*log(n))with (n,d) > 0 are integers. In addition, the k-nearest
neighbors’ storage complexityO(n*d). Where nrepresents the number of
data points in the sample andd represents the number of attributes in the
sample.

Concerning the limitations is that The limitation of classifying a k-nearest
neighbor does not work with a large data sample, is that not work well with a
large number of dimensions, and of being sensitive to outliers and missing
values.

2. Decision tree using the Pearson correlation coefficient selection technique
achieves better results than a decision tree using other attribute selection
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techniques with second order among the other classifiers. A decision tree
using the information gain ratio attribute selection technique leads to worse
results compared to a decision tree using other attribute selection techniques.
Concerning the runtime and storage complexity is that the number of
queries related to the worst-case input and the resulting worst-case
determines the decision tree classifier's complexity. The decision tree is used
to demonstrate the type of nelements selected. The query for comparison is a
comparison of two elementsa,b, with two results, presuming no elements are

equal to  either (a<b) or (a>b). So, the runtime
complexity O(nlogn*d)+O(n*d). Where nrepresents data points, d represents
the dimensions and it will beO(depth) because it must traverse the decision
tree from root to leaf node. The storage complexity will be O(nodes) .
Concerning the limitations is that the limitation of classifying a decision tree
Is that it is a very unstable tree in comparison to other decision predictions. A
minor change in the data can lead to a significant change in the structure of
the decision tree, resulting in a different outcome than what users would
receive in a typical event. In addition, it is a problem of overfitting and
independence between samples, as well as the greedy approach.

3. Naive Bayes classifier using the information gain ratio attribute selection
technique outperforms Naive Bayes classifier using other attribute selection
techniques technique also leads to lower results compared to other attribute
selection techniques.

Concerning the runtime and storage complexity is that the naive Bayes
classier method has a runtime complexity of O(d *c)where d is the dimension
of the query vector and cis the sum of the classes. The storage complexity is
alsoO(d*c) because it simply stores the probability of each attribute about
the classes whered the attribute and cis the class.

Concerning the limitation is that The limitation of a naive Bayes classier
method is that it is more efficient on large data samples and has less space
complexity. This method performs poorly as an estimator. As a result, the
predictor’s probability output should not be underestimated. Furthermore, all
attributes are independent. It might sound great in theory but obtaining a set
of independent attributes is difficult.

4. Artificial Neural network using the information gain ratio attribute selection
technique outperforms an artificial neural network using other attribute
selection techniques in terms of performance accuracy as shown in Table 3.
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An artificial neural network using the Pearson coefficient technique leads to
worse results compared to other attribute selection techniques.

Concerning the runtime and storage complexity is that the runtime and
space complexity of a neural network classifier is the same, measured by the
number of features in the network. This is the total number of neurons and
their connections between neurons. The total runtime complexity of one
iteration iSO(t*(xy+yz+zv)). This time is multiplied by the number of
repetitions. Thus, the runtime complexity of a 4-layer neural network with
featuresx,y,z, andv, where ttraining cases, will beO(n*t*(xy+yz+2v) and
ntimes, if it has Llayers, including input and output layers.

Concerning the limitation is that the limits of neural networks include a fixed
number of input layers. It can only accept fixed-size inputs and outputs for
any activity. This is a limiting factor for many pattern recognition activities.

5. Support vector machine using the Pearson correlation coefficient technique
outperforms support vector machine using other attribute selection techniques
in terms of performance accuracy. The Pearson correlation coefficient
technique also leads to worse results compared to other attribute selection
techniques.

Concerning the runtime and storage complexity is that the support vector
machine method is characterized by the runtime complexity of O(n*)and the
storage complexity of O(n?), since n the data sample is used by the quadratic
programming formulation.

Concerning the limitations is that the limitations of the support vector
machines are unacceptable for large data sets. It is not well implemented
when the data set has more sound i.e. target classes are nested. When the
number of characteristics per data point exceeds the number of data samples,
the performance of the support vector machine suffers. There is no
probabilistic clarification of the classification since the support vector
classifier works by placing data points, above and below the hyper-classified
plane,

The performance shows that the k-nearest neighbor classifier outperforms the
other classifiers, as does the information gain ratio attribute selection and the
Pearson correlation technique.
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Figure 2: The Classification Accuracy: (a) PCC, (b) IGR, and (c) MRMR
6. Conclusion

In this paper, an intrusion detection system that compares the outcomes of
several groups has been proposed. Using attribute selection methods, five
classifiers are picked based on a set of key qualities. The Pearson correlation
coefficient, information gain ratio, minimal redundancy, maximum relevance,
and five classifiers, including the k-nearest neighbor method, decision tree,
artificial neural network, support vector machine, and Naive Bayes. Both
classifiers and attribute selection approaches have advantages and
disadvantages. As a result, a range of strategies were adopted for feature
selection using classifiers.

When implementing an intrusion detection system, it is difficult to select
one. On the other hand, the authors’ conclusions demonstrated that machine
learning works accurately in intrusion detection since most of the methods
used yielded high accuracy results. However, the results also showed that the
k-nearest neighbor algorithm outperforms the other methods, as well as
between the attribute chosen techniques, the method of selecting the attribute
of the information gain ratio outperforms the other methods, while the results
showed that, the Pearson correlation coefficient technique was weak in
performance compared to the other methods.

The attribute information gain ratio selection using the k-nearest neighbor
algorithm resulted in the best accuracy across the groups. Therefore, it may
be useful to design an efficient intrusion detection system using an
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integration of information gain ratio attribute selection with the k-nearest
neighbor algorithm.

Moreover, deep neural networks could be employee as a future research to
enhance the performance of the intrusion detection system. Also.
metaheuristic algorithms could be used for feature selection task in order to
Improve the obtained accuracy.
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