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The role of international and national legislation
In confronting the risks of deep fakes
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Abstract

Technological development has become part of all areas of life at the present
time, it has entered the fields of health, education, media and even security, which
has led to the emergence of several problems that accompanied the development in
technology, such as the occurrence of cases of privacy violations and the absence of
some work due to the spread of artificial intelligence technologies, in addition to
another problem that has caused a state of anxiety in the world, which is deep forgery
or what is known as (deep fake). This technology depends on artificial intelligence in

a way that can make images, audio recordings or video clips of characters Real, she
does things or says things that she did not say in reality.
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Despite the positives that may accompany this technology in the fields of
education or entertainment, it poses a danger. Really not only on internal peace but
even on the international community level for its ability to Manipulating public
opinion, defaming reputations and incitement, which made the international
community sound the alarm. This is what we will show in the research by reviewing
the most important ethical challenges of using intelligence. Artificial intelligence with
deep fake case studies and then discusses legal and policy frameworks. Adopted by
some countries and a statement of international efforts to provide recommendations to
enhance international protection against these Risks.

Keywords: Artificial intelligence, deep fake, international protection,
ethical challenges, legal challenges.
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